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ABSTRACT

Resiliency of control systems means characteristics that a system operates well under
malicious attacks on instrumentation. In this thesis, we propose Unknown Input Observer
(UIO) based resilient control system design method for the case of simultaneous attacks
on sensors and actuators.

We use an observer based Resilient State Estimation (RSE) method for protecting
from sensor attack. Limitation of existing RSE method is that state estimation error is
affected by disturbance and actuator attack. In order to supplement the drawback, we
propose the UIO based RSE method. Proposed method provides superior state estimation
performance regardless of the effect of disturbance and actuator attack. In addition, we
suggest an algorithm that would be able to diagnose which sensors are attacked or broken.

In order to protect the system from actuator attack, we propose a method that would
be able to estimate and reject the effect of actuator attack. Proposed method exploits
UIO based RSE method. The proposed method provides a level of resiliency to the control
system when disturbance and attack are slow varying.

Simulation and experiment are implemented on the magnetic levitation system plat-
form so as to validate the effectiveness of proposed method. In addition, we compare the

performance between existing method and proposed method.

Key words :Resiliency of Control Systems, Sensor Attack, Actuator Attack,

Resilient State Estimation, Unknown Input Observer
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Introduction

These days, computer technologies and communication systems have made remarkable
development. Accordingly, control systems have become more sophisticated and compli-
cated than before. There exists tons of systems that communicate wirelessly. But, a weak
point of control systems has appeared in accordance with development of technologies.

In our society, there exist numerous control systems in the infrastructure such as nu-
clear plant, factory, power grid, transportation systems, and so on. It is evident that it
would be catastrophic if control systems in the infrastructure were attacked. Actually,
these kinds of thoughts and possibilities occur and these problems have received atten-
tion recently. Control researchers have tried how to protect control system from malicious
attacks. They have focused on designing control system such that operates well under
malicious attacks. In this section, we say why designing resilient control systems is im-
portant.

In section 1.1, we discuss the significance of the resilient control systems. The moti-
vation of this thesis is explained in section 1.2. The outline of this thesis is presented in

section 1.3.



2 1.1. Significance of Resilient Control Systems

1.1 Significance of Resilient Control Systems

Nowadays, there exist numerous control systems in infrastructure such as power grid,
transportation, aircraft, chemical plant, nuclear plant, etc. With the remarkable technol-
ogy development, systems have been more complex than in the past. Also, control systems
have become vulnerable to malicious attacks. These issues have received a lot of atten-
tion, Many researchers have studied to improve resiliency of control systems. Also, its
related works have been reported. Resiliency of control systems is characteristics that a
system operates well despite of malicious attacks. If control systems cannot be protected
from malicious attacks, it would result in catastrophe and social costs such as the biggest
security threat and a terrible loss of human life. These apprehensions were realized.

Let we take an example of a car. These days, automobile is not simple transportation,
but is the system equipped a state-of-the-art system. Internal systems of vehicle have
become more vulnerable to malicious attacks than in the past. [2] and [9] imply possibilities
of malicious attacks. [17] implies that it is possible for attacker to control the attack freely
by interfering the magnetic field of magnetic-based wheel speed sensor of ABS (Anti-lock
Braking System). Another example would be [10], [4], [8] and [12]. [10], [4], and [8] are
about stuxnet virus and [12] is about analyzing attack on power grid.

In these examples, we are able to check that a malicious attack could bring about
malfunction of control system. Cyber Physical Systems (CPS) will become more complex
and vulnerable in the future. Thus, In order to protect systems from malicious attacks,

we would like to emphasize that it is important improve the resiliency of control systems.

1.2 Motivation

Nowadays, much research on attack detection has been reported. [20] analyzed the weak
points network of networked control systems in the presence of malicious attack. This
paper proposed a method that would detect malicious attacks by using observer on the
basis of attack scenarios. [15] analyzed an attack on CPS (Cyber Physical System) and
proposed monitoring system. This paper proposed centralized and distributed attack de-
tection method.

Many defense methods against sensor attack have been conducted. Mostly, many re-
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searchers have tried to solve state reconstruction problem. It is essential to consider some
assumptions in order to solve the problem. Assumptions are that system has multi-sensors
and the number of attacked sensors are limited. This method is called as secure state re-
construction. [6], [5], [14], and [18] were studied in the beginning in the discrete-time
system. [6] and [5] introduced the the optimization problem to solve the state reconstruc-
tion. [14] extended to bounded noises, disturbances, and modeling error. [18] extended to

nonlinear systems and validated by using flat system.

6], [5], [14], and [18] were to solve the optimization problem in order to reconstruct the
state. Thus, these methods had the characteristics that need heavy computation effort.
There are two methods [11], [7] that reduce the computation effort effectively. These two
resilient state estimation methods are observer based approach. [11] proposed the finite
set for solving optimization problem. Thus, computation effort is lower than existing
methods. [7] is also resilient state estimation method using each observer and median
operation. This method needs the design condition that the relation between system and

all sensors should be observable. This method is more faster than [11].

There are a lot of studies related to defense approach against actuator attack. [6] and [5]
proposed the optimization problem on the system having multiple inputs. [13] proposed
outstanding attack detection method by using dual rate. [21] checked the resiliency by
experiment so that the system continues operation even though some of the controllers are
attacked and lose functionality. [16] proposed three resilient control algorithms inspired by
disturbance observer in robust control design and the proposed methods of [16] provide a
level of resiliency to the control system when attacks are composed of low frequencies. [19]
is not about the attack, but is related to resiliency of control system. this paper proposed
method that restores the performance by minimizing the performance loss when there

exists fault on some of system input.

In this thesis, we consider actuator attack as well as sensor attack and disturbance.
This thesis consists of two parts. The first part is concerned with malicious attacks on
sensors. We use resilient state estimation method against sensor attack. Since there exist
disturbance and actuator attack on system input, the accuracy of state estimation perfor-
mance degrades. We adopt Unknown Input Observer (UIO) [3] in order to guarantee that
estimate of UIO converges to actual state as time goes on despite of the effect of distur-

bance and actuator attack. The second part is concerned with attack on system input. So
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as to reject the effect of disturbance and actuator attack, we exploit UIO mechanism [3].

1.3 Thesis Outline

We introduce this thesis in section 1. In section 2, we formulate the systems, assump-
tions and problems. Next, we discuss limitations of the existing method and introduce
the compensate method. There are primary two methods against sensor attack and actu-
ator attack respectively. The method protecting from sensor attack is to use the Unknown
Input Observer and we will discuss the design the proposed method. Then, we introduce
a diagnosis method that would be able to detect which sensors are attacked. The method
protecting from actuator attack is to estimate and reject the effect of the actuator at-
tack. We deal with basic principle of this method. In section 3, we discuss the result of

experiment on magnetic levitation. In section 4, we conclude this thesis.
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In this thesis, we consider SIMO (Single Input Multiple Output) system under actuator
attack as well as sensor attack, noise, and disturbance. Firstly, we use the existing Resilient
State Estimation (RSE) method in order to enhance a resiliency of control system from
sensor attacks. Since actuator is attacked, state estimation error occurs. In this chapter,
we deal with a drawback of existing method. Then, we formulate the problems to solve.
First Problem is to find a method that estimate error of RSE method converges to zero
as time goes on despite of disturbance and actuator attack. Second problem is to find a
method that would be able to estimate and reject a effect of disturbance and actuator
attack. In this chapter, we will introduce proposed methods to solve problems. Plus, we
will propose the diagnostic method that would be able to diagnose which sensors are
attacked under sensor attack.

In section 2.1, we formulate a system considering sensor attack, noise, disturbance,
and actuator attack. Then, we will assume a few things to solve the problem. Finally, we
will define the problems and suggest solutions to problems. In section 2.2, we will deal
with a solution to first problem and propose the UIO based RSE method. In section 2.2.1,
we discuss the a limitation of existing observer based resilient state estimation method.
Then, in section 2.2.2, we will discuss UIO based RSE method. In section 2.2.2.1, we will
explain the UIO design method. In section 2.2.2.2, we discuss the median operator. Then,
in section 2.2.3, we will analyze the state estimation error of proposed method. In section
2.2.4, we will propose a diagnostic method under the attack or the fault. Finally, in section
2.3, we will deal with a solution to second problem. We discuss a defense approach against

actuator attack.



2.1. Problem Formulation

2.1 Problem Formulation

We consider a linear dynamical system given by

i(t) = Az + B(u(t)
y(t) = Cx(t) +£(1)
o
Co
= c x(t) +

_Op_

+d(t) + a(t)),

+a*(1),

a0 [ar)]

&) a3
a |

&i(t) a; (t)

6p(t) ap(t)

(2.1)

where x € R" is the plant state, u € R is control input, d € R is external disturbance,

a® € R is actuator attack, y € RP is the plant output, £ € RP is sensor noise, and

a® € RP is sensor attack. The i-th sensor being attacked is represented by ith element of
the vector a®(t), represented by af(t). We consider SIMO (Single Input Multiple Output).

The matrices A,B, and C' are in appropriate dimensions.

In this thesis, an attack scenario that we consider differs from the scenario of existing

studies. Existing scenarios only consider sensor attack, disturbance, and noise normally.

We consider actuator attack as well as sensor attack and disturbance. The scenario con-

sidered in this study is shown in Figure 2.1.

Control
Algorithm

a® d

¥
b sfacr|

Plant

1 @
O—Or
2 43

O—0O
: Pq
O—0—

S
H o 9

[Sensor p 00—

RSE

Figure 2.1: Block diagram of the resilient control system.
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In this thesis, we consider sensor attack and actuator attack as false data injection
attack. After injecting false data injection attack on actuator, values computed in con-
troller and actuator attack are getting to be combined into the values that would be
changed by attacker. In sensor attack case, sensor output and sensor attack are getting
to be combined into any value that would be changed or destroyed by attacker. A system
having multi-sensors can be considered largely divided into two cases. The first case is that
multi-sensors measure the same physical quantity. The second case is that multi-sensors
measure different physical quantities. we consider both.

Before we introduce a couple of assumptions, we explain the following notation so as

to denote the set of sensors under attack. The support of the vector a(t) is defined as

supp(a®(t)) = {ilai(t) # 0}, (2.2)

where supp(a®(t)) are the indices of the attacked sensors. Also, the cardinality of the set
supp(a®(t)) is |supp(a®(t))|. The |supp(a(t))] is the total number of non-zero elements. In

other words, it means the total number of non-attacked sensors.
We now introduce assumptions for the system of (2.1).
Assumption 2.1. The set supp(a®(t)) satisfies the following inequality:

2|supp(a®(t))| < p, Vt. (2.3)

Assumption 2.1 represents that the number of attacked sensors must be less than half
the total number of the sensors for solve the problems. it is a necessary and sufficient
condition for resilient state estimation problem to be solvable. This is the standard as-
sumption for resilient state estimation technique [11], [7]. Assumption 2.1 is enough to be

practical. The time and effort are needed for attacker to access all sensors practically.

Before explaining Assumption 2.2, Let we introduce the UIO Model:

Gi(t) = Fug;(t) + T,Bu(t) + Kyy(t), i =1,--- ,p,

(2.4)
zi(t) = gi(t) + Hiyi(t),
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where g; € R" is ¢-th UIO state, u € R is the system input, y; € R is ¢-th system output,
and z; € R" is i-th estimate of the UIO. The matrices F;,T;,K; and H; are ULO parameters

are appropriate dimensions.

Assumption 2.2. System of (2.1) and each sensor satisfies the following design con-
dition.

1. rank(C;B) = rank(B).

2. (A — H;C;A, C;) is detectable, where H; = B((C;B)"(C;B))~Y(C;B)T.

These two conditions are the necessary and sufficient condition for UIO based Resilient
State Estimation method to be used. First condition is that rank of C; B must be the same
with rank of B. Second condition is that (A — H;C;A, C;) must be detectable at least.
Second condition depends on H;. Thus, It is not always satisfied, and the condition may
not be satisfied depending on system matrices A, C;, and UIO matrix H;. Design condi-
tions that we consider differs from existing resilient state estimation technique [11], [7].
When design condition for existing RSE method is not satisfied, UIO based RSE method

condition may be satisfied.

Assumption 2.83. The vectors d(t),£(t), and £(t) satisfy

’dz(t” S dma$7 7= ]_’27 S,
|§Z(t)| S gmaz, 1= 17 2) Y 2 (25>
&(8)] < Emaz = Eppags 1= 1,2, , .

Assumption 2.3 states that external disturbance, noise and time derivative of noise are
bounded.

Before formulating problems, we introduce the Resilient State Estimation (RSE) method
briefly. Firstly, let consider that a system having multi-sensors are attacked only on some
of sensors under assumption 2.1. Under this condition, RSE method is used for state
reconstruction. It means estimate error of RSE method converges to zero as time goes

infinity under sensor attack. Above all, we use the Observer based RSE method in order
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to enhance the resiliency of control systems from sensor attack. By using one, the system
is able to operate well under sensor attacks on some of sensors. we use the observer based
RSE method such as combinatorial approach [11] and median approach [7]. But, there
exist some limitations when using existing RSE method on system of (2.1). First draw-
back is that state estimation error degrades because of disturbance and actuator attack.
We will deal with this drawback in section 2.2.1 in detail. Second limitation is that RSE
method is not able to protect the system from the effect of disturbance and actuator at-
tack. Also, disturbance and actuator attack would deteriorate control performance. Thus,
we have to find a methods that would be able to enhance the resiliency against sensor

attack, disturbance, and actuator attack.

Now, we formulate two problems.

Problem 2.1. Let Assumptions 2.1, 2.2 and 2.3 hold. Find a method of RSE whose

output T satisfies Z(t) — z(t) as t — oo, despite of disturbance and actuator attack.

As we mentioned before, we use observer based RSE method. State estimation perfor-
mance deteriorates under disturbance and actuator attack. Then, state estimation prob-
lem (estimated state of RSE method converges to actual state as time goes on) can no
longer be guaranteed. Thus, we have to find new method that would guarantee that esti-
mated state converges to actual state as time goes on despite of disturbance and actuator
attack. In order to solve problem 2.1, a method have to estimate the state correctly de-
spite of disturbance and actuator attack. A solution to Problem 2.1 is to use the UIO as
observer of RSE method instead of Luenberger observer. Advantage of UIO is that state
estimation performance of UIO is not affected by disturbance and actuator attack. we will
discuss the drawback of existing RSE method in section 2.2.1. Then, we will introduce

UIO based RSE method and analyze performance of proposed method.

Problem 2.2. Let Assumptions 2.1, 2.2 and 2.3 hold. Find a method that would be

able to estimate and reject the effect of disturbance and actuator attack.

By estimating state correctly, we are able to protect the system from sensor attack.
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But, there still exists the effect of disturbance and actuator attack. This effect leads to
deteriorate a control performance. Thus, we have to find a way to enhance the resiliency
under the effect of disturbance and actuator attack. Solution is to estimate and reject
the effect of disturbance and actuator attack by using proposed UIO based RSE method.
Then, we are able to protect the system from the actuator attack. We will discuss basic

principle in section 2.3.

Now, we illustrate system of (2.1), malicious attacks, and the solutions to problems in
Figure 2.2. Solution to problem 2.1 is to use UIO based RSE method in order to estimate
the state correctly despite of disturbance and actuator attack. Solution to problem 2.2 is
to design a method that would be able to estimate and reject the effect of disturbance
and actuator attack by exploiting UIO based RSE method. If the system of (2.1) is able
to use the correct state by resilient state estimation method and eliminate the effect of
disturbance and actuator attack, then, we are able to say that the system is resilient

against malicious attack.

Actuator Sensor pasilient State Estimator

Attack )
. Attack Against Sensor Attack
Disturbance @ =0 [ S e e e — = =

<F’@— Plant

=

Solution to problem 2.1:
UIO based RSE

|

1 o
| )
|

u ! | Solution to problem 2.2:

|
|
1
| | Actuator attack estimation method using UIO based RSE | |
|
I

Figure 2.2: Block diagram of the Defense methods against malicious attacks.
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2.2 Unknown Input Observer Based Resilient State Estimation
Method

In this section, we mainly deal with the proposed UIO based resilient state estimation
method. There are four main parts. Before introducing the proposed method, we analyze
the limitation of existing observer based RSE method. Thus, we discuss the state estima-
tion error of the system when using existing method. Next, we introduce the noew resilient
state estimation method whose state converges to real state despite of disturbance and
actuator attack. The key component of proposed RSE method is UIO. We explain the
UIO based RSE method and the design procedure. Then, we analyze the state estimation
error of the system using UIO based RSE method. Finally, we introduce the diagnostic

method in the presence of the sensor attack.

2.2.1 Limitation of the Existing Resilient State Estimation Method

In this section, we analyze the state estimation error of the system using the existing
resilient state estimation method. There are two primary observer based state estima-
tion methods [11], [7]. Two state reconstruction methods use commonly the Luenberger
observer. When there exists the disturbance on the system input, the estimation perfor-
mance of the Luenberger observer deteriorates. This is the main drawback. In this thesis,
we only analyze the RSE method using median operation [7]. In accordance with the am-
plitude of disturbance and actuator attack, the state estimation error could be changed.
The disturbance and actuator attack can make the state estimation error to be consider-
able when we use the existing RSE method.

Theorem 2.1. [7] Suppose Assumption 2.1 and Assumption 2.3 hold. Also, the pair
(Ci, A) is observable for i = 1,2,--- ,p. Then, state estimation error of the system of

(2.1) using existing RSE method exploiting median operation is written by

(HBH?dmm + HLz“ngam)
A (2.6)

[#(t) = a(®)l2 < V]#(0) = 2(0) e + ©

t
+n%\|/0 eA-LC)E=T)(Baa(1))dr |,

where v > 0 and A > 0 are constant, n is the number of system state, d,qz s bounded

disturbance, &nar s bounded noise, and a® is actuator attack. B is system matrix and L;
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1s i-th observer matriz.

¢

Note that the state estimation error of existing RSE method is bounded if the noise,
disturbance, and effect of actuator attack are bounded. The state estimation error is
related to disturbance and actuator attack as well as noise. If actuator attack and distur-
bance are considerable, the state estimation error would be large. Thus, it can no longer
guarantee that estimate converges to real state (z — z) as time goes on (¢ — o0) because
of the effect of disturbance and actuator attack. It may cause that control performance
deteriorates. We would like to emphasize that it is a main drawback of the existing RSE
method. Thus, it is important to design the RSE method whose estimate converges to
actual state (T — x) as time goes on (t — 00) despite of the effect of disturbance and
actuator attack. We will introduce the proposed RSE method later. The state estimation
performance of the UIO based RSE method is not affected from disturbance and actuator
attack.

Proof: Flow of proof of equation (2.6) is equal to the flow of [7]. However, the system con-
sidered is different each other. In this thesis, we consider actuator attack and not consider

inner uncertainty. The Luenberger observer model is given by

F(t) = AZ'(t) + Bu(t) + Li(yi(t) — 5i(t)),
7(t) = C(0)

We denote z; = z°. The 2z* implies the i — th state estimate. we also denote Z' as the

(2.7)

estimation error from ¢ — th sensor:
Z(t) = x(t) — 2'(t). (2.8)
The i — th estimation error dynamics is as follows:
() = () — (1),

= Ax(t) + Bu(t) + Ba®(t) + Bd(t) — Az'(t) — Bu(t) — Li(y;(t) — Ciz'(t)), (2.9)
= (A — L;C;)Z'(t) + Ba®(t) 4+ Bd(t) — Li&(t) — Lia(t).
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The L; is chosen so that the A— L;C; is Hurwitz for all i = 1, - - - , p. the solution of above

equation (2.9) is as follows.

. . t
Z(t) = eATHOZ(0) + / AL (Ba® (1) + Bd(7) — Li&i(1) — Liai(7))dr,
0
. t t
— O (0) 4 [N Bat () + [ AN (Bd(r))dr
0 0

t t
_ / (A—LCHE) (e (7)) dr — / cA=LiCOE=T) (L 03(7))dr.
0 0

let denote the right-hand side part as the following:

éz' (t) _ e(A—LiCz')th“i(O)7

) t
ai(t) = [ O (Ba(7))dr,

€)= - [N g

) t
a(t) = — [ AN La (7)),

7

where ei(t) € R, a%(t) € R™, d'(t) e R™, & € R,a%(t) € R.

By using median operation, we can obtain the next equation:

= med(z; + @ +a +d, + & +al, o+ +al+d + & +al),j=1,-

(2.10)

(2.11)

(2.12)

(2.13)

(2.14)

(2.15)

(2.16)

i i S i : i i i s .
Each the z;,€},aj", d;,§;, and @' is the component of z,€",a",d , ¢, and @™ respectively.
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If the A — L;C; is Hurwitz for all @ (Vi = 1,--- ,p) for all time (¢ > 0), there exists the

constant p and A satisfying the following inequality.

||6(A_L"Ci)t||2 < ve M. (2.17)
Each [[e(£)l2, [[a (t)||2, |4 (t)||2, and ||€ ()||2 are bounded as follows
12 (1) |2 = [|e“=H D 2 (0)] |2,

< V]| Z(0) [l (2.18)

< ve|7(0) — 2(0)[[2e™,

) t
Ja(Oll = | |} €4H B (r))dr (219)

—i ALt
[d @)l = || [ e“4=H Ba(r)dr]o

t t
< UBlladmar [ =5 odr = || Blladings [ 1145y,
0 0

(2.20)
< 11 Bllatmary (1 = e7)
< Ud”-BHdeax7
< Wt
ra ! (A—L;Cy)(t—7)
[€])2 = = [ B Lgi ()l
t t
< Ll 145Ny = | Ll || 500,
(2.21)

V _
S HL1”2€max)\i(1 —€ /\575)’

V2|‘LiH2€ma:c

< ;
A

where Ve, vy, Vg, Ve > 0 and A¢, A, Ag, Ae > 0.
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Since the Ez,ﬁ?i,az, and E; belong to the ﬁ,dai,ai, and Ei, the following inequalities

are satisfied:

@'l < [[a*
. (2.22)

Let 775 = € + af’ +E§» +f§~,i =1,---,p,j = 1,---,n. By using Median operation, the

following equation is satisfied:

&J\j = med(xj +ﬁ; +6j17"' » Lj +ﬁ§+a;p)7j =1 ,n (2'23)

The following inequality is satisfied:

@5 — x| < maz([F]),i=1,- ,pj=1,--,n (2.24)

The maz([77]) is bounded as follows

max(|ﬁ§.|) :mam|€§+a§i+g; +E§|,Z’= l,---,pj=1---.n,

| ‘ ﬂ. . (2.25)
< max([€;|) + maz(|aj']) + max(|d;|) + maz(|&;]).
We can see the ||Z(t) — z(t)||2 is
|2(t) = 2(t)]ls < n2max(z; — a5l 5 = 1,--- ,n),
< n (max([e]) + maz([a']) + maz(|d;|) + maz([E)),
B dmax n Lz max 226
< (0 ]13(0) — 2(0) et + LAl P2tmen | VallLilat (226)

Ad An
t
| [ O (Bat (1) dr ).

If we select the v and A satisfying the v > n%max(l/e, Vg, Ve), 0 < X < min(Ae, Ag, Aa),

the following inequality can be written by
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(HBH?dmaw + HLzH?gmax)

t A (2.27)
—l—?ﬁ”/o e(A’LiCi)(t*T)(Baa(T))dTHQ.

||§3\(t) - $<t>||2 < VH;%(O) _ x(o)nze—)\t 1 v

2.2.2 Unknown Input Observer Based Resilient State Estimation Method
Design

In section 2.2.1, we checked that the existing observer based resilient state estimation
method had a drawback on system of (2.1). Luenberger observer is used in existing RSE
method. We were able to check that state estimation performance would be deteriorated
largely if the effect of disturbance and actuator attack is considerable. Note that the
disturbance and actuator attack affect the state estimation performance. Then, the system
become vulnerable. Thus, it is essential to estimate the state correctly despite of the
effect of disturbance and actuator attack. Thus, in this section, we introduce a solution
to problem 2.1. The solution is UIO based RSE method.

In this section, we mainly focus on the proposed UIO based RSE method. This method
guarantees that estimate of this new method converges to actual state (T — x) as time
goes on (t — o0) despite of the effect of disturbance and actuator attack. The key idea
of the proposed method is illustrated in Figure 2.3. We are able to expand the proposed
method from the existing RSE methods [7], [11]. Key point of the proposed method is
to use the UIO [3] instead of the Luenberger Observer on RSE method. The UIO has
characteristics that the state estimation performance of one is not affected by the effect of
disturbance and actuator attack. The important thing is that the Median approach has
higher computational efficiency compared to the combinatorial method. Thus, we mainly
deal with the median approach.

In this section, The are two primary parts. the first part deal with the UIO design.
This section includes with the UIO basic principle, the UIO design condition for system
of (2.1), and UIO design procedure. The second part deals with median operation. In this

section, we discuss the basic principle of the median operation.
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UIO Based RSE

yl\ _____uo_

. 15t UIO | Decoder ~

2V Znduio - ./ .
: | r ; Median

_yp/ "_pth UIO ™| operator

Figure 2.3: Block diagram of the proposed resilient state estimation method.

2.2.2.1 Unknown Input Observer Design

This subsection covers the UIO design condition and procedure of UIO design. Let us

introduce the following UIO model:

Gi(t) = Figi(t) + T.Bu(t) + Kiy;(t), i=1,--+ ,p,

(2.28)
2(t) = gi(t) + Hyys(t),

where g; € R" is i-th UIO state, u € R is the system input, y; € R is i-th system output,
and z; € R" is i-th estimate of the UIO. The matrices F;,T;,K; and H; are UIO parameters
that have appropriate dimensions. The system of (2.1) and the structure of the system of
(2.1) and UIO is illustrated in Figure 2.4. In this Figure, The inner part in the dotted line
stands for i-th UIO. System input and ¢-th output are needed for the UIO design. There

exist particular conditions for designing the UIO.

A difference value between The system state and estimate of the i-th UIO is described

as follows

Z(t) == x(t) — z(t). (2.29)
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a ) a1(t)
() d(t : a
1 l() gp(i)ﬁh % ®) I(t) O—— (0
®) : - 1
: System ,=Q ¥ fé o »yi(t)
O——0O"— »
K; |e
TiB : v E
H; |
1 9® - Pz
3 J 'é—:—'
F;

Unknown Input Observer(UIO)

Figure 2.4: Structure of UIO.

Estimation error dynamics of (2.28) is
Zi(t) = @(t) — (1)
= Ax(t) + Bu(t) + Bd(t) + Ba"(t) — ¢:(t) — H;y:(t)
= Az(t) + Bu(t) + Bd(t) + Ba®(t) — Fig;(t) — T;Bu(t) — Ky;(t) — Hy(Cii:(t) + &(t) + a2(t))
= Ax(t) + Bu(t) + Bd(t) + Ba®(t) — Fig;(t) — T;Bu
— H;Ci(Ax(t) + Bu(t) + Bd(t) + Ba®(t)) — Hi&(t) — Hyal(t)
= Axz(t) + Bu(t) + Bd(t) + Ba(t) — Figi(t) — T;Bu(t) — K; y;(t) — K2y;(t) — H;C; Ax(t)
— H,C;Bu(t) — H;C;Bd(t) — H;C;Ba®(t) — H&(t) — Hyal(t)
= (A - HiC;A - K;C)x(t) + (A — HC; A — K} Cy)(zi(t) — 2(t)) + (I — T; — H;C;) Bul(t)
+ (I = HiC))(Bd(t) + Ba"(t)) — Figi(t) — K[yi(t)
+ (A= HiCA = K[C)(Hiyi(t) — Hiyi(t))) — Hi€i(t) — K €(t) — Hidi} (1) — K (2)
= (A— H,C;A— K}C)(z(t) — z:(t) + (A — H,C;A — K} Cy)(z:(t) — Hyyi(t))
+(( = H,Ci) = T) Bu(t) + (I — H;C;)(Bd(t) + Ba"(t)) — Figi(t) — K7 (t)y:(t)
— (A~ HGA — K[ C)Hyi(t) — Hi&(t) — Ki&(t) — Hiaf(t) — Klaj(t)
= (A—- H,C;A— K!C)(z(t) — z(t) + (F; — (A= H,C;A — K} C}))gi(t)
—(T; — (I — H;C;))Bu(t) — (H;C; — I)(Bd(t) + Ba"(t))
— (K7 = (A = HiCiA = K[C)Hy)yi(t) — Higi(t) — KI&(t) — Hidi (t) — K}aj(t).
(2.30)
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Then, error dynamics of equation (2.29) is as follows:
Ty — (I = HC2))Bu(t) — (H,C; — 1)(Bd(t) + Ba*(1))
— (K} — (A= HiCiA — K} C) Hy)yi(t) — Hi&i(t) — K[ &(t) — Hiaj(t) — Klaj(t).

(2.31)
If the following conditions are satisfied,
T, = I - HC;, (2.33)
F,=A— H,C;A— K;C;, (2.34)
K? = F;H;. (2.35)
Then, the state estimation error dynamics is
Zi(t) = Fizi(t) — Hi&(t) — Kj&(t) — Hiad (t) — Kjal(b). (2.36)

In order to facilitate an interpretation, we assume that i-th sensor attack is zero
(a; = 0). Also, we assume that noise is very small and time derivative of noise also very
small. Then, equation of (2.36) become Z;(t) ~ F}Z(t). The objective of UIO is that Z(t)
asymtotically converges to 0 as time goes on. In other words, it is the objective of UIO
for estimate to follows actual state despite of the efeect of disturbance and actuator at-
tack. If the F; of equation of (2.36) is Hurwitz, the z;(¢) will asymtotically converge to
zero. So as to achieve this goal, the two conditions have to be satisfied. One is to satisty
equation (2.32-2.35), making all eigenvalues of F is the second condition. Therefore, the
two conditions are the essential design condition for UIO. We will explain the detailed
description later. Before explaining the design condition, let us introduce two important

lemmas. Lemma 2.1, lemma 2.2 and Theorem 2.2 are excerpt from [3].
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Lemma 2.1. [3] If the following equation (2.37) is satisfied, the equation (2.32) is solv-

able.
rank(C;B) = rank(B). (2.37)

Then, The H; has the special solution. it is

H? = B((C:B)" (C:B)) " (CiB)". (2.33)
¢
Lemma 2.2. [3] Let:
Cl = Ci . (2.39)
CiA

Then, the detectability of the pair (C}, A) equals to one of the pair (C;, A).

Now, let us introduce the UIO design condition [3].

Theorem 2.2. [3] If the following two conditions are satisfied, the UIO can be designed
for the system of (2.1).

1. the rank of (C;B) equals to the rank of B.

2. The pair (A — H;C; A, Cy) is detectable, where H; = B((C;B)*(C;B))~(C;B)T.

¢
These two conditions are the necessary and sufficient condition in order to design the UIO.
First condition is that rank of C;B must be the same with rank of B. Second condition is
(A— H;C;A, C;) must be detectable at least. Second condition depends on H;. Thus, It is
not always satisfied, and the condition may not be satisfied depending on system matrices
A, C;, and UIO matrix H;. Design conditions that we consider differ from existing resilient
state estimation methods [11], [7]. When design condition for existing RSE method is not
satisfied, UIO based RSE method condition may be satisfied.
Now, we discuss the design procedure. As we mentioned before, the first step is to

check the first condition of Theorem 2.2. If the first condition is not fulfill, then we can no
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longer design any UIO. Let assume that the first condition is satisfied. Then, we obtain
the special solution of H; and also T;. Next, we focus on the second condition of Theorem
2.2. We have to check the condition such that The pair (C;, H;C;A) is detectable. If it is
observable, We can obtain the K} so that F; = A — H,C;A — K}C; is Hurwitz. Finally,

we are able to get the F; as follows

If the pair (C;, H;C;A) is not observable, let’s perform the observable canonical decompo-
sition to the system pair (C;, H;C;A). The pair (C;, H;C;A) performed the coordination

transformation is as follows

(erwsz U | A e growo, (2.41)
Z AR AT
(QPAF{@<@¢263WW, (2.42)

where 10 is the rank of the observability matrix of the pair (C;, H;C;A) and the pair
(Cr, AH) is observable. Key point is to check whether all eigenvalues of A?? is stable. If
one of the A%’s eigenvalues is unstable, we can no longer design the UIO. If all of the
eigenvalues of A?? is stable, the system pair (Cy, H;C;A) is detectable. Plus, F; can be

described as follows by using the transformation matrix P;:

F,= A— H,C;A— K!C;,
= P '[P(A - H,C;A)P' — PK!C;P P,

(A - HCA)! 0 _[@

(A— H,C;A)? (A— H,CA)* K2

(A— HCA" - K}Cr 0

(A — H,C;A)?' — K20 A2

— Pl c; o3P, (2.43)

(2

— p1

(2 Y




22 2.2. Unknown Input Observer Based Resilient State Estimation Method

where K; = PK! = Total eigenvalues added between one of the A?* and one of the

1
K2
(A — H;C;A)" — K'C equals the all eigenvalues of the F}. Then, we have to determine

K! so that (A— H;C;A)'' — K}C# is stable. The matrix K2 is determined as the arbitrary
matrix. Thus, by using K! and K2, we can obtain K!, F}, and K.

2.2.2.2 Median Operator

The section 2.2.1.1 covered UIO properties and the UIO design procedure. This section
focus on a median operation. Median operation is used in order to choose the estimate
that is not affected by sensor attacks. The outputs of each UIO are used as inputs of
median operator. Median operator selects median value that is not affected from sensor
attacks among UIO outputs. Thus, the selected value is the state of the system that is
not attacked. By using obtained value from median operation, the control system can

maintain normal operating condition despite of the sensor attack. i-th output is as follows

zi(t) = : (2.44)

The number of the multiplier of z; is the number of system state. z}(t),2%(t), and 2'(t)
are the estimate of z!(t),22(t), and z(t). In other words, the i of 2/ means the number

of sensor, j is the number of the state. Median operation is as follows using each UIO

output:
7! median(z1, 23, 23, , %))
|7 median (23, 23, 23, , 25)
T = = . (2.45)
" median(z1, 2y, 28, -+, z))
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where median of the p values is given by

If p is odd,
P+1
median(wy, way, -+, w,) = (;_)th. (2.46)
If p is even,
. _ Dyin p th
median(wy, wa, - -+, w,) = 0.5(2) + 0.5(2 + 1) (2.47)

On the basis of the Assumption 2.1, UIO based RSE method is able to estimate system
state correctly despite of malicious sensor attacks by using median operator. Median
operation algorithm is faster and more simple than other methods. Thus, we can save the

operating time for the system having tons of sensors.

2.2.3 Analysis of State Estimation Error of Proposed RSE Method

In this section, we mainly analysis the state estimation error of the proposed UIO based
RSE method. The state estimation performance of the UIO based RSE method is excellent
regardless of the effect of disturbance and actuator attack. In other words, the state
estimation error of the UIO based RSE method is not affected by the effect of disturbance
and actuator attack.

Theorem 2.3. Suppose Assumption 2.1, 2.2, and 2.3 hold. Then, state estimation error
of the system of (2.1) using UIO based RSE method is written by

V(I H2€mas + || Hill2€ mas) (2.48)

12(t) = 2(t)]l2 < v[|2(0) — 2(0)[l2e™ + S ,

where v > 0 and X > 0 are constant, n is the number of system state, &pqar 1S bounded

noise, and is bounded time derivative of noise. K} and L; are i-th UIO matrices.

max

¢

We would like to emphasize that state estimation error of proposed UIO based RSE
method can no longer be affected by the effect of disturbance and actuator attack. The
state estimation error only depends on the effect of noise and time derivative of noise

even if actuator attack is considerable. The state estimation error is related to two terms.
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The term (||Z(0) — x(0)|]2e™*) diminishes as time goes on. Note that inequality (2.48)
implies that the state estimation error is bounded if noise and time derivative of noise are
bounded.

Theorem 2.3 is proved assuming that time derivative of noise is bounded. That is, if
value of time derivative of noise becomes large, it looks like that the maximum bounded
state estimation error will be increased. However, when considering the sine wave with
small amplitude as noise, it is confirmed through simulations that the state estimation
value of UIO does not increase continuously even if the frequency is increased (This is
analyzed in the mini section after the proof of Theorem 2.3). Further research is needed on
how the noise differential affects the estimation error of UIO. That is, there is a need for
a method that can accurately prove the maximum bounded value of the state estimation

error for Theorem 2.3.

After the proof of Theorem 2.3, we analyzed how noise and time derivative of noise
affect state estimation error of UIO when considering second-order system. In this case,
noise is considered as a sine wave having a small amplitude and a large frequency. And
then, we analyzed through the simple example how the influence of the sensor attack on
the UIO state estimation error when considering the sine wave with small amplitude and

high frequency as sensor attack.
Proof: Let denote z as state estimation error. In other words, we set that i-th state

estimation error is z; (2;(t) := x(t) — 2:(t)). When the UIO model of (2.28) is applied to

the system of (2.1), the state estimation error dynamics is written by

Zi(t) = @(t) — 4(t),
= (A— H,C;A — K'C))(x(t) — zi(t)) — (F; — (A — H,C; A — K}Cy)) gi(t)
—(T; — (I — H;Cy))Bu(t) — (H;C; — I)(Bd(t) + Ba®(t))
— (K? — (A — H,C;A — KIC) Hy)y;(t) — K &(t) — Hi&i(t) — Klas(t) — Hyal(t).

(2.49)

Since Assumption 2.2 hold, the followings are satisfied:
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T, =1 - HC,

F,=A—-HCA-K/C, (2.50)
K} = FH;,

K=K} + K.

The i-th estimation error dynamics is

Z(t) = (A} — K] C)z(t) — K] &(t) — Hi&(t) — Klaj(t) — Hdj(t). (2.51)

The solution of equation (2.51) is as follows
1 1 t 1 1 M
B(1) = I RIGNE ) + [ MO (Klg(r) — Hidi(r) - Klai(r) — Hid (7))dr
0

t t .
= iK1z () — [ MK K2 r))dr — [ SRR (L (1))

—/Ot(K}af(r))dr—/Ot(Hiaf(T))dT_
(2.52)

—i

Denote each part in the right-hand side of (2.52) by e'(t) € R, £ (t) € R, El(t) € R,
@ €R, and @ € R respectively:

e(t) = e KIGF ), (2.53)
?(t) = — /Ot e(A}*Kfci)(t*T)(Kilgi(T))dT, (2.54)
E(t)= - [ e g (r)ar (2.55)

; t 1 1
a(t) = — [ eMEON ey (r) (2.56)
0
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. t
T(t) = — / (ATKLONE) ([, (7)) dr. (2.57)
0
Then, output of the median operator is

)+ E() + E,(8) + a6 +a (),

z;(t) = med(x;(t) + €
2i(t) + ) + E(t) + () +a(t) +a(t), j=1,--,n.

(2.58)

Each z;(t), €(t), &(t), g?(t), aj(t), and @ (t) is the component of x(t), e, g ¢ a,

and @' respectively. Since (A — L;C;) is designed so that (A — L;C;) is Hurwitz, there

always exist the constant v and A for all time as follows

e —KiC|, < e, (2.59)

Each quantity of |[¢(t)||2, | (£)]|2, and ||€ ()2 is bounded as

€]l < [l Z )],
< 1|2 (0) 267, (2.60)

< 1]} (0) — 2(0) o,

where v, > 0 and A\, > 0,

E @l <= [ e (e (r)dr],
o A
= 15 o | e (2.61)
< B aman 3 (1 = €74,
3

v,
S ||Kz‘1||2£max>\7§a
€

where v¢ > 0 and A\¢ > 0,
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—i b KON (e )
€@l < |l = [ =R (g (r))dr |,

_ t
S ||Hl||2€max/ ||6(A%_K30i)(t_7)||2d7_7
0
- t K10 (r
= HillEae [ 10 o, (2.62)
I, 7 e
< I|Hl”2£maxi(1_€ Et)v
3
s Y
< ||Hi”2§maz;7
3

where Ve > 0 and )‘E > 0.

The ?J'-,Ej-, and g belong to the #.¢', and Zz respectively. It satisfies the followings:

2] < [E(0)]]2, (2.63)
€1 < E )], (2.64)
1< I ) (2.65)

— =t

Letﬁ;:%_{— j_’_é.]ui:lf”up?j:]-a”'7”'

By using Median operation, we can express the z; as follows

z; = med(z; +ﬁ}+a}+5},m Jxp+ T a4 dy), =1, n. (2.66)

Also,

’/x\j _xj| < max(|ﬁ;|), i=1--p, jg=1--,n (2'67>

The maz(|77}]) is bounded as follows
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maz(|t]) = mazle + € + € i=1,---,p, j=1,---,n,

. A i (2.68)
< maz([e}|) + maz([€;]) + maz(|€;)).
Then,
1Z(t) — 2(t)||2 < n2maz(|z; — 4], j=1,--- ,n),

1 i -1 —i

< nz(maz(|et|) + maz(|€;]) + maz(|€;])), (2.60)
1 Kl mazx Ve HZ 7ma;t

< (7(0) — (e 4 P o P oS

3 3

If we choose v > n%max(ye, Ve, VE) and 0 < A < min(A,, )\5,/\5), we can express the

equation (2.69) as follows

V(HKzIHQ&nax + HHZHQEmaﬁ) (270)

12(t) = 2(t)]|2 < v[|2(0) — 2(0)[l2e™ + A :

&

Now, we discuss the effect of noise and time derivative of noise. We made a mini section
in order to analyze the effect of noise and time derivative of noise. The state estimation

error dynamics of system of (2.1) is as follows

Zi(t) = Fizi(t) — K}&(t) — Hi&(t) — Kiai(t) — Hial(t). (2.71)

In order to facilitate an interpretation, we assume that i-th sensor attack is zero
(a$ = 0). Only in this mini section (analysis of the effect of noise and time derivative of
noise), we consider second order system having single input (z; € R? & € R, F; € R**%
H; € R?! and K} € R**!). Then,

Zi(t) = Fiz(t) — K1&(t) — Higi(t). (2.72)

Solution of error dynamics is written by
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t t .
A1) = eFOZ(0) — / P [ (1) dr — / P 6 (1) dr. (2.73)
0 0

Since F; is Hurwitz, ef()Z(0) converges to zero as time goes on. But, noise and time

derivative of noise affect state estimation error. we consider sine wave as noise:

&i(t) = esin(wt),

. 2.74
&i(t) = ewsin(wt), 27)

where ¢ is amplitude of sine wave and w is frequency of sine wave. We will check
whether error becomes large if w is large (noise commonly has a high frequency). Firstly,

we check the effect of noise. Denote the effect of noise by 7(¢). Then,

= (8) — Mi(1,1)(t)

_/ =) ¢ () (2.75)

/ =7 K lesin(wr)dr,

where m; € R2. Let we calculate above equation by using MATLAB. Then,

i) (t) = [=Via'y Vian Kin nedisin(wt) + Vil Vian K 1y ewe o
+ V(11 Vian K (1,1) ecos(wt)] /(A7 i) Tw ?)
-V, 12)V 1 1)K o nENsin(wt) + Vi 2)\/ 11 KZ(2 1yEwe Ait
+ V(1 2 Vi(1,1) K} 1) ecos(wt)]/(\? i) tw 2) 2.76)
-V @ 1)V 1 Q)K 11)EN( gy sin(wt) + Vi) e Via )Kz-l(m)ewe)‘i(?)t
+ V(21 Viaz) K (1,1) 5COS<Wt)]/( i(2) T W )
-V, 22)V 12)K 2.1)ENi(2)sin(wt) + Vit e Vi, 2) K| (2.1)Ewe Xi(2)t

]

+V(22V(12K 2,1)EC0s(wt) /(A i(2) +W)
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Ti2,1)(t) = [—V( nVie, 1)K 1.1)EAin)sin(wt) + V_lll)W(271)Ki1(171)5we>‘i(1>t
+ V(l nVie, by Kii (1,1) ecos(wt)]/ (A i) Tw %)
-V 12)‘/ 21)[( 2.1)EAi(1)sin(wt )—|—V 1oy Vie) K} (2,1)EWe At
+ V(12 Vi) K (2,1) ECOS(Wt)]/( i) Tw ) (2.77)
[—Vie 1)1/;(272).}( 1L ENi)sin(wt) + Vi 1)V 2.2 KZ(I 1Ewe i)t
+ V(Q 1) Vie2) K(1 1) 5005(Wt)]/( i) tw )
-V 22)V QQ)K 2,1)EA( 9ysin(wt) + Vi) (2.9 Vic 2)KZ(2 pEwe Ai(2)t
+ V(22 Vi,2) K (2,1) 5COS<Wt)]/( i) T W )

where V; is a matrix whose columns are eigenvectors of Fj, Viir) is a j-th row and
k-th column of a matrix V;, Ay is j-th eigenvalue of F;, and K (j.k) 18 & j-th row and k-th
column of a matrix K.

If w— o0,

Mi1,1)(t) ~ 0, (2.78)

Thus, the effect of noise is very small if frequency of noise (sine wave) is large. Secondly,

we check the effect of time derivative of noise. Denote the effect of time derivative of noise

by ;(t). Then,

t
::/ e Hig (1) dr, (2.80)
0
t
:/ el Hiewceos(wr)dr,
0

where 7; € R2. Let we calculate above equation by using MATLAB. Then,
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Vi) = [Vighy Vi Hiqnew?sin(wt) + Vg Vi Hiq newhigye o
-V 1)V 1 Hia)ewAia cos(wt)]/(kf(l) + w?)
Vil Vian Hinew?sin(wt) + Vigly Viaay Hignewhiq) e "
— Vialy Viay Hinewhicos(wt)]/ (A + o) 251)
ViemVia.2 Hiqnew?sin(wt) + Vo' Via o) Hignew iz e e
-V 1)V 1.2 Hi 1w cos(aﬂf)]/()\2 + w?)
[V 5 2)V 1.2 Hi2, 16w sin(wt) + V V a 2)Hi(2’1)€W)\i(2)€)\i(2)t

— %(272)‘/;(172)Hi(271)€w)\i(2)COS(Wt)]/()\i(Z) + wz),

Vi (t) = [Vial,l)W(2,1)H¢(1,1)€w2sin(wt) + Vi(fl)Vi(g,l)Hi(ljl)gw)\i(l)e’\“l)t
— Vi Vien Hianewdigycos(wt)]/ (Xy) + w?)
Vii'oy Vi Hinew?sin(wt) + Vil Vi 1y Hianyew i e 0!
— Vi Vi Hienewhigycos(wt)] /(A + w?) 0.52)
[V‘ 2 1)Vi 2,2)Hi(11)ew 2sin(wt) + ‘/;'72%1)‘/;(2,2)Hi(1,1)€W)\i(2)€/\i(2>
— Vi Viea Hig newhigycos(wt)] /(X + w?)
Viaay Vi) Hinew?sin(wt) + Vigy Ve, i ew iz e
-V 22)\/ 2,2)Hi(2,1)6wA( cos(wt)]/(/\?@) + w?),

where V; is a matrix whose columns are eigenvectors of Fj, Vi) is a j-th row and
k-th column of a matrix V;, A is j-th eigenvalue of Fj, and H;(; ) is a j-th row and k-th

column of a matrix H;.

If w— oo,
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Vi(fl)‘/;(1’1)Hi(171)5w25in(wt) n V.alg)%(171)Hi(271)5w28in(wt)

. t) ~ 7
Vi1 (1) pR— O
‘/;(_2171)%(172)Hi(171)8w23in<wﬂ n V;(_g%g)‘/;(1,2)Hi(271)5w28m(wt)
Ay + w? A2+ v (2.83)
~ (V.(’lll)V»@ nHia) + V(l 2) VianHiz) + V 1) Via.o Hiqn
+ V (2,2) Via Q)Hi(271))852n(wt),
7, (1) ~ ‘/;(71%1)W(2,1)H¢(1,1)€w2sz’n(wt) N ‘/;(711,2)‘/1‘(2,1)Hi(z,l)éwgsin(wt)
i(2,1) )‘12(1) + w? >\2 + 2
n ‘/;(_2171)‘/1'(2 o H, 1)5w23in(wt) N Vi @ 2)V 2,2) H (2,1)EW 2sin(wt)
)\2 + w? >‘z’(1) + w2 ) (284)

~ (ViiyVien Hian + Vigly Viey Hiea + Vign Viea Hio
+ V (2,2) V (2 Q)Hi(2’1)>852n(wt).

Since w? is canceled each other if w is large, the effect of time derivative of noise has
a bounded value. In other words, even if frequency of noise increases continuously, the
part affected by time derivative of noise does not increase continuously but has a bounded
value.

Example 1: In this example, we check the effect of noise and time derivative of noise

by using simulation. Let consider the following model:

&(t) = Ax(t) + Bu(t),

(2.85)
y(t) = Ca(t) + (1),

-3 4
2
We set € and w are 0.1 and 1000 rad/sec respectively. UIO model is

2

where A=

Y

, C= {1 1}, initial state x(0)=0, and £(t) = esin(wt).

9(t) = Fg(t) + TBu(t) + Ky(t),

(2.86)
z(t) = g(t) + Hy(t),
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-8 5 0.3333 —0.6667
where F'= } , T'= ] ,

0.6667 —2
- ) K= ) K'= ° )
-2 =5 —0.3333  0.6667 0.3333 2 )

and initial state g(0)=0. We consider that (Z := x — ). Then, error dynamics is

Z(t) = F2(t) — K'¢(t) — HE(1). (2.87)

Solution of above equation is as follows

Z(t) = e™Z(0) + n(t) + (1), (2.88)
where 7(t) = [LeFCKYE(T)dr and ¥(t) = [l P~ HE(T)dr. Since we consider

that initial state is zero, above equation is written by

Z(t) =n(t) + ¥(1). (2.89)
Firstly, let we check the effect of 71(¢). Refer to equations of (2.78)-(2.79). Since w is 1000

rad/sec, m(t) is

ﬁ(l,l) (t) ~ 0, (290)

T,y (t) ~ 0, (2.91)

where 77(; 1) is j-th row element of matrix 7. Secondly, let we check the effect of ¢(t). Refer
to equations of (2.83)-(2.84). Since w is 1000 rad/sec, ¥(t) is

Y = (ViyVanHay + Vg VanHen + Ve Ve Hay
+ Voo Vo Hep)esin(wt),

(2.92)
= 0.6667=sin(1000¢),
= 0.06667sin(1000t),
P t) = (VahVenHay + ViiyVenHey + Ve Ve Hay
+ Vo i VieoH esin(wt),
22 V22 H21))esin(wt) (2.03)

= 0.333325in(10001),
= 0.03333sin(1000t),
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where V' is a matrix whose columns are eigenvectors of I, V(; is a j-th row and k-th
column of a matrix V, and H;y) is a j-th row and k-th column of a matrix H. Even
if frequency is very large, we are able to calculate the bounded values affected by time
derivative of noise. Let we check a simulation. We see that error does not large even if
w increases. Also, we can figure out that the amplitudes of (2.92)-(2.93) nearly equal to

simulation results.

A W Y Y ot /0 W Y W YO Y
ool LA o\ AL

A ) W A N Y

oo A A

T W A o WY A AN
Wl A R B ¥ VA Y

A\
0085 5.55 5.6 5.65 5.7 0085 555 56 5.65 5.7
Time(sec) Time(sec)
(a) za,n(t) (b) Z(2,1)(t)

Figure 2.5: Error between actual state and estimate when we set frequency to 100 rad/sec.
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(a) Z(1,1)(t) (b) Z(2,1)(t)

Figure 2.6: Error between actual state and estimate when we set frequency to 1000 rad/sec.

Finally, we consider the following equation as a sensor attack similar to the above case.
In this case, we consider that ¢ is small and w is very large. We will analyze whether the

following sensor attack affects the state estimation performance of UIO with one example.

a’(t) = esin(wt) (2.94)
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Example 2: We consider numerical example.

5(t) = [2.1 35 } o(t) + [o.75] a(t),

1.3 —-25 (2.95)

y(t) =1 1] +a'(0),

where a°(t) = esin(wt) and initial state is zero. We set € and w are 0.01 and 3000

rad/sec respectively. UIO model is

9(t) = Fg(t) + TBu(t) + Ky(t),

(2.96)
z(t) = g(t) + Hy(t),

where ['=

—3.6183 —1.7113
—6.3817 —8.2887|’

0.7887 —0.2113
—0.7887 02113 |’

02113] . | 2.8838
0.7887" " | —2.8858|"

)
K'= [5] , and initial state g(0)=0. We consider that (z := x — Z). Then, error dynamics

is as follows

Z2(t) = F3(t) — K'a®(t) — Ha*(t). (2.97)

Solution of above equation is

t ¢
Z(t) = efZ(0) + / eI Kad (1)dr + / e Had (1)dr. (2.98)
0 0

Denote @*(t) := [i "D K a*(1)dr and ¥°(t) := [ eF "7 Ha*(1)dr. Then,

Z(t) = eM2(0) +a*(t) + " (t). (2.99)

Since we consider that initial condition is zero, above equation is written by

Z(t) = a(t) + (1) (2.100)
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Firstly, let we check the effect of @*(t). Refer to equations of (2.78)-(2.79). Since w is

very large, a®(t) can be approximated. @*(t) is

where @f; ;) is j-th row element of matrix n. Secondly, let we check the effect of (1)
Refer to equations of (2.81)-(2.82). Since w is very large, 1°(t) can be approximated. 1°(t)

1S

D@ = (ViyVanHay + ViyVanHen + Vy Voo Hay
+ Voo Vi Henyesin(wt),

(2.103)
— 0.2113esin(3000¢),
— 0.002113sin(3000¢),
) = ViyVenHay + ViyVenHen + Ve Ve Hay
+ Vi Vi H esin(wt),
22 Ve He)esin(wt) (2.104)

= 0.7887sin(3000t),
= 0.007887sin(3000t),

where V' is a matrix whose columns are eigenvectors of I, V(; is a j-th row and k-th
column of a matrix V', and H ;) is a j-th row and k-th column of a matrix H. Now, let
we check a simulation. We illustrate error between actual state and estimate in Figure
2.7. We can see that the amplitudes of (2.103)-(2.104) nearly equal to simulation results.

Equations of (2.103)-(2.104) and simulations show that the sinusoidal attack, which
is very small in amplitude and large in frequency, does not significantly affect the state
estimation performance of UIO. That is, this type of attack does not have a significant

impact on the system that uses UIO state values.
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Figure 2.7: Error between actual state and estimate.

2.2.4 Diagnosis Method of the System under Sensor Attack and Fault

In this section, we explain the diagnostic algorithm in the presence of attack or fault.
The proposed UIO based Resilient State Estimation method is used for the diagnosis.
The objective of the proposed diagnostic method is to notify which sensors are attacked
or have a break down. The Figure 2.8 shows the block diagram of the diagnosis method
under attack. Basic principle is to subtract each state obtained by UIO from estimate
state obtained by Median operation. If there exist sensor attacks on some of sensors and
the absolute value of (Z — z;) is smaller than the residual value, the system regarded as
normal. If the absolute value of (Z — z;) is larger than the residual value, the alarm is
triggered. Then, the system is able to know which sensors are influenced by attack or the
fault. By using this diagnosis method, we are able to check the condition of each sensor in

real time. Also, By using this method, we are able to use the sensor that is not attacked.

Now, we discuss how to set residual value. In this section, we only focus on the case of
having sensors that measures same physical quantity. A case of considering sensors that
measure different physical quantity is future work. We assume that Assumption 2.1-2.3
are hold and each UIO has same design condition. Considering the case of no attack, i-th

UIO model is given by
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UIO based RSE

Median i X
Operation

> Diagnostic Logic

1

Figure 2.8: Block diagram of the diagnosis method under sensor attack.

9i(t) = Figi(t) + Ti Bu(t) + Kiyi(1),

= Figi(t) + TiBu(t) + K;Ciz(t) + Ki&i(t),
zi(t) = gi(t) + Hiyi(1),

= gi(t) + H;Ciz(t) + H;&(t),

(2.105)

where ¢g; € R” is ¢-th UIO state, u € R is system input, y; € R is ¢-th system output,
r € R" is system state, & € R is i-th sensor noise, and z; € R™ is output of i-th UIO
(T := z;). F;, T;, K;, and H; are UIO matrices. Dynamics of g; is

t
gz(t) — ertgz<0)+/ eFi(t—T)ﬂBU(T)dT
t ; t (2.106)
+/ eFi(t_T)KiCifL'(T)dT"'/ eF U [ () dr
A 0

Then, i-th estimate is
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t
zi(t) = e g;(0) —l—/ eFiIT, Bu(r)dr
(2.107)
-|-/ =N K,Coa(T dr—l—/ ) K& (r)dr + HiCio(t) + Hi&i(t).

Let the state (Z) selected by the median operation is z,,. (z, — z;) can be written by

Zm(t) — 2i(t) = /Ot e K & (T)dT /Ot "D K& (T)dT + Hinn(t) — Hi&(2).
(2.108)

Then, |[(zn — 2)||2 is

G = 2lle < 1| [ P Kn(r)drlls + | [ eH Kot
| Hnen )2 + H& (0
< [Knllomas [ 50 odr + |Eillsmas [ 150 odr — (2:100)
+ | Hull2€maz + 1 Hill26maz
= 2Kl [ 1P + 2 Hinllaonar

The F,, and the F; are designed such that F,, and F; are Hurwitz for all time. Then,

there exists constant v, and A satisfying the following inequality:

o < vee Mt (2.110)

where v¢ > 0 and A¢ > 0.

Then, ||(z, — 2i)||2 can be written by

v _
1z — 2i)||l2 = 2|\Km\lz£mazi(1 — ) + | Hynll2€maas
5 (2.111)
< 2||K ||2€ma:v + HH ||2£max7

where v¢ > 0 and A\¢ > 0.
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Thus, the residual value r is set to (||Km||2€mam:f + [[Him||26maz) in order to detect
sensor attack. If 2 norm of the difference (||e;||2 = ||Z — 2;||2) between the output value of
each UIO and the output of the median operation are larger than the residual value, The

i-th sensor is considered to be attacked. Then, alarm is triggered.

2.3 Defense Approach Against Actuator Attack

In this section, we mainly deal with an actuator attack estimation method using UIO based
RSE method. The problem 2.2 that we discussed in section 2.1 was to find a method that
would be able to estimate and reject the effect of disturbance and actuator attack. We
introduce a actuator attack estimation method using RSE method. The objective of this
method is to estimate and reject the bad effect caused by disturbance and actuator attack.
This method uses a system input and the estimated state that is obtained by UIO based
RSE method. Proposed method provides a level of resiliency to the control system when

disturbance and actuator attack are slow varying. The system of (2.1) can be expressed
by

i(t) — Az(t) — Bu(t) = B(d(t) + a®(t)). (2.112)

The above equation can be written as

d(t) +a%(t) = BT (i(t) — AZ(t) — Bu(t)). (2.113)

The B represents the pseudo inverse of the B. The structure of this method is shown
in Figure 2.9. In Figure 2.9, the blue box is expressed as the equation of (2.113). In order to
estimate the disturbance and actuator attack correctly, we have to use the system input
and actual state. The state needs to be accurate despite of disturbance and actuator
attack. In order to obtain the correct state, we use the the estimated state by using UIO
based RSE method. The filter (—2~) commonly is used as time derivative. The estimate

7541
and estimate performance depend on the 7. Mostly, disturbance and actuator attack are

estimated and rejected in the low frequency ranges. By using proposed actuator attack
estimation method, we can estimate and reject the effect of disturbance and actuator

attack in the low frequency ranges.
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Figure 2.9: Structure of an actuator attack estimation method using UIO based RSE method.
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2.3. Defense Approach Against Actuator Attack




Validation with Magnetic Levitation Platform

In order to validate the proposed method, we conducted simulations and experiments
on magnetic levitation system. The objective of system is to levitate the position that
we want. By adding an virtual sensor on system in Simulink, we made an SIMO (Single
Input Multiple Output) system. we considered the case of sensor attack and actuator
attack simultaneously.

In this chapter, we firstly describe the modeling of the magnetic levitation system.
Then, we explain the design method of existing method and proposed method. Next, we
discuss three attack scenarios. Finally, we analyze the results of simulations and experi-

ments.

43
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3.1 Modeling

In order to validate the proposed resilient control method against malicious attack, we
used a magnetic levitation system [1] as shown in Figure 4.1. A magnetic levitation system
can float the steel ball in its magnetic field. The control purpose is to lift the ball to a
certain height. The upper part is coiled by a solenoid coil with a steel core. The post
provides initial conditions for control system performance evaluation. MATLAB software
tool played the role of the controller. The magnetic levitation system is a nonlinear system

described by

jjlsza

K,,I?
Py =g — — 3.1
Yy =,

where x; is the ball position measured by infrared sensor, z5 is the ball velocity, g is the
gravitational constant, I is input signal that is coil current of system of (3.1), K, is the
electromagnet force constant, and M, is the mass of the metal ball. The parameters of
9,Km,, and M, is specified in [1].

Figure 3.1: Magnetic Levitation System.
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we are able to linearize the equation of (3.1) at operating point. To get the equilibrium

point, solve equations

0= T,
(3.2)

The equilibrium point of coil current I where equilibrium point of ball position x1y = 6mm

is written by

I p—
°TIVTR,, (3.3)

Denote the deviations of the input and state from the equilibrium point by

It)=1(t) — Iy =1I(t) -1,

t) — 0.006 (3.4)
T(t) = x(t) —xo = (t) :
(1)
Now, the linearized model of the deviation variables is
Z(t) = AZ(t) + BI(t),
0 1| _ 0 ~ (3.5)
Kml l‘(t) + . Km[0] I(t)
My, My,
By putting in the parameters, then we can obtain the following equation as
. 0 1 0 ~
z(t) = z(t) + I(t). 3.6
Q {3270 O] (t) [—26.67] Q (3:6)

The sensor of Magnetic levitation system only measures the position of the steel ball. In

order to implement the proposed resilient control method, we virtually made the additional
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position sensor and the velocity sensor in MATLAB Simulink. The Magnetic levitation

output equation can be written as

n Cy =

w| = [Cy f], (3.7)
4]

Ys Cs

where O] = {1 1] , Oy = [1 1}, and C3 = {O 1}. we injected the actuator attack and
sensor attack by using MATLAB Simulink. The equation considering actuator attack and

sensor attack can be written by

. o0 1] ~ .

z(t) = _3270 O] z(t) + —26.67] (I(t) 4+ d(t) + a*(1)),

nl 11 ai(t) (3.8)
yo| = [1 1| Z(t)+ |a3(t)] .

Y3 _O 1 aj(t)

where d is a disturbance, a® is the actuator attack, and a® is the sensor attack.

3.2 Design of Resilient Control System Design

3.2.1 Existing Resilient State Estimation Method Using Median Operation

Luenberger observer is used in existing RSE method. i-th Luenberger obserber is given
by

2(t) = A2 (t) + BI(t) + Li(y:(t) — §'(1)),

. . 3.9
git) = Ciz'(t). >

where 2% is i-th estimated state, y; is i-th system output, ¥; is i-th estimated system

output, and L; is i-th observer gain. Each L; is obtained such that (A — L;C;) is Hurwitz.
T T

The observer gains are Ly = [1.0564 370.4436] , Lo = [1.0564 370.4436] , and Ly =

[1.1697 371.5}T.
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Then, perform median operation using each Luenberger observer output value, 7 is

computed by

‘%1 = med(z%, Z%7 Z%)a

(3.10)

To = med(z), 22, 23).

So far, this is a method of designing the existing RSE method.

3.2.2 Proposed Resilient Control System Design

Firstly, we deal with design of UIO based RSE method. Then, we will discuss the design of
a method that would be able to estimate and reject the effect of disturbance and actuator
attack. So as to design UIO based RSE method, we consider the UIO. In order to design the
UIO firstly, we have to check the condition for using UIO. Since rank(C,B) = rank(B),
rank(CyB) = rank(B), and rank(C3B) = rank(B), the first condition is satisfied. Each
UIO dynamics is given by

9i(t) = Figs(t) + T; Bu(t) + Kiys(t),

- (3.11)
2'(t) = gi(t) + Hiyi(t),

where 7 = 1,2, 3 is the index for the i-th sensor, g; is the i-th observer state, u is the
system input, y; is the i-th system output, z; is the estimate of the system state. The

matrices F;, T;, K; and H; are UIO parameters. The UIO matrices are obtained next:

H; = B((CiB)" (C:B))~(C;B)",

0 0 0 (3.12)
H - 7H = 7H = )
! 1] SR R 1]
T, = 1= H,C;,
1 0 1 0 10 (3.13)
Tl — 7T2 == 7T3 == )
~1 0 10 0 0
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A~ HCA=TA,

0 1 0 1

A— HCWA = A — HyCyA = A — HyCyA =

01 (3.14)

Next, we need to consider the second UIO design condition. Thus, the observability
of the pair of the pair (A — H;C; A, C;) must be checked. If the observability of this pair
(A — H;C; A, C;) is full rank, then we can apply pole placement so that error dynamics is

Hurwitz. Each observability matrices is

Ci
i | GlA-HCA
o : ’ (3.15)

Ci(A — H,C; A"
rank(Wy) = 1,rank(Wg) = 1, rank(Wg) = 1.

Since each rank of the observability matrices is not full rank, we should find a trans-

formation matrix P; by using the observable canonical decomposition.

vl o, fra] o, o 3.16)
o 17 o1l |1 ool '

Apply an observable canonical decomposition on each pair (A — H;C; A, C;).

P =

a4t o] fo o]
P(A-HCAP =" | = : (3.17)

42 0] Jo o]
Py(A—H,CA) P = | = : (3.18)
A3, A% |0 -1

(43 0] fo o]
Py(A — HsCsA)Pyt = |71 = : (3.19)
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Pt =11 0], (3.20)
CoPy ' =11 0], (3.21)
CsPy' =11 —1]. (3.22)

Then, we need to check the detectability of the pair (A — H;C; A, C;). Since each Ay
is stable, each pair is detectable. Now, we can obtain K} using pole placement in order

to place the observer pole at [-1001]. Next, the K? can be any matrix. Compute K;.

K, =P (k)T (k37

1001] —  [1001] — 0 (3.23)
7K2 = 7K3 = .
0 0 1001

The UIO matrices F; and K; can be obtained:

Klz

F,= A— H,C;A — K,C,,

~1001 —1000 ~1001 —1000 0 1 (3.24)
Fl == aFQ - 7F3 == 3
0 1 0 1 0 —1002
K, = K; + F;H,,
P Y (3.25)
1 — _1 ) 2 — _1 ) 3 — 0 .

Then, perform median operation using each UIO output value, 7 is computed by

‘%1 :med(zi,zf,zi’), <3 26)

To = med(z), 22, 23).
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So far, this is a method of designing the UIO based RSE method.
Now, we deal with the actuator attack estimation method that would be able to
estimate and reject the effect of disturbance and actuator attack. In order to protect the

system from actuator attack, we will design the actuator attack estimation method using
UIO based RSE method. The system of (3.8) can be expressed as follows.

F(t) — AZ(t) — Bu(t) = B(d(t) + a®(t)). (3.27)

The above equation can be written as

d(t) +a*(t) = B*(3(t) — AZ(t) — Bu(t)), (3.28)

where BT is the pseudo inverse of the B, and 7 is the estimate of state using UIO based

RSE method. we use a filter (%) for a time derivative. We set the 7 to 40 in simulation
and experiment. By using correct estimate of state, system input, A, B, and Bt we are

able to estimate and reject the effect of disturbance and actuator attack.

3.3 Scenarios

We consider three scenarios. Simulation and experiment are based on three scenarios. In
each scenarios, we consider same attack scenarios where third output and plant input are
compromised by adversaries simultaneously. A sensor attack and actuator attack is shown
in Figure 3.2. We consider sensor attack as square wave and third output is attacked at 10
seconds. We consider actuator attack as step waveform that is filtered by low-pass filter.
Actuator attack in injected on system input at 12 seconds. Reference is 0.006m. In section

3.3.1-3.3.3, we explain three scenarios in detail.

3.3.1 Scenario 1

In order to show a limitation of existing RSE method under sensor attack and actuator
attack simultaneously, we made scenario 1. In this scenario 1, We used existing Luenberger
observer based RSE method using Median operation [7]. In these conditions, two primary
limitations occur. The first is state estimation performance and the second is effect of

actuator attack. In scenario 1, we are able to check two limitations.
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Figure 3.2: Sensor attack and actuator attack.

3.3.2 Scenario 2

In order to validate solution to problem 1 (problem 1 was to find a method of RSE whose
state estimation error converges to zero despite of actuator attack), we made scenario 2.
In this scenario 2, we only used proposed UIO based RSE method. Since there still exists
effect of actuator attack, control performance deteriorates. In scenario 2, we are able to

check superior estimation performance and effect of actuator attack.

3.3.3 Scenario 3

So as to validate solution to problem 2 (problem 2 was to find a method that would be
able to estimate and reject the effect of actuator attack), we made scenario 3. In this
scenario 3, we used UIO based method as well as proposed UIO based RSE method. In
scenario 3, we are able to check that proposed method would be able to estimate of effect

of actuator attack.

3.4 Simulation Results

3.4.1 Simulation Results of Scenario 1

As we mentioned before in section 3.3.1, we used existing RSE method using median
operation. Sensor attack is injecting on third sensor at 10 seconds and actuator attack is

injecting on system input at 12 seconds.
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Existing Luenberger observer based RSE method exploits three observer outputs.
Then, estimated states are obtained by using median operation. We illustrate three ob-
server output in Figure 3.3. First state is shown in (a) of Figure 3.3. Second state is
shown in (b) of Figure 3.3. Blue dots, green dashed line, and red line are first, second,
and third observer output respectively. We see that third observer output is affected by
sensor attack.

By using median operation, existing RSE method is able to estimate state. Estimated
state by median operation is shown in Figure 3.4. Also, state estimation error of existing
RSE method is illustrated in Figure 3.5. In Figure 3.4, red dashed line is estimated state
and gray line is actual state. We see that existing RSE method is able to protect system
from sensor attack. When only sensor attack is considered from 10 seconds to 12 seconds,
we can confirm that RSE method estimates the correct value even in the presence of a
sensor attack.

Now, we discuss limitations of existing method. First limitation is estimation perfor-
mance. After injecting actuator attack, we see that estimation error occur. We are able
to check that state estimation performance of existing method deteriorates by actuator
attack from 12 seconds to 20seconds in Figure 3.4 and 3.5. Second limitation is the effect
of actuator attack. we see that control performance is weakened by actuator attack in
Figure 3.4.

Lastly, we deal with a interesting phenomenon. In Figure 3.4, first real state seems
to move differently from reference. But, second real state seems to return to reference.
Second real state seems to have no impact on actuator attack. This phenomenon is caused
by system characteristics. That is, This phenomenon may occur differently in accordance
with each system and observer. Now, let we explain the reason. Error of i-th Luenberger

observer is Z* := ' — #'. Error dynamics of i-th Luenberger observer is given by

2(t) = (A — L;C;)7(t) + Ba“(t). (3.29)

A solution of equation of (3.27) is

. i t
F(t) = e LGl Z () [ (AL Baa(7))dr, (3.30)

to
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We assume that a®(t) is constant and ¢, is zero. Then,

. A ¢
7 (t) = A LG () +/ (eA=LiC(=T) Baa)dr, (3.31)
0

In this scenario, we consider that third output is attacked by actuator attack. Thus,

the output of first output of observer or second output of observer is chosen by median
operation. First (A — L;C}) and second (A — LyCs) are

A—LiCy = A— LyCy = (3.32)

2899.6 —370.4|

11 —01 ]

Since (A — L1C4) and (A — LyCy) are nonsingular, 1-st and 2-nd error solution of
equation (3.29) is

2Mt) = eNTDOZ(0) 4 (A — L Cy) (e — 1) Ba®, (3.33)

(1) = A L2020 () 4 (A — LyCy) HeA 12t _ [)Ba®. (3.34)

We assume that ¢ is converge to infinity in order to facilitate interpretation. Then,

Z(t) = (A~ LiCy) " (—I)Ba, (3.35)

Z(t) = (A — LyCy) ' (—1)Ba". (3.36)

The (A — L;C)"1 and the (A — LyC5)~1 are given by

(3.37)

—0.6675 0.0001
A— L0 = (A — LCy)~ ) = .
( 1) ( 2C) {—5.2244 —0.0019]

Then, equation (3.31) and (3.32) is as follows:




54 3.4. Simulation Results

, 0.6675 —0.0001] [ 0 | .

z (t) = a-,
5.2244  0.0019 | |-26.67
0.0018]

— as, (3.38)

10.0340|
0.0018]

2(t) = a’,
10.0340

T — ./I'\% X1 — i'\%
where z!(t) = | and 2(t) = e

In this simulation, we consider a, is negative value. Thus, we are able to explain why
this phenomenon happens. If i-th (A — L;C;) is nonsingular, state estimation performance
depend on (A — L;C;)~' B. That is, This phenomenon may occur differently in accordance

with each system and observer.
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Figure 3.3: Estimate of Luenberger observer when using existing RSE method.
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Figure 3.4: Actual state and estimate when using existing based RSE method.
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3.4.2 Simulation Results of Scenario 2

Scenario 2 was created to validate the solution to problem 1. In other words, in this
section, we will check the state estimation performance. The solution to first problem
was to use UIO based RSE method in order to guarantee estimation performance under
actuator attack. Thus, we used UIO based RSE method in scenario 2. As we mentioned
before, we were injecting sensor attack to the third output at 10 seconds and actuator
attack at 12 seconds as shown in Figure 3.2.

In figure 3.6-3.8, (a) is first state (z1) and (b) is second state (z3). We illustrate three
UIO output in Figure 3.6. blue dot, green dashed line, and led line are first, second, and
third output of UIO. we see that third output is attacked. By using median operation,
RSE method can accurately estimate system state despite of sensor attack. The state
estimate after the median operation is shown in Figure 3.7. Gray line is actual state and
red dashed line are estimate. Also, state estimation error is shown in Figure 3.8. We see
that state estimation error of UIO based RSE method is smaller than one of existing
method. We are able to check that estimation performance of UIO based RSE method is
superior to existing method. Thus, UIO based RSE method is the method whose output
T satisfies Z(t) — z(t) as time goes infinity despite of actuator attack.

But, there still exists the effect of actuator attack. In figure 3.7, we can see that
state is rapidly rising in 12 seconds and then descending. This phenomenon is caused by
actuator attack. Thus, we see that actuator attack deteriorates the control performance.
In scenario 3, we will validate a method that would be able to estimate and reject the

effect of actuator attack.
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3.4.3 Simulation Results of Scenario 3

Scenario 3 was created to validate the solution to problem 2. In other words, in this
section, we will check whether proposed method can estimate and reject the effect of
actuator attack well. The solution to second problem was to use the actuator attack
estimation method exploiting UIO based RSE method. Thus, in this scenario 3, we used
actuator attack estimation method as well as UIO based RSE method together. As we
mentioned before, we were injecting sensor attack to third output at 10 seconds and
actuator attack at 12 seconds as shown in Figure 3.2.

In figure 3.9-3.11, (a) is first state (z1) and (b) is second state (z5). We illustrate three
UIO output in Figure 3.10. blue dot, green dashed line, and led line are first, second, and
third output of UIO. We see that third output is compromised by adversary. By using
median operation, RSE method can accurately estimate system state despite of sensor
attack. The state estimate after the median operation is shown in Figure 3.10. Gray line
is actual state and red dashed line is estimate. Also, state estimation error is shown in
Figure 3.11. In scenario 2 and 3, the state estimate performance is the same each other.
In scenario 2, we checked that state is rapidly rising in 12 seconds and then descending.
In this scenario 3, we can check that the effect of actuator attack is greatly reduced. In
Figure 3.12, we illustrate actual actuator attack and estimate. Gray line is real actuator
attack and led dashed line is estimate. Figure 3.13 is error of two values (actuator attack-
estimate). Thus, we can check that the proposed method (solution to problem 2) would
be able to estimate and reject the effect of actuator attack well.

Therefore, by using UIO based RSE method and actuator attack estimation method
using UIO based, the system is able to improve the resiliency under restrictive sensor

attacks and actuator attack that is composed of low frequency.
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3.5 Experiment Results

3.5.1 Experiment Results of Scenario 1

As we mentioned before, Scenario 1 is created to check the limitation of existing RSE
method. There are two limitations. The first is state performance and the second is the
effect of actuator attack. Actuator attack is injecting on third output at 10 seconds and
actuator attack is injecting on system input at 12 seconds.

In Figure 3.14-3.16, (a) is first state (x;) and (b) is second state (x2). Figure 3.14 shows
three UIO output of first state and second state. Blue dot, green dashed line, and led line
are first, second, and third output of UIO. We see that third output is attacked. Overall,
the experimental results of first state are similar to the simulation results of scenario
1. Results are similar to the simulation results except for some variation. Experimental
results of second state shows big variation. Probably, noise would have affected. Also,
we can check that existing RSE method can estimate state under sensor attack from 10
seconds to 12 seconds. The state estimate after median operation is shown in Figure 3.15.
Gray line is actual state and red dashed line is estimate. State estimation error is shown
in Figure 3.16. We can check two limitations of existing RSE method. The first is related
to state estimation performance. In experiment, there exists the disturbance in Input.
Thus, we see that state estimation error is not zero from 10 seconds to 12 seconds. In (a)
of Figure 3.15, estimate is below the actual state from 10 seconds to 12 seconds. But, in
(b) of Figure 3.16, estimate is over the actual state from 10 seconds to 12 seconds. The
cause of this phenomenon is probably due to disturbance. After injecting actuator attack,
we see that state estimation performance degrades from 12 seconds to 20 seconds. These
are consistent with the simulation results. The second limitation is related to the effect
of disturbance and actuator attack. we are able to see that system state is rapidly rising
and then descending. In experiment results of scenario 2 and 3, we will check validation

of solutions to problem 1 and 2 respectively.
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3.5.2 Experiment Results of Scenario 2

As we mentioned before, scenario 2 was created to validate the solution to problem 1. The
solution to first problem was to use UIO based RSE method. Thus, we used UIO based
RSE method in scenario 2. we were injecting sensor attack to the third output 10 seconds

and actuator attack at 12 seconds as shown in Figure 3.2.

Overall, the experimental results are similar to the simulation results of scenario 2.
In figure 3.17-3.19, (a) is first state (x;) and (b) is second state (x2). Figure 3.17 shows
three UIO output of first state and second state. Blue dot, green dashed line, and led
line are first, second, and third output of UIO. Results are similar to the simulation
results except for some variation. Figure 3.18 shows state estimate and plant state. Gray
line is actual state and red dashed line is estimate. State estimation error is shown in
Figure 3.19. Compared with the experimental results of scenario 1, we can see that state
estimation performance of UIO based RSE method is superior to existing RSE method.
State estimation performance of UIO based RSE method is not affected by disturbance
and actuator attack. Thus, we are able to check that UIO based RSE method is the
method whose estimate Z(t) converges to x(t) as time goes on despite of disturbance and

actuator attack.

But, disturbance and actuator attack may affect control performance. In figure (a)
of Figure 3.18, we see that system state is rapidly rising and then descending at 12
seconds. It suggests that control performance may degrade. Unfortunately, in figure (b) of
Figure 3.18, we cannot find out whether state is changed after injecting actuator attack.
In simulation of scenario 2, we were able to find out that second state is varying after
actuator attack. Probably in the experiment, it seems that the change of the second state

is big and it is not confirmed well.

Lastly, we discuss a uncertainty. The real system always has uncertainty. Since UIO
is a model based observer, if the model is not correct, it will have an estimation error
for uncertainty. Bu, in Figure 3.7, it does not look like that. Thus, the uncertainty of the

magnetic levitation platform and the estimation error of UIO will be analyzed. The i-th
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error dynamics of UIO and system model is as follows.
Zi(t) = (A = HiGA — K} C))(x(t) — 2z(t)) + (F; — (A = HiC;A = K[C,))gi(t)
— (Ti = (I — H,C;))Bu(t) — (H:C; — I)(Bd(t) + Ba“(t))
— (K} — (A — HiCA — K} C)H,)yi(t) — Hi&;(t) — K}1&(t) — Hial (t) — Kial().
(3.39)

Here, the method to check whether the state estimation error of the UIO increases when
having model uncertainty is to check how the equation of (A — H;C;A — K;C;) changes

and to check whether the following two equations always satisfy 0.

(Ty — (I — H:C3)B = 0, (3.40)

(H,C; — I)B = 0. (3.41)

In order, we will check how the above equations change even though we have model
uncertainty. Firstly, each (A — H;C;A — K;C;) of from 1-st to 3-rd is as follows.

0 1 0 0 500 500
A— H101A — K1101 = Kmlg - {Kmlg 1] - 500 500] 5
Mo Moo (3.42)
B 0 1 0 0 500 500
3270+ Ay 0 3270+ A4 1 500 500|°
0 1 0 0 500 500
A— HQOQA - K2102 = | K12 | K I? - 9
{ £ 1 500 500
Mo Moo (3.43)
B 0 1 0 0 500 500
3270+ Ay 0 3270+ Ay 1 500 500
. 01 0 o] [0 o
s e 0 1000
- bTig bT1g (344)
B 0 1 0 0 0 0
B 3270+ As 0 3270 + A4 1 0 1000|’
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where A, means uncertainty. In above equations, we can see that a part having un-
certainty in A matrix is canceled with each other. And it can be confirmed that it
does not affect the state estimation error. Then, let we check equation of (3.40). Each
(T; — (I — H;C;))B of from 1-st to 3-rd is as follows

s X [EAR I

0 0 ] 0 0] |=26.67+A
- Moo 7 (3.45)
o
_O 7
0 0 0 0 0 0
(Ty — (I — HyC»))B = o=
0 0] |—Enl 0 0| |—26.67+Ap
- v (3.46)
o
= o]
0 0 0 0 0 0
(T — (I — H3C3))B = Koo | —
0 0 |~Lauk 0 0] |=26.67+Ap
- b0 (3.47)
o
_0 ’

where Ap means uncertainty. In above equations, we see that (7; — (I — H;C})) is zero.
Thus, it can be seen that even if the B matrix has uncertainty, it does not affect the state
estimation. Lastly, let we check equation of (3.41). Each (H;C; — I)B of from 1-st to 3-rd

is as follows

1 0 0 10 0
(H,Cy, — I)B = o=
1 0] |—£Z=b 1 0| |=2667+Ap

(3.48)
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0 | [-10 0
— s 1 0| [-26.67+ Ap

(3.49)

0 |  [-10 0
— 10| [—26.67+ Ap

(3.50)

where Ap means uncertainty. In above equations, we see that each (H;C; —I)B is zero

even if B has uncertainty. Thus, it can be seen that even if the B matrix has uncertainty, it

does not affect the state estimation. In summary, when the magnetic levitation platfrom

is modeled as Equation of (3.8), the uncertainty of the actual system does not affect the

estimation performance of the UIO. Nevertheless, it is thought that the reason for the

slight estimation error is the influence of the influence of time derivative of noise and

noise. For other systems, it can not be guaranteed that uncertainty does not affect the

estimated performance of the UIO. For other systems, uncertainty may or may not affect

estimation error of UIO. This effect can be seen through analysis of error dynamics.




Chapter 3. Validation with Magnetic Levitation Platform 75

x 10
i I I
7
Es
S
T
3
ol | © Estimate of 1st UIO
== Estimate of 2nd UIO
17| = Estimate of 3rd UIO
} }
%O 11 12 13 14 15 16 17 18 19 20
Time(sec)
(a) Estimate of first state (z1)
0.06
0.04
—~ 0.02
L4
E
>
‘©
o
(]
> 0.02 Al ¥ |
o Estimate of 1st UIO
-0.04~ |~ ~ Estimate of 2nd UIO
=== Estimate of 3rd UIO
0.0 } } |
?LO 11 12 13 14 15 16 17 18 19 20

Time(sec)
(b) Estimate of second state (z2)

Figure 3.17: Estimate of UIO When using UIO based RSE method (Experiment results).
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3.5.3 Experiment Results of Scenario 3

As we mentioned before, scenario 3 was created to validate the solution to problem 3. The
solution to second problem was to use the actuator attack estimation method exploiting
UIO based RSE method. Thus, in this scenario 3, we used UIO based RSE method and
actuator attack estimation method together. we were injecting sensor attack to third
output at 10 seconds and actuator attack at 12 seconds as shown in Figure 3.2.

In Figure 3.20-3.22, (a) is first state (x;) and (b) is second state (x2). Figure 3.20 shows
estimate of each UIO. We can see that third output is attacked. Figure 3.21 shows the
output of UIO based RSE method. Figure 3.22 is state estimation error. In experimental
result of second state has a big variation unlike simulation. Thus, it is hard for using second
state to analyze the phenomenon. We only focus on first state. In experiment results of
scenario 2, we were able to checked that first state is rapidly rising and then descending
after actuator attack. But, in (a) of Figure 3.21, we can see that effect of actuator attack
is reduced considerably. This is because actuator attack estimation method well estimated
and removed from the effects of disturbance and actuator attack. Figure 3.23 shows real
actuator attack and estimate. Figure 3.24 is error of two values between real actuator
attack and estimate. we can see that there is error between two values in Figure 3.23. The
error of the two values is considered to be a disturbance in the system input, since actuator
attack estimation estimate the effect of disturbance and actuator attack together.

In short, we are able to check the effectiveness of proposed method. UIO based RSE
method has superior state estimation performance under sensor attack and actuator attack
than existing RSE method. Also, actuator attack estimation method would be able to
estimate and reject the effect of disturbance and actuator attack. Therefore, by using
UIO based RSE method and actuator attack estimation method using UIO based, the
system is able to improve the resiliency under restrictive sensor attacks and actuator
attack.
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Conclusion

In this thesis, we proposed resilient control system design method under sensor attack,
disturbance and actuator attack.

In order to protect the system from sensor attack, we consider observer based resilient
state estimation method. existing method is to use the Luenberger observer as observer of
state estimator. In this case, disturbance and actuator attack affect the state estimation
error. In this thesis, we prove the state estimation error when using existing method.
Proposed method is to exploit Unknown Input Observer as observer of state estimation
method. The state estimation error of proposed method is superior regardless of distur-
bance and actuator. We also prove state estimation error in detail. In addition, we suggest
a algorithm that is able to diagnose which sensors are attacked or broken by exploiting
proposed UIO based RSE method. In order to protect the system from actuator attack,
we propose a method that would be able to estimate and reject the effect of disturbance
and actuator attack. This method also use the proposed UIO based RSE method.

So as to validate the effectiveness of proposed method, We made three scenarios.
Simulations and experiments are implemented on the magnetic levitation system platform.
We showed that existing method has two limitations. Then, we showed that UIO based
RSE method has superior state estimation performance to existing RSE method and the
effect of disturbance and actuator attack is rejected by using actuator attack estimation
method. We would like to emphasize that system would be resilient by designing proposed

UIO based resilient control system regardless of malicious attacks.
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Analysis_of_time_derivative_of noise_and_noise.m

1

2

3 clc

4 clear

5 syms t F tau w eta H

6 f=exp(F*x(t-tau))*Hxetaxw*cos (tauxw)
7 int(f,tau,0,t)

8

9 %“{,%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%
10 clc

11 clear

12 syms F11 F12 F21 F22

13 syms F

14 F=[F11 F12;F21 F22]

15 syms H11l H21

16 syms H

17 H=[H11;H21]

18 syms t tau eta w a

19 f=exp([F11 F12;F21 F22]*(t-tau))*[H11;H21]*eta*wkcos (wxtau)

20 SOL=int(f,tau,0,t)

21 tt=exp(F)

23 %‘%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%
clc

25 clear

26 syms F11 F12 F21 F22

27 syms F

28  F=[F11 F12;F21 F22]

20 syms DI11 DI12 DI21 DI22

30 syms DI

31 DI=[DI11 DI12;DI21 DI22]

32 syms D11 D12 D21 D22

33 syms D

3« D=[D11 D12;D21 D22]

35 syms eigl eig?2

36 syms H11l H21

37 syms H

38  H=[H11;H21]

39 syms t tau eta w a

40 f=DIx[exp(eigl*(t-tau)) 0;0 exp(eig2*(t-tau))]*D *[H11;H21]*eta*wkcos (w*tau)

41 S0L=int (f,tau,0,t)
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Numerical_example.m

clc
clear

A=[2.1 3.5;1.3 -2.5]
B=[0.75;2.8]

Cc=[1 1]

initial_state=[0 0]

Ts=1le-4

%% state feedback controller
K=place(A,B, [-11 -12])
p=1/(C* (A+B*K) "-1%B)
eigv=eig(A-B*K)

%% UIO

% step 1

rank (B)

rank (C*B)

H=B*inv ((C*B) >* (CxB) ) * (C*B) ’
T=eye (2) -H*C

A1=TxA

RANK=rank (obsv(A1,C))
[A1lbar,Bibar,Clibar,P1,k1] = obsvf(Al,B,C)
K1_1=place(Albar(2,2)’,Clbar(1,2)’,[-10])
K1=P1~-1%[0’ K1_1’]"’
F1=A1-K1xC

KK=K1+F1*H

eig(A1-K1xC)

%o

H

0 N O U eW N

NN NN NN NN P B B e e
© 0 JOU & W KN ~O © WO Utk W N = OO

30 K1
31 A-H*CxA-K1x*C

32 inv(A-H*CxA-K1x*C)

33 %% FxK1

34 inv(A-H*CxA-K1*C)*K1

35 %/ FxH

36 9§a=inv(A—H*C*A—K1*C)*H

37 hh

38 [V,D]=eig(F1)

39 di=V

40 d=inv(V)

41 d(1,1)*di(1,1)*H(1,1) + d(1,2)*di(1,1)*H(2,1)+d(2,1)*di(1,2)*H(1,1)+d(2,2)*di(1,2)*H(2,1)

12 d(1,1)*di(2,1)*H(1,1) + d(1,2)*di(2,1)*H(2,1)+d(2,1)*di(2,2)*H(1,1)+d(2,2)*di(2,2)*H(2,1)

Magnetic_Levitation NEW_VERSION _20160807.m

g=9.8;
xb0=0.0060;
Ic0=1.1000;

%% State Space Form

Ac = [0 1; 2%g/xb0 0]

Bc [0; -2*xbO*g/Ic0/xb0]
Cc [11; 11; 0 1]

Dc 0

n = size(Ac,1);
m=size(Bc,2);

T = n;

EC
15 ED
ly
18 LLL=place(Ac’,Cc(2,1:2)’,[-103, -104])"
19 LLL2=place(Ac’,Cc’,[-101, -102])°

W N O Uk W N

o
W = O ©
LU [ [

-
IS

éye(n,n);
zeros(n,1);
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Figure A.1: Numerical_example.slx.
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20 %t

21

22 rank_of_observability_matrixl=rank(obsv(Ac,Cc(1,1:2)))
23 rank_of_observability_matrixl=rank(obsv(Ac,Cc(2,1:2)))
24 rank_of_observability_matrixl=rank(obsv(Ac,Cc(3,1:2)))
25

26 /% Discrete Time

27 sys_v = ss(Ac,Bc,Cc,Dc);

28  sys_vd = c2d(sys_v,Ts);

20 A = sys_vd.A

30 B = sys_vd.B

31 C = sys_vd.C

32 D Dc

33 %/ Observer Gain

34 Ob_polesl = [-1.5, -370];

35 L1 = place(Ac’,Cc(1,1:2)’,0b_polesl)’

36 0Ob_poles2 = [-1.5, -370];

37 L2 = place(Ac’,Cc(2,1:2)’,0b_poles2)’

3s 0Ob_poles3 = [-1.5,-370];

39 L3 = place(Ac’,Cc(3,1:2)’,0b_poles3)’

40

ié LLLLL=[L1’>; L2’; L3’]’

43  Ac_L1C1=Ac-Li1x*[1 1]

ié Ac_L1C1_inv=inv(Ac_L1C1)

46 eig(Ac-Lix[1 1])

47

a8 [V,D]=eig(Ac-L1x[1 1])

49 V_inv=inv (V)

51

52 b

53

54 New_C=Cc

55

56 E=Bc

57 Cli=New_C(1,1:2)
58 C22=New_C(2,1:2)
59 C33=New_C(3,1:2)
0

61 % step 1

62 /% check the possibility of using the UIO
63 /% rank should be equal on the rank(E and CE)

64 rank(E)

65 rank(New_CxE)

66t

67 % step 2

68

g9 HH11=Exinv((C114E) *(C11+E))*(CLI*E)’
71 TTll=eye(2)-HH11xC11

72

73 AA11=TT11*Ac

75 rank(obsv(AA11,C11))

53 [Alibar,Blibar,Ciibar,P11,k11] = obsvf(AA11,Bc,C11)
7o KK11_i=place(Allbar(2,2)’,Ciibar(1,2)’, [-1000])

52 KK11=P11~-1%[0’ KK11_1°]’

s3  eig(AA11-KK11%C11)

Z: %KK11=place(A11’,C11’,[-500,-501])

S? %KK11=KK11’

88 FF11=AA11-KK11*C11

89 KK_11=KK11+FF11xHH11

o %k
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HH22=E*inv ( (C22*E) > * (C22xE) ) * (C22%E) ’
TT22=eye (2) ~-HH22*C22
AA22=TT22x*Ac

rank (obsv(AA22,C22)) ;
[A22bar ,B22bar,C22bar,P22,k22] = obsvf (AA22,Bc,C22)

KK22_1=place(A22bar(2,2)’,C22bar(1,2)’, [-1000])
KK22=P22"-1x[0’> KK22_1’]’
eig(AA22-KK22%C22)

%KK22=place(Ac’,C22’,[-500,-501])
%KK22=KK22’

FF22 AA22-KK22xC22
_22=KK22+FF22*HH22

0/0,

ﬁé33=E*inv((033*E)’*(CSB*E))*(CSS*E)’
TT33=eye (2) -HH33%C33

AA33=TT33%Ac

rank (obsv (AA33,C33))

[A33bar,B33bar,C33bar,P33,k33] = obsvf (AA33,Bc,C33)
KK33_1=place (A33bar(2,2)’,C33bar(1,2)’, [-1000])
KK33=P33"-1%[0’ KK33_1°]’

eig (AA33-KK33%C33)

FF33=AA33-KK33*C33
KK_33=KK33+FF33*HH33

Block:Magnetic_Levitation_System/Median Operator

function State_X = fcn(Esti_Ob_x,A,C)

n = size(A,1);
p = size(C,1);
Expl_x = zeros(n,p);
for k=1:p
Expl_x(:,k) = Esti_Ob_x(n*(k-1)+1:n%*k);
end

State_X = median(Expl_x’);

Block:Magnetic_Levitation_System/Sensor Attack Diagnosis Method
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function [y1,y2,y3,result]= fcn(el,e2,e3,residual)
eel=sqrt(el(1,1)"2+e1(2,1)72);
ee2=sqrt(e2(1,1)"2+e2(2,1)"2);
ee3=sqrt(e3(1,1)"2+e3(2,1)"2);

if (eel>residual)
countl=1;

e
count1=0;
end
if (ee2>residual)
count2=2;
se
count2=0;
end
if (ee3>residual)
count3=3;

e
count3=0;
end

yl = eel;
y2=ee2;
y3=ee3;

result=countl+count2+count3;
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