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ABSTRACT

Secrecy capacity is related to Physical Layer Security (PLS) and a large PLS implies good security
in the physical layer. Therefore, secrecy capacity optimization is a foremost objective for the PLS.
In this paper, we consider a power allocation strategy for a physical layer system in a GEO satellite
multibeam channel environment to impair secrecy capacity. In such a system, the satellite sends the
information to a receiver that is threatened by eavesdroppers which have made several attacks.

To solve this, we formulate a secrecy capacity minimization problem and suggest a Convex-
Concave Procedure (CCP) algorithm. After that, we consider smart eavesdropper to select or not
select eavesdrop. Then, the Nash Equilibrium (NE) of the PLS game is derived. The simulation re-

sults show that the proposed power allocation strategy in the satellite model efficiently affects.

Keywords: Multibeam satellite, Secrecy capacity, CCP algorithm, Nash equilibrium.
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I. INTRODUCTION

1.1 Motivation

Nowadays, Physical Layer Security (PLS) technology has received much attention. In the Open
System Interconnect (OSI) model, which mainly deals with computer networking, PLS is a field
that studies the achievement of security at the physical layer, which is the lowest layer.

In the past, security in communication systems mainly dealt with high-level processing problems:
private key and public key encryption system transformation for authentication, confidentiality, and
information protection. However, today many security systems such as information theory and sig-
nal processing are designed by exploiting PLS [1],[2]. At this time, security performance can be im-
proved or degraded by attack or defense in the physical layer. Of course, it is possible to lower the
security capacity through intentional interference, and we intend to approach the security problem
of the physical layer considering these cases. This is because, in case of cyber wars, such as elec-
tronic warfare, jammers in specific locations can attack effectively if there is information on com-
munication devices or communication networks used by the enemy.

The secrecy capacity maximization problem, that is, the defender perspective problem, has already
been tried many times with several different methods, but the attacker is not [3]. Therefore, we con-
sider how to allocate resource from the limited power perspective of the attacker in a given situa-
tion. There is a factor that must be checked, which is that attackers and defenders can change their
power allocation strategies independently in some cases. From this, we solve the problem by taking

these parts into account with each other's reasonable results.



The Seven Layers of OSI
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Fig. 1. The seven layers of OSI and the physical link.

1.2 Background

1.2.1 Secrecy capacity

One of the Physical Layer Security (PLS) technologies was suggested in 1975 by Wyner using a
wiretap channel[4]. Through the wiretap channel, Wyner defined secrecy capacity as the transceiver
channel capacity minus the eavesdropper’s channel capacity if it is not negative; otherwise its value

is zero. Channel capacity was described by Shannon as the channel capacity theory [5]:

C=log.(1 -I—i] oy
Where S is the signal factor related to the transceiver’s transmitting power and channel, N is the
noise factor related to nature noise plus artificial noise. Channel capacity refers to the maximum

amount of information that can be reliably transmitted through a channel, so reliable transmission is



Terminal T

Terminal Ty

more

Fig. 2. Wiretap channel and eavesdrop Terminal T; between Terminal T, and T,.

effective as S increases and N decreases. The channel capacity from the perspective of the
transceiver indicates the communication performance of the transceiver for the transmitted signal.
On the other hand, the greater the value of the eavesdropper's channel capacity, the higher the risk of

being eavesdropped on, so the definition of secrecy capacity is reasonable.

1.2.2 Jamming

Jamming is an electronic interference measure and is an electronic attack in the classical sense.
This proceeds in the form of a disturbance that rejects the use of a specific frequency or radio wave
by radiating ultra-high frequencies, or a form of transmitting false information deliberately. It can be
hard to believe, however, there is something to be careful about. Unlike in general channel capacity,
secrecy capacity requires more detailed power allocation. From a defender's perspective in the
eavesdropping scenario in Fig.2, it interferes with terminals T3 and Ty in order to be able to max-
imize secrecy capacity using artificial noise [6]; this kind of jamming is called friendly jamming.

What this suggests is that if the attacker makes the wrong power allocation, the secrecy capacity

-3-



will rise. Therefore, to minimize this, accurate power allocation must be made.

1.2.3 Game Theory

Game theory models strategic behavior by players who understand that their actions affect the ac-
tions of other players, and a game theoretical situation is an interdependent situation in wactions of
one player affect other’s payoff. There are many game models depending on the number of players,
cooperation or noncooperation, number of trials, and payoff of agents and so on.

For example, two players, I and I, assume a two player noncooperative zero sum game in which
player | can choose n possible strategies and player 11 can choose m possible strategies. Then if
player | chooses a strategy i, ¢ =1, ..., n,then player Il chooses a strategy j, j =1,...,m. As
each of strategy with players, if player | chooses strategy i and player Il chooses strategy j, then
player I has payoff a;; and player Il has payoff —a;;, because a zero sum game means the sum of
the payoff for all players. In case of a nonzero sum game, we consider a payoff matrix with all the
players. In this way, we can represent the play of the game and the payoff is computed and ex-
pected. In addition, there is one very important property of game theory: The optimal strategy
choice depends on the opponent's strategy.

\ Player Il

Player I [Strategy1 Strategy2 ... Strategy m ay ap o A
dtrategy |1 a) i d\m dy dy <y
Strategy 2 | 4y an o ‘ A=
SHJ[Q"{ I . . vee - : p 3

= h i - [ Ay Ay v gy

Fig. 3. Two player zero sum game model representation.



There are two types of strategy: pure and mixed. A pure strategy is as follows.

A vector X=(0,0,..,1,..,00 s, for player] and Y =(0,0,.,1,.0) € s, for playerlI where
.'X-'E' = l, E;z:lxt:l and }‘_;I = l, E;H:J_}}:l

That means that a pure strategy chooses only one strategy. If the optimal outcome is the same re-
gardless of the player's strategy selection order, that named value of the game, whereas, a mixed

strategy is a vector X=(x,,x.,"",x,) < s, forplayer I and Y=(v, %, %) € s, for playerIl

where x;=0, I, x=1land y;=0, ETL, y=1

The mixed strategy concept contains a pure strategy, and all strategies are chosen with a certain
probability.

Next, we have one of the most important elements of game theory, the Nash equilibrium. The Nash
equilibrium, named after the mathematician John Forbes Nash Jr., is a proposed solution of a non-
cooperative game involving two or more players in which each player is assumed to know the equi-
librium strategies of the other players, and no player has anything to gain by changing only their
own strategy [7]. If each player has chosen a strategy, an action plan chooses its own action based
on what it has seen happen so far in the game and no player can increase its own expected payoff by
changing its strategy while the other players keep theirs unchanged, then the set of strategy choices
constitutes a Nash equilibrium. In other words, in a given situation, if my competitor’s strategy
holds, my strategy has no benefit even if | change it. The mathematical explanation is as follows. If
E(X,¥*)<E(X*,¥*) for every mixed XE5,, and E(X*,Y*)<E(X*,Y) for every mixed Y&S5,,, then

X* and ¥* is a Nash strategy, (X*,¥*) is a Nash equilibrium, v(A)=X*A¥T* is the optimal payoff of



the game.

One of the important examples of the importance of the Nash equilibrium is the prisoner's dilem-

ma. If both players confess, then the two players have a payoff of 2, if they both do not confess, then

the two players have a payoff of 1. Otherwise, the one who chose to confess gets a payoff of 0, and

the other who chose not to confess gets a payoff of 3. We can check the game model of the prison-

er’s dilemma for the case in which the payoff indicates the period of time in prison to pay for

crimes. That is, in that case, players want to get a minimized payoff. If the two players do not con-

fess, they have to be in prison for only one year. Of course, the two players can get a minimum pay-

off of 0 if one player confesses, and the other does not confess. But the problem is, from another

point of view, it is better to live in prison for two years than to live in prison for three years. There-

fore, if the opponent confesses, then the two players live in jail for two years. But there is something

strange. Consider the case in which the two players do not confess, then they live in jail for only one

year, so it is better for them not to confess than to confess. However, players will not accept these

punishments and will choose to confess to obtain release. Except when both confess, if one changes

the strategy when the other does not change it, then one gets a benefit. Therefore, in this non Nash

equilibrium, players will try to change to gain advantage. However, when both confess, neither

changes their strategy because even if they change their strategy, there is no gain, that is, this state

satisfies the Nash equilibrium. For these reasons, we apply game theory to various fields: mathemat-

ics, economics, evolutionary biology, communications and so on. In particular, we pay attention to

the use of game theory in a communication jamming scenario case.



1.3 Related Work

As mentioned previously, PLS is one of the major problems to be dealt with in wireless commu-
nication engineering, and many studies have been conducted on the security capacity, which has a
close relationship to the security of the physical layer. In general, if the Signal-to-Noise Ratio
(SNR) of the eavesdropper channel is higher than the SNR of the sender channel, it is easy to think
that eavesdropping will be easily performed if messages are exchanged due to degradation of secu-
rity performance. However, in this case, even if the SNR of the eavesdropper channel is higher
than the SNR of the sender channel, it can be seen that perfect security is possible. Through this, it
can be seen that the possibility of perfect security for any radio channel condition is implied [2].

Moreover, many methods address the secrecy capacity maximization problem. Representatively,
assuming that all channel information is completely known, Semidefinite Programing(SDP) re-
laxation and Second-Order Cone Programming(SOCP) are methods that solve the optimization
problem of maximizing the security capacity by using the limited power of the transmitter when
transmitting a message through beamforming in the transmitter [8]. According to [8], SDP relaxa-
tion is a method of calculating the optimal solution and optimal value after finding the variable re-
gion in which the solution can exist by extending the existing optimization equation into a matrix
and converting it into a quasi-convex optimization problem, and the SOCP method approaches in
the form of a norm rather than a matrix. There is a method of obtaining the optimization problem
in the same way as in SDP relaxation.

We can also consider the satellite system: Assuming all channel information is known, we think



about a situation in which a satellite transmits a message and an eavesdropper passively listens to it

in a Ka-band (26.5-40GHz) multi-beam satellite system. At this time, the goal is to obtain the min-

imum power of the satellite that can achieve a certain level of security capacity by deliberately

adding artificial noise to damage the channel capacity of the satellite rather than causing minor

damage to the channel capacity of the eavesdropper [9]. Besides, in terms of game theory, the sub-

ject of the game considers attackers and defenders. The attacker has the purpose of minimizing the

security capacity by becoming an eavesdropper or jammer, and when he becomes a jammer, the

cost aspect is also considered by using a cost proportional to the power value to attack. The de-

fender tries to maximize the security capacity in case the attacker is an eavesdropper or jammer.

Through this non-cooperative game problem, if each game subject uses strategies with a specific

probability, the most rational attack or defense strategy is found by finding the Nash Equilibrium,

which in turn suffers losses when changing strategies [10], [11]. In addition, there are studies on

maximizing the security capacity for various conditions, obtaining the minimum power that satis-

fies a specific security capacity value, or analyzing a game theory by incorporating it. However,

while there are many studies to increase the security capacity, studies to minimize the security ca-

pacity are very rare. Therefore, in this paper, we propose an optimal power allocation for jammers

by approaching the problem of minimizing the security capacity in case of attempting a downlink

attack by a jammer. In addition, from the viewpoint of game theory, we propose the best strategy to

obtain the greatest benefit from each other's point of view by obtaining the Nash equilibrium for

effective jamming attacks and satellite defense strategies according to specific satellite conditions

and channels.



II. SYSTEM MODEL

Network paralysis defined in this study refers to a jamming technique aimed at degrading the per-
formance of networking protocols and algorithms by attacking the vulnerable layers of enemy
communication devices or systems. In particular, this paper aims to lower the communication capa-
bility or security of the satellite communication system by attacking the physical layer.

The jamming attack scenario is as follows. Assuming that the jammer's position and beamforming
gain are fixed, when the enemy satellite (SAT) transmits a message to the destination (D), the
eavesdropper passively intercepts the message around the destination (D). At this time, from an at-
tacker’s point of view, jammer (J) reduces the security performance with a limited resource(power)

at the physical layer.

2.1 Channel model

Multibeam satellite systems operate in the high frequency range Ka band (26.5 to 40GHz), Chan-
nel h is designed in consideration of Free Space Loss, Rain Attenuation and Beam Gain.

First, we consider Free Space Loss, the propagation loss due to free space loss can be expressed as

(2)

--11'[@I d [: +d ,;.:



SAT : OSatellite

D : Destination

M : Malicious nods
J : Jammer

» Data link

-------------------- » Interfersnce link

Fig. 4. Satellite system and jamming attack scenario.

where A is the carrier wavelength, dj is a distance of about 36000km in a Geostationary Orbit
(GEO) satellite case, and ; is the distance from the destination to the satellite.

In addition, attenuation due to weather must be considered, and the signal is disturbed by clouds and
rain in the atmosphere. According to the state-of-the-art empirical model [12], the channel & is given

by

h=pre i 3)

where @ denotesan N x 1 phase vector uniformly distributed over [0, 2m), and S is expressed as a
probability distribution that satisfies g,z = 20log () and log(Bs)~N(u.&). log(fz) follows

a normal distribution with mean p and standard deviation . The mean p and standard deviation 6 de-

pend on the signal's destination, frequency, and the angle of elevation between the satellite and the

destination.

The beam gain is related to the satellite’s antenna pattern and the location of the destination. The

-10 -



beam gain is a key performance measure that combines the directivity and electrical efficiency of an

antenna. In a transmit antenna, the gain indicates how well the antenna converts the input power into

a radio wave traveling in a specified direction. Therefore, beam gain from the satellite to the receiver

m is expressed by

b(m) = b (B2 + 36 2220) @
Uy, = 2.07123 5in 6,,, / sin (Bazz )m 6

max

and J; and J; are the first-kind Bessel function of orders 1 and 3, b, is the gain at the
boresight.

Suppose that b isa IV x 1 beam gain vector from the satellite to the destination, then the channel

for the satellite to the user is expressed as

=
I
=2
=
[
v

(6)

where (- denotes the Hadamard product.

2.2 Signal model

Suppose that the signals of user m are defined as s,,, with an average power E[|s,,[*]=1 forall

-11 -



m, and the Beamforming vectors are w,.. The transmitted signal can be presented in vector x as
x = E::]:j_wmsm (7)

When g; is defined Rayleigh fading channel over jammer, the signals received by the satellite and

jammer are expressed as
. — pH .
¥Ym = hm E::q:j_“’msm + Np (8)
R ;
Ymre = e E::]:j_"'"msm + Ng (9)

where n; and n_ are the noise components with an independent and identically distributed (i.i.d.)
zero mean, and the variances are @5 and oz. In general, there may be multiple jammers and eaves-
droppers.

From an information theory point of view, not many eavesdroppers are important, but the value of the
eavesdropper with the smallest security capacity is important for each eavesdropper, and those of the

jammer attacks for a receiver indicate the total noise. Thus, we consider a model with one eavesdrop-
per and one jammer attack. Therefore, based on these formulas and assumptions, the secrecy capacity
for the user m is expressed as follows:

z z
2 Hiyp 2 Hop
ou* +|gfw| oi+| gl

| T
Cm = log, (1 + —M—) —log, (1 + M—) (10)

-12 -



wy IS the satellite allocation power, and w is the jammer allocation power.

1
o~ _'\il l.f
) L \
J
|
mo (L
-
, __,-" L L
SRATOR e
Fig. 5. Channel and signal model.
Glonass Glonass-M Glonass-K Glonass-KM
First launch 2003 2005 After 2011
Lifetime 3 years 7 years 10—12 years improved
Mass 1415 kg 1415 kg 750 kg (TBD)
Number of satellites per launch:
- PROTON 3 3 6 6 (TBC)
-80YuzZ - 1 2 2 (TBC)
Elec. Power Subsys. output power 1000 W 1600 W 1270 W (TBC) TBD
Vertical real time navigation 60 m 0m 5-8 m (TBC) TED
accuracy (95%) (40 — 60 cm, using global
differential system)
Number of civil signals 1 2 3 (TBC) 3(TBC)
Number of special signals 2 2 3 (TBC) TBD
On-board clocks stability 5e1071 1107 1e1071® TBD
Root-mean-square error of mutual
synchronization of navigation 15 ns 8 ns 3-4ns TBD
sianals
Supplementary functions - - Integrity signal (TBC) TBD
Different. corrections (TBC)
Search&Rescue (TBC)

TBC - To Be Confirmed

Table 1. The global navigation satellites information [13].

TBD - To Be Defined

-13 -




IIl. PROPOSED SECRECY CAPACITY MINIMIZATION
SCHEME

We want to solve a secrecy capacity optimization problem from an attack or defense prospective,
but it is not simple because the objective function, i.e., the secrecy capacity, is nonconvex. Thus, in
this paper, we suggest using slack variables and the Convex-Concave Procedure (CCP) algorithm.
Then, we expand this problem to determine whether the eavesdropper is activated or not. We addi-

tionally suggest how to allocate power depending on the presence of eavesdroppers.

3.1 CCP Algorithm method

Problems related to optimization have been studied for a long time. One of the big criteria classifying
these optimization problems is that this optimization problem is classified as convex and nonconvex
types. Solving problems of the convex optimization form is much more accessible than solving non-
convex optimization problems because if the optimization problem can be expressed as convex, the
problem can be solved more easily. Looking at (10), the secrecy capacity has a nonconvex form.
However, we can use the CCP algorithm as if solving convex optimization, and | will introduce the
approach first, referring to the system model in Fig. 4 and (10). The basic form of secrecy capacity

minimization problem is as follows.

-14 -



#oo ]2 Hype |
minimize log, (1 + —lﬂl—) —log, (1 + M—) (11)

] 7
. J J .1
Wz Oy +|Hl“.:| T +|Hd“z|

subjectto |w;|* =P, (12)

A number of secrecy capacity maximization methods have been proposes, for example, [6] and [8],
so we assume that we know the satellite allocated power w. In (12), we emphasize that we never use
more power than constrained power.

We first consider a semidefinite programming (SDP) method [14]. Using the definition

hhf = H; ,g;g” = G;, w;wF = W, for i = 1,2, we transform (11) and (12) as follows.

inimi wEWD) ) AN
11111111.}}1129 log, (l m) log, (l +-:E=+m:r,=w=}) (13)
subjectto tr{W,) =P, (14)
Wa=10 (15)

Because W- must satisfy a positive semi-definite matrix by definition, then a constrained condition
(15) is added. First of all, by applying SDP relaxation, we can change the formula of the objective
function and the constrained conditions from the vector form to the square matrix form. We then con-

sider the following substitution of slack variables with a definition as

eféa; + tr{G, Wh) + tr(H,W,) (16)
e?'écr; +tr(G, W) (17)
ezég; + tr{G,W,) + tr({H, W) (18)
e"éa; + triG, W) (19)

-15 -



Using (15)-(19), we reformulate as follows

. a x—y—=tr
mingpize —————
Via log2

LYST

Subject to e* = e + tr(G, Ws) + tr(H,W,)
ey = ap” + tr(G,W,)

ef < g + tr(G,W.) + tr(H.W,)

Er E GEZ + IZ“I‘{(“: I"V:}.

(14), (15)

The minimization problem transformed through the slack variable is as follows, and 4 constraints

(20)

(21)

(22)

(23)

(24)

(21)-(24) related to each slack variable X, vy, z, r is added. The inequality sign of the constraint related

to the slack variable is determined according to whether the objective function is minimized or max-

imized. Since this problem is a minimization problem, the objective function is minimized as x and r

are smaller and y and z are larger. According to (20), the objective function is changed to linear form.

In addition, the constraints (14), (15), (22), and (23) have a convex form. But (21) and (24) consist of

a convex form minus the convex function form. For example, x* and x* are convex, but x® — x*

is not convex, which means these must not satisfy a convex form. Fortunately, through the CCP algo-

rithm, convex minus convex form can be approximated in a convex form, and the approximate solu-

tion is obtained by iteratively calculating the convex optimization problem created through it. The

-16 -



CCP algorithm is a method in which the convex minus convex functions approximate is transformed
to convex minus linear functions by first-order Taylor approximation. Since the convex-linear func-
tion is a convex function, converting the objective function and constraints to a convex form, it can be

made into a convex optimization problem.

Algorithm 1. Basic CCP algorithm [15].

Algorithm: Basic CCP algorithm
Given an initial feasible point x;.
K:=0
Repeat
1. Convexify. Form g;lx: x;) 2 gilay) + Vig;la )T (e — )
fori =0.1,...m
2. Solve. Set the value of x,.; to a solution of the convex problem
minimize fulx) — ggla:x)
subjectto f;(x) —g;lxiap) =0, i=1....m
3.Update iteration. k =k + 1.

Until stopping criterion is satisfied.

H % H +*
(Criterion : |“ﬁ$I Cl=se) €, = Eogg(l+—|m—) Eagg(l+Jh—“|—)
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The basic CCP algorithm is as follows. First, the initial value is selected as a point in the feasible area.
For convexify, if g is linearly approximated in the f-g form, the objective function and the constraint
formula become convex, and the solution is solved by solving the following convex problem. Hence
objective and constraint functions are convex functions. Then this program is convex, so it can be
solved efficiently assuming the functions f can be handled tractably. Then, after adding k by 1 and
substituting the solution obtained, repeat the above process to solve the problem to obtain an approx-
imate solution. We have one thing to check, whether the value obtained through the above algorithm
is feasible. The feasibility proof of the algorithm is described in [15]. For a flexible approach, we can
also allow for constraints to be violated very slightly using the Penalty CCP. To use the CCP algo-
rithm, we apply a linear approximation to ™ 2 e + e"i(r —1;) (r; is the i-th iteration value).

Then, we get the following formula:

e%i + e%i(x—x;) = ap” + tr(GyW,) + tr (H,W,) (25)

e'i + ei(r—r;) = op” + triG, W) (26)

We replace (21) with (25) and (24) with (26) and use the CCP algorithm to get an approximate solu-

tion using a convex optimization tool such as CVX [16].

3.2 Game theoretic approach

Game theory is method that can be applied to the field of communication as a study of predicting
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what kind of results will occur in situations where the interests of various subjects are intertwined and
how we can understand the results. The game consists of two or more decision-making players, strat-
egy for situations, and payoffs. We set the satellite and jammer as the player and the security capacity
. as the payoff to compose this as a game for the security of the physical layer. The attacker's strate-
gy is dual-mode (jamming or eavesdropping), and the jammer attacks the jamming by assigning pow-
er directly to the destination, but when the eavesdropper has no channel capacity, it becomes a mali-
cious node and does not directly attack the wiretap channel. It can be classified as a case of eaves-
dropping by generating k.. As for the security capacity, when a jammer attacks jamming, €, be-
comes 0 because there is no wiretap channel, so only ; needs to be considered for the objective
function value. If the jammer becomes a malicious node, the objective function becomes €. due to
the influence of the wiretap channel. If there are two strategies, Eve's optimal attack through jamming
or eavesdropping as a malicious node, Alice's point of view is the Full Power strategy that prioritizes
maximizing the channel capacity (', and the eavesdropper's channel capacity by generating artificial
noise. The artificial noise strategy that maximizes . is used in a way that impairs it, but a slight

blow to the receiver's channel capacity is applied, and the game model is as follows:

SAT : Satellite
D - Destination

M - Malicious node or Jammer
I - Jammer

————* Datalnk

.................... . Interference link

Fig. 6. Satellite system and dual-mode jamming attack scenario.
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Eavesdrop(E) Jamming(J)
Full POWEI'(F} RFE RFI
Artificial Noise(A) Rar Ryj

Fig. 7. Game theoretic values about satellite and jamming attack scenario.

From the satellite's strategic point of view, if the jammer's strategy is fixed to Eavesdrop (E), the

equal sign relationship of the payoff (security capacity) value is Rgz = R4g, and if it is fixed as Jam-

ming(J), Ry = Rg unconditionally follows, but the jammer's strategy from its point of view, even if

the satellite strategy is fixed, since the channel value is set to a statistical value that satisfies a specific

condition, the equal sign relationship of the payoff value is not definite. Therefore, for a satellite's

specific strategy, it cannot be said that the payoff is larger. A pure strategy means that each player se-

lects only one specific strategy. In the case of approaching pure strategy equilibria, if Rye = Ry; is

satisfied, we will be satisfied with the following:

In addition, if the satellite changes strategy (Rgg) or the jammer changes strategy (Ry;) in Ryg,

ng = R,gg = RHJT = Rﬁr

Rygbecomes a Pure Nesh Equilibrium, and if Rg; = Rgg is satisfied

Ry = Rpyp = Rpp = Ryg

-20 -
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If we analyze in a way similar to the previous case, we can see that Rg; becomes a Pure Nash Equi-
librium.

Mixed strategy means that each player chooses each strategy probabilistically, and mixed strategy
equilibria can also be obtained. The mixed strategy can be obtained under the conditions of satellite
strategy P=(p,1-p), jammer strategy q=(qg,1-q), and (0=p, g=1). If =1, expectation of a payoff is
P = Rpp + (1 — p) = Ry, if g=0, expectation of a payoff is P = Rg; + (1 — p) = Ryy. Thus, the best re-
sponse of satellite P* satisfies P« Rpg+ (1 —p) + Ryp = P = Rgp + (1 — p) = Ryy. In this way, ¢

can also be obtained, and the Nash Equilibrium payoff v of the security capacity is as follows.

Ry —R::
. —Rag
P = 29
Rpe+Ry—Rp—Rae (29)
R, R
‘= - 30
i Rpe+Raj—Rej—Rae (30)
v(P*,q*) = (RFERAJ—RFJRAE) 31)

RFp+RAJ-RF]—RAE

The payoff v means reasonable secrecy capacity for the satellite and the attacker.
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IV. NUMERICAL RESULTS AND ANALYSIS

In this section, numerical results are provided to evaluate the performance of the proposed schemes.
Table 1 indicates the channel and system parameters used for the simulations. The satellite is assumed
to be equipped with M=3 antenna feeds and the lognormal distribution parameters are p =-3.125
and & =1.591. The jammer also equipped with M=3 antenna feeds, but it has a Rayleigh fading

Max

channel over oz = 2. Since the satellite sends signals intensively to the receiver, b, is corrected
to 1.2. Other values of many other parameters are given in Table 1. We assume that the satellite is lo-
cated in the beam center, and the distance between the satellite and the transceiver and the eavesdrop-
per is random at a range of 36000km. The satellite power is fixed at 1000w, the jammer attacks with 1
to 10w power. Of course, several jammers may attack, but this involves a noise component, so one

jammer is considered for the attack. Fig. 9 presents a comparison between the channel capacity mini-

mization method and the secrecy capacity minimization method.

Parameter Value

Climatic conditions Central Furope
Frequency band Ka (20 GHz)
Satellite orbit Geostationary
Polarization Circular
Elevation angle 30°

Number of active beams M=3

Beam diameter D = 500 km

3 dB angle faqp = 0.4°

Rain fading statistics {p; 0 = {—3.125;1.591}

Table 2. Parameters of the multibeam satellite system [12].
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6 - —S— No Jamming attack |
— A — Channel capacity minimization
—*— Proposed Secrecy capacity minimization
5.5

()

Secrecy Capacity(bit/s/Hz)
N
o

35 1 | 1 | | | | 1
1 2 3 4 5 6 7 8 9 10

Jammer Power (W)

Fig. 8. Comparison of CCP algorithm performance.

The results illustrate the performance of secrecy capacity minimization using the CCP algorithm ver-
sus channel capacity minimization. Actually, the proposed method is better than channel capacity
minimization method, but this requires the assumption that we know a lot of information, all of the

channel conditions and wr. Channel capacity minimization is easy to use when the jammer to the

maximization to setting jammer power. However,

receiver channel gi knows because of |gfw,|

this sometimes leads to a bad result that increases the secrecy capacity if the jammer channel capacity
is unintentionally too big. Another point is complexity. The proposed method can be demonstrated by
solving the convex optimization problem several times through the CCP algorithm, whereas the chan-

:. By comparing the pros

nel capacity minimization calculation considers only maximizing |gfw:
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6.5

162

5.5

secrecy capacity(bit's/Hz)

0.8 0.4

0.6 0.2 4.8

04 4, 0o

Jammer probability g Satellite probability P

Fig. 9. Secrecy capacity in mixed strategies at the satellite and the jammer.

and cons, we can apply these.

After that, we can extend the problem to determine whether we use a malicious node around the des-
tination or not. With an extended problem, we can get the result form of Fig. 7. The result of the pay-
off is determined by the constrained power of the satellite and jammer, and the channel conditions. A
graphical illustration of the saddle point in mixed strategies P and q for a specific channel is shown in

Fig. 10. For the specified channel parameters, when the satellite power is 1000w, and the jammer
power is 10w, the calculated payoffs are calculated as Rggz = 4.789, Rr; = 5510, Ryz = 6.522,

R4; = 5.127. From the satellite’s perspectives, the secrecy capacity is guaranteed to be at least 5.127
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if the satellite uses artificial noise, while from the attacker’s perspective, the secrecy capacity is guar-
anteed to be at least 5.510 if the attacker uses jamming directly. However, they can each obtain a rea-
sonable secrecy capacity through game theoretic view. From the following payoff and (29), (30),
(31), we can know the mixed Nash equilibrium secrecy capacity value +* =5.372 and optimal mix-

ing probabilities P* = 0.660.4% = 0.181.

V. CONCLUSION

In this paper, we examined physical layer security for a multibeam satellite and a malicious node
network from the information theoretic perspective. Since the secrecy capacity is an important factor
in the PLS problem, we aimed to optimize this value. To analyze this system, we formulated a secrecy
capacity optimization problem. Attackers want to minimize the secrecy capacity, so we proposed us-
ing the CCP algorithm in order to solve the non-convexity problem. After that, we expanded the sce-
nario to determine whether the malicious node was eavesdropping or jamming. For this purpose, we
proposed using noncooperative game theoretic techniques. To solve this game, we adopted a mixed
strategy Nash equilibrium. The results revealed that if we know the channel parameters and con-
strained power conditions, then we can confirm that the proposed method has a better effect than the

channel capacity minimization method. This result gives us a reasonable power allocation strategy.
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