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ABSTRACT 

Satellite communication networks with on-board processing (OBP) satellites can provide high-speed 

data transmission rates and global service coverage with reduced propagation delays. In addition, a use of 

software defined radio (SDR) in a small satellite can support flexible small satellite communications and offer 

flexible and adaptive communication protocols. OBP and SDR systems are implemented in static random-

access memory (SRAM)-based field-programmable gate arrays (FPGAs) that are the most representative de-

vices for reprogrammable platforms. However, the SRAM, a volatile memory, is very vulnerable to the space 

radiation environments and the most common damages are single event upsets (SEUs) that generate the OBP 

and SDR system malfunctions or system failures. In communication channels, high frequency carriers in the 

channel between satellites and terrestrial gateways are extremely susceptible to weather attenuation and other 

atmospheric turbulences, which induce unavoidably high bit error rates (BERs) in each communication chan-

nel. Besides, with growing demands of wireless network service, bursty traffic in packet transmissions will 

increase, which lead high packet loss ratio (PLR). Such factors have degraded the reliability of satellite com-

munications networks over time. This thesis suggests a prediction model for OBP and SDR system failure 

rates, and a means of analyzing the quantitative reliability of the satellite communication network systems. 

The first subject presents an OBP system adopting Triple Modular Redundancy with the concept of mit-

igation windows and external scrubber, and then suggests a mathematical model that predicts the OBP system 

failure rate by only using the information of system configuration resources. Our mathematical derivation can 

estimate on-board processor system reliability as a function of the SEU rate, the number of mitigation win-

dows, and on-board processor shield thickness. 

The second subject proposes a means of analyzing the quantitative reliability of the satellite communi-

cation network systems. We identify the four major factors that affect the quality of network services: the 

OBP states, uplink channels, downlink channels, and uplink packet collision losses. Based on these four fac-

tors, a Markov model is derived to analyze the probability distributions of various network states. Based on 

the developed model, a method is suggested for iteratively updating the reliability distribution of network sys-

tems affected by changes in the four factors as well as network access time changes.  

Finally, the third subject contains a derivation of a Markov model presenting reliability of the small sat-

ellite network with respect to SDR structures, transmitted signal powers on uplink/downlink channels, code 

rates, and packet collisions through an enhanced random access (RA) protocol. Our model provides the quan-

titative network reliability in terms of SDR structures with bad space radiation environments, signal-to-noise 

ratios (SNRs) on uplink and downlink channels, and PLRs through an enhanced RA protocol. 

 

Keywords: SRAM, FPGA, Reliability, Markov model, Satellite communication, Multiple access protocol 
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1. INTRODUCTION                                                         

1.1 MOTIVATION 

On-board processing satellites can provide high-speed data transmission rates and global 

service coverage. It is It is expected that an OBP increases system flexibility and provides lots of functionali-

ties for signal processing with fast packet switches to guarantee a high quality of service (QoS). Another ad-

vantage is that all the functionalities can be implemented in a reprogrammable device, which brought an OBP 

system size, weight, and power (SWaP) reduction [1]. In the same way, space mission exploiting small satellite 

networks have growing attention with low cost, low latency, and high data volume for global network services. 

In addition, a use of software defined radio (SDR) in a small satellite can support flexible small satellite com-

munications and offer flexible and adaptive communication protocols. With these features, satellite networks 

begin to get noticed as an attractive solution for ubiquitous connectivity and global service coverage of 5G and 

6G wireless communications [2]. 

OBP and SDR systems are implemented in static random-access memory (SRAM)-based field-

programmable gate arrays (FPGAs) that have a high computational density due to the development of integrated 

circuits and memory manufacturing. They are effective for embedded processors in space applications because 

of small geometry, high memory and logic density, efficiency, and short developing time. The most important 

advantage is re-configurability that makes it possible for the embedded system to update its system design and 

to correct system errors after spacecrafts or satellites have been launched into deep space or on-orbit [1]. Addi-

tionally, with growing demands of satellite-terrestrial network service, it is expected that the OBPs and SDRs 

will increase communications capacity and flexibility not only in up/downlink but also in inter-satellite link 

(ISL) channels, thus Satellite-terrestrial networks can achieve high speed data transmission rates and global 
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service coverage via communication channels with a multiple access protocol [3]. 

However, the SRAM, a volatile memory, is very vulnerable to the space radiation environments and 

the most common damages are single event upsets (SEUs) that generate the OBP and SDR system malfunctions 

or system failures [4]. In addition, with growing demands of wireless network service, bursty traffic in packet 

transmissions will increase in the satellite-terrestrial network, which lead high packet loss ratio (PLR). In com-

munication channels, high frequency carriers in the channel between satellites and terrestrial gateways are ex-

tremely susceptible to weather attenuation and other atmospheric turbulences. These induce unavoidably high 

bit error rates (BERs) in each communication channel. In the meantime, there is few studies to try to combine 

the analysis of network reliability with satellite conditions including communication parameters, operational 

orbits, OBP architectures, and space radiation environments.  

1.2 RESEARCH SCOPE AND OBJECTIVES 

The goal of this thesis is to suggest a prediction model for OBP system failure rates and a Markov 

model to analyze the reliability of end-to-end satellite communication network systems. With the prediction 

model, we estimate OBP system reliability as a function of the single event upset (SEU), the number of mitiga-

tion window, and OBP shield thickness with each satellite orbit and space radiation condition. The Markov 

model is derived to analyze the probability distribution of various end-to-end satellite communication network 

states. Additionally, the thesis contains quantitative analyzing results of the relationship between network relia-

bility and throughput according to the packet traffic load. With this approach, we concentrate to derive a Mar-

kov model presenting reliability of the small satellite network with respect to SDR structure with the analog-to-

digital converter (ADC), transmitted signal powers on uplink/downlink channels, code rate, and PLR through an 

enhanced random access (RA) protocol. 
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1.3 OVERVIEW OF THESIS 

The objective of this thesis is to make a solution to predict OBP and SDR system failure rates, and 

suggest a method to calculate reliability of the satellite communication network system that is affected by a va-

riety of factors which are from hardware factors with environmental conditions to communication parameters. 

In Section 2, a mathematical model to predict OBP system failure rates in harsh space radiation environments 

and a guideline of the OBP system design is provided. Section 3 proposes a Markov model of a multistate satel-

lite communication network system and a methodology for updating the probabilistic distributions of the net-

work system. A method to analyze reliability of the small satellite network system with respect to SDR struc-

tures, packet traffic loads, and SNRs with code rates are presented in Section 4. Finally, Section 5 conclude this 

thesis. 
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2. PREDICTING SYSTEM FAILURE RATES OF SRAM-

BASED FPGA ON-BOARD PROCESSORS IN SPACE RADIA-

TION ENVIRONMENTS                                              

2.1 INTRODUCTION 

Static random-access memory (SRAM)-based field-programmable gate arrays (FPGAs) 

have a high computational density due to the development of integrated circuits and memory manu-

facturing. They are effective for embedded processors in space applications because of small geom-

etry, high memory and logic density, efficiency, and short developing time. The most important ad-

vantage is re-configurability that makes it possible for the embedded system to update its system 

design and to correct system errors after spacecrafts or satellites have been launched into deep space 

or on-orbit. With these advantages, SRAM-based FPGAs have been used in a variety of space mis-

sions such as science, observation, and communication purpose on board processor (OBP) satellites 

[5-8]. 

However, the SRAM, a volatile memory, is very vulnerable to the space radiation envi-

ronments. The space consists of three types of radiation sources: trapped energetic particles (protons 

and electrons) in Van Allen radiation belts, solar particles (mostly heavy ions and protons) that are 

emitted directly from the Sun, and galactic cosmic rays (mostly heavy ions) that are emitted from 

deep space [4,8]. With a large amount of SRAM memories and more complex architectures with 

system frequency, the radiation errors of SRAM-based FPGA have been constantly magnified in the 

past years and the most common damages are single event upsets (SEUs) [9]. The definition of SEU 

given by NASA Thesaurus is “radiation-induced errors in microelectronic circuits caused when 
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charged particles (usually from the radiation belts or from cosmic rays) lose energy by ionizing the 

medium through which they pass, leaving behind a wake of electron-hole pairs” [10]. In the 

SRAM based FPGA case, the effects of SEUs can be classified as transient or permanent errors [11]. 

SRAM cells are used to store the configuration data that set logic functions and routing 

network information. These configuration data constitute circuit states and design [11]. Fig. 1 shows 

that SEUs at SRAM cells can change the circuit configuration information and generate system mal-

function or failures. The entire circuit logic functions and routing networks in SRAM-based FPGAs 

largely consist of look up tables (LUTs), multiplexers (MUXs), and programmable interconnection 

points (PIPs). Configurable logic blocks (CLBs) are the fundamental logic blocks of the FPGA ar-

chitecture. Xilinx CLBs based on LUTs provide the basic logic and storage functionality for imple-

mentation of logic functions. The two elements of connection boxes and switch boxes build inter-

connections between different CLBs and form programmable routing networks. When SEUs occur 

in configuration cells that store the information of logic functions and routing networks, the stored 

value is flipped from 0 to 1 (or 1 to 0), changing interconnection states. These “permanent” er-

rors can be corrected by scrubbing that periodically rewrites configuration data [12]. In case of 

“transient” errors in D flipflops, the erroneous output remains just until rewritten for each clock 

period, which is called “self-scrubbing”. Transient errors by sudden current glitches are not a 

significant contributor of system malfunction until the system clock reaches multi-giga Hz [11]. 

This section focuses on permanent errors only, because the occurrence of SEUs are at least 

three orders of magnitude more often than those of other single event effects (SEEs), such as single 
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Fig. 1. Overview of OBP system errors from SEUs and repair processes.  

 

event functional interrupts (SEFIs) for the space grade Xilinx Virtex-5QV FPGA. In addition, con-

figuration memory bit upsets by SEUs are persistent errors, which require external intervention to 

return to the original circuit design and the damages by SEUs can cause system malfunction or fail-

ure during satellite operations. An appropriate solution for this failure is still an open problem with a 

tradeoff between the application of scrubbing methods and the limited availability of on-orbit failure 

data [13,14]. In this subject, an analytic tool is provided for estimating and improving OBP system 

reliability in the extreme space environment. In addition, the increase in OBP system failure rates is 

shown quantitatively according to the worst radiation conditions. The contributions of this subject 

can be summarized as follows: 

⚫ A mathematical model is presented to estimate OBP system failure rates without addi-

tional levels of analysis flows and computational requirements, thus enabling speedy 

estimation during space mission. 
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⚫ An OBP system failure rate prediction method is derived to mitigate the damages of 

SEU and compute the failure rate by using only configuration resources. 

⚫ The changes of OBP reliability depending on SEU events and OBP shield thicknesses 

are analyzed to suggest a guideline on the OBP system design for operational reliabil-

ity. 

The rest of this subject is organized as follows: In Section 2.2, conventional methods for 

SEU mitigation and correction are explained. The proposed methods of our choice are also outlined. 

In Section 2.3, statistical SEU rates in the space grade SRAM-based FPGA Virtex-5QV are estimat-

ed. The accumulation error rate is presented as a function of SEU rate and the number of mitigation 

windows in Section 2.4. In Section 2.5, SEU error models and a method of estimating OBP system 

failure rates are discussed. Section 2.6 provides a guideline for reliable OBP architecture design to 

mitigate system failure rates. Finally, conclusion in Section 2.7 contains discussions on the results of 

Section 2.5 and 2.6. The parameters used throughout this subject are listed in Table 1. 

 

TABLE 1 

THE LIST OF PARAMETER NOTATIONS 

Symbol Definition Units 

 
Linear Energy Transfer (LET) 

 

 
LET threshold parameter (onset) 

 

 
Width parameter  or  

 
Dimensionless exponent (power) No unit 
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Cross-section for heavy ion 

 

 
Cross-section for proton 

 

 

Plateau cross-section  

(limit) 
 

 
Critical charge 

 

 
Proton energy 

 

 
Rectangular parallelepiped 

 

 

Differential of path lengths in the sen-

sitive volume  

 
Integral flux of heavy ions 

 

 
Differential flux of protons ) 

 SEU rate induced by heavy ions 
 

 

 SEU rate induced by protons 
 

 

 SEU rate in a configuration bit 
 

 

 

The number of entire configuration 

cells 
No unit 

 

The number of bit-flipped configura-

tion cells 
No unit 
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 SEU rate of one device 
 

 

 
Device shield thickness 

 

 

Energy at the surface of Aluminum 

shield  

 

Stopping power of an ion with energy 

  

 

Range through the shield of an ion of 

energy   

 
Avogadro’s number 

 

 
Atomic mass of the ion 

 

 
Aluminum shield thickness 

 

 
The  configuration cell in a string No unit 

 
The  configuration cell in other 

strings 

No unit 

 
Single configuration cell No unit 

 
Scrubbing event No unit 

 

The number of cells that are paired 

with particular  
No unit 
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Accumulation error during one scrub 

cycle 

 

 

 

The number of configuration cells con-

sisting of the entire system 
No unit 

 
Average number of  No unit 

 
One scrub cycle 

 

 
Scrubbing rate 

 

 
Time window 

 

 
Fan-out No unit 

 
The number of mitigation windows No unit 

 

The number of OBP system configura-

tion cells 
No unit 

 

The number of configuration cells used 

in the logic part of three-voters 
No unit 

 

The number of configuration cells used 

in routing configuration of the three-

voter circuit 

No unit 

 

Accumulation error rate divided by 

 

 

 

 

The number of LUTs in one mitigation 

window 
No unit 

 

The number of configuration cells in a 

LUT 
No unit 
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The fraction of SRAM cells used for 

the routing network 
No unit,  

 
OBP system clock frequency 

 

 
LUT output failure rate No unit,  

 

The number of configuration cells used 

for routing network in one mitigation 

window 

No unit 

 

Routing failure rate in one mitigation 

window 
No unit,  

 
Failure rate in the  mitigation 

window 

No unit,  

 
System failure rate No unit,  

 
User-required time window 

 

 
System reliability No unit,  

 

2.2 RELATED WORK 

Triple modular redundancy (TMR) is the most widely used structure to mask SEU faults 

for SRAM-based FPGA in a satellite system [7]. Fig. 2, modified from Kastensmidt et al. [15], 

shows the TMR structure and mechanism to mask erroneous output signals. TMR can mask the 

faults resulting from configuration bit errors by triplicating some part or overall circuit design and  
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Fig. 2. Triple modular redundancy (TMR) and majority voter configuration. 

 

placing a voter that is also triplicated. Xilinx provides a software tool of TMRTool to simplify this 

task of design, called Xilinx-TMR (XTMR) [16]. As shown in Fig. 2, when bit flips occur in only 

one redundant logic, the majority voters choose the correct result. However, with bit flips in more 

than two logic parts, the majority voter cannot function correctly. 

The TMR architecture also has four types of errors in FPGA: accumulation errors, cross-

domain errors, synchronization errors, and common-cause errors. The research in [17] found that the 

mean upset to failure (MUTF) by cross-domain errors that occur by configuration bit sharing among 

two domains in TMR can be increased up to 29 times by adopting TMR_area group (TMR_AG), 

which is designed to avoid cross-domain errors by isolation of each domain as much as possible. 

Synchronization errors are related to asynchronous sampling and signal skews faced in TMR. The 

proposed TMR synchronizer in [18] can improve 6 and 10 orders of magnitude in reliability higher 

than a simple TMR synchronizer. Common-cause errors can occur when SEUs affect common ele-
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ments for the three domains of TMR, such as terminal voters, clocking elements or input-output 

blocks (IOBs). However, this is usually a minor issue, since only a minimal fraction of the configu-

ration bits belong to common elements. 

Configuration scrubbing is also used to correct the accumulated configuration bit flips in 

satellite SRAM-based FPGAs by re-writing the correct configuration data back into the configura-

tion memory [17], and can reload the configuration bit stream without operational disruption. In 

general, there are two types of scrubbing methods, blind scrubbing and read-back scrubbing. Blind 

scrubbing continuously rewrites entire configuration bits without error detection while read-back 

scrubbing immediately rewrites after detecting an erroneous configuration data frame (32 bits) by 

cyclic redundancy check (CRC). The advantages of blind scrubbing are simple structure, small area, 

low power consumption, no need for additional non-volatile memory, and very fast re-writing, 

whereas the disadvantages are inability to detect bit errors in configuration data frames and accumu-

lation of erroneous bits until scrubbing [12]. In case of read-back scrubbing, the advantages are the 

capability to detect and immediately correct erroneous configuration data frames by the CRC tech-

nique. On the other hand, the disadvantages are additional requirements of hardware, computing 

resource, power, and area with circuits for encoder and decoder. Moreover, the CRC model is con-

trolled by a softcore processor (MicroBlaze or PicoBlaze) of the Xilinx FPGA. The CRC controller 

core mapped FPGA fabric is also vulnerable to space radiations, thus bringing scrubber malfunction 

or becoming inoperable [19]. For the highest reliability, these scrubbing methods are used with the 

TMR technique in satellite systems [5,7,8,9]. 

Unlike 36 kB block RAMs (BRAMs), a configuration data frame storing the information 
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of logic functions and routing networks consists of 1312 bits, which contain 41 data words with 32 

bits per word. Configuration frames are protected by the 12-bit ECC containing Hamming codes 

[20,21]. The SEU controller Macro included in Virtex 5 implements single error correcting and 

double error detecting (SECDED) for erroneous bit correction. SEC-DED cannot correct multi-bit 

upsets (MBUs) in a frame and the SEU controller module itself is vulnerable to radiation-induced 

errors [19,21]. According to the work in [22], MBUs have become more common by decreasing 

silicon feature size and now MBUs account for almost 10% of all upsets in Virtex 5. This can de-

crease space system availability and safety [23] by noncorrected bits, therefore the entire periodic 

configuration scrubbing is required. 

As mentioned above, the difference between blind and read-back scrubbing is obvious with 

distinct advantages and disadvantages. When using the scrubbing method, space developers must 

consider a variety of aspects such as cost, performance, power consumption, weight, and reliability 

in the harsh space environment. Especially, a loss of reliability can interrupt complete system opera-

tion and cause system malfunction and satellite mission failures. The reliability is closely correlated 

with dramatically unexpected behaviors of the system operation [13] and space radiation effects. To 

prevent such system hazards, the developer must choose less complex and effective fault tolerant 

techniques to guarantee expected behaviors of the system operation and high reliability [24]. The 

external scrubber is a blind scrubbing solution without frame-by-frame read-back and error detec-

tion and correction (EDAC) checking. It has been proved that the Radiation Effects and Analysis 

Group (REAG) external scrubber designed by NASA/GSFC [25] is commonly seen as more robust 

and recommended by Xilinx and NASA [12]. However, each of the scrubbing methods has different 
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availability, advantages, and disadvantages within a variety of space missions and orbits. It is very 

complex and unpredictable how much one can quantitatively improve the mean-time-to-failure 

(MTTF) with respect to the system architecture and scrubbing methods in space environments. 

This section analyzes the reliability of the space processor system. The system is imple-

mented in the space grade SRAM-based FPGA, and RAEG external blind scrubbing with the fine 

grain scale TMR technique is adopted for mitigating MBU effects and effective fault tolerance. The 

concept of mitigation window TMR and the results are presented in Section 2.4. 

2.3 SEU RATE PREDICTION 

The space environment has significant levels of energetic particles, coming from the Sun 

and deep space. Among the particles, proton and heavy ions are the main elements causing SEUs for 

the on-orbit communication satellite system. The energies of the particles are expressed in a unit of 

electron volt ( ), equal to approximately . When a heavy ion hits a material in 

the device, the particle’s energy is deposited from the energetic particle into the material such as 

silicon, and can generate ionization, which may cause SEU. To build a model of this energy deposi-

tion, the linear energy transfer (LET), or stopping power, is defined as the rate at which energy is 

transferred from an energetic particle to the material. A common unit for LET is . 

Unlike a heavy ion, a proton has low energy and LET to generate direct ionization, and instead in-

duces SEU by nuclear reaction with secondary ionization [26]. In solar wind, heavy ions (from He-

lium to Uranium) occupy almost 5% of particle composition and the rest are protons [27]. Even 

though the composition of heavy ions is small, their energy distribution almost reaches Tera , 

making heavy ions an important factor that must not be ignored. 
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The cross-section (σ) is the probability that the particle flips a single bit, and statistically 

represents a sensitivity of the particle fluence as a relative area [16]. The SEU test result for the 

cross-section of SRAM in FPGA has been fit with the Weibull curve to facilitate orbital rate calcula-

tions by Jet Propulsion Laboratory (JPL), NASA. For heavy ions, the Weibull distribution is defined 

as a function of LET as follows [28]: 

 

where  is the limiting or plateau cross section (“limit” in Table 2),  is a LET threshold pa-

rameter (“onset” in Table 2),  is a width parameter, and  is a dimensionless exponent (“power” 

in Table 2). For protons, the Weibull distribution is presented as a function of the proton energy , 

and thus, the LET parameters are replaced with respect to the proton energy in . The selected 

parameters for the Weibull curve are given in Table 2. In addition, when users calculate LET by 

heavy ions, they specify the sensitive volume with rectangular parallelepiped (RPP) to easily inter-

pret the actual physical model [4]. As provided in [28], we set RPP to .  

 

Table 2 

Weibull parameters for static heavy ions and protons that induce SEU in Virtex-5QV [28]. 

Weibull Parameters (configuration cell) 

Type of cross 

section 

Limit Onset Width Power 

σ 

(Heavy ion) 

 

 

0.25 

 

100 

 

2.95 

 

 

(Proton) 

 

 

5 

 

50 

 

1 
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The amount of critical charges , beyond which SEU occurs, depends on the penetra-

tion angle of heavy ions in the sensitive volume [28]. The SEU rate induced by heavy ions  is 

expressed by [4]:  

 

where  is the LET,  in Eq. (1) is the heavy ion cross section as a function of ,  is the 

differential of path lengths in the sensitive volume that can deposit  with the , and  is 

the integral flux of heavy ions with LET > . For protons, we simply integrate the product of the 

proton cross section  that is also introduced from Eq. (1) as a function of  and the differen-

tial flux  of protons with energy greater than E. The SEU rate induced by protons  is 

shown as below [4]: 

 

To predict the flux of heavy ions and protons expected in the LEO and MEO orbits under specific 

solar conditions, the Cosmic Ray Effects on Micro-Electronics 96 (CREME96) tool and the AP-8 

model are used as numerical models of the satellite orbit radiation environment. The space envi-

ronment information system (SPENVIS), a European space agency (ESA) operational software, 

provides an easy access to radiation models and the computation interface for SEU rate prediction 

results. By using the SPENVIS software, we can easily calculate the SEU rates that depend on 

changes in solar conditions and OBP shield thickness.  

Each result of the SEU rate is the expected value of a bit-flipped configuration cell, which 

has a small probability  as a summation of  and . We utilize  to build the binomial 

distribution  for representing the SEU rate distribution. Furthermore, the binomial distribution 

can be approximated as the Poisson distribution, if the number of configuration cells n is sufficient-

ly large (e.g., ) and  is small ) [29]: 
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where  is the number of bit-flipped configuration cells and n = 34,087,072 for Virtex-5QV [28]. 

The SEU rate  at a configuration cell is typically less than  and the SEU rate of one de-

vice  can be given by . 

According to [30], the differential energy spectrum  of a high energy ion in Eq. (3) 

behind device shield thickness  (in  of Aluminum (Al) is given by: 

 

 

 

where  is the differential energy spectrum at the surface of Al shield,  is the energy at the 

surface of Al shield,  is the range through the shield of an ion of energy ,  is the in-

verse function of ,  is the energy inside the Al shield,  is the stopping power of an 

ion with energy ,  is the atomic mass of the ion, and  is Avogadro’s number [30]. The trans-

formation from a differential energy spectrum to a differential LET spectrum is . 

The differential spectrum for proton only is given by the differential flux as in Eq. (3). In case of 

heavy ions of Eq. (2), we can get  to repeat the calculation of  to the differential spectra 

for all the elements in cosmic rays (from helium to uranium) and sum the resulting LET spectra to 

form one composite  [31]. CREME96 is a modeling tool that provides the data of  with 

respect to the heavy ion LET spectra and  with respect to the proton energy spectra expected 

in certain orbits under specific solar conditions, which are worst week, worst day, and peak 5 min. 

AP-8 provides the proton-based trapped-particle flux model and has two options of solar minimum 

and solar maximum conditions. To calculate  and , device shield thickness  (in ), 

which is equal to  divided by the density of Aluminum (2.7 ), is applied in Eq. (5) and (6). 
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In addition, RPP is used for modeling critical charge  that is the amount of charges collected 

in the sensitive volume taken to be an RPP. CREME96 also helps calculations of  with respect 

to LET spectra and path angles. With the SPENVIS software, SEU rates  and  can be easily 

calculated with simple applications of Weibull parameters, RPP, and shield thickness. Additionally, 

SPENVIS can simply coordinate the configuration of the satellite orbit, such as semi-major axis, 

eccentricity, inclination, argument of perigee, etc. 

In Table 3, we calculate the estimation of SEU rates with the changes of device shield 

thickness  and radiation conditions, assuming the parameters of the space grade Virtex-5QV. The 

worst week, worst day, and peak 5 min conditions are defined by the amounts of flare-enhanced so-

lar particle fluxes in solar flare events, observed on the geostationary operational environmental sat-

ellite (GOES). These conditions are used for estimating the particle energy spectrum in the worst 

radiation environment [4]. We can see that SEU rates can be significantly increased with thin shield 

thickness and the worst solar condition. Reliability issue on MEO is important for the global naviga-

tion satellite system (GNSS) [32]. MEO has higher SEU rates than LEO because it is closer to the 

Van Allen radiation belt. Most of protons in the Van Allen radiation belts are trapped at altitudes 

below 23,000 km and the highest flux of protons are distributed between 8,200 and 17,000 km alti-

tudes. The altitudes of MEO and GPS satellites, are approximately 20,000 km and that of LEO sat-

ellites such as Iridium is almost 780 km. MEO satellites are closer to the highest proton population 

than LEO satellites. In addition, the Earth’s magnetic field protects satellites from solar particles and 

galactic cosmic rays, and this magnetic shielding in the low altitude is stronger than the high altitude 

[33]. However, the specific area of LEO has a weak magnetic field because of the magnetic axis 

tilted by 11 degrees from the Earth’s rotational axis. This magnetic field sink causes high trapped 
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particle distributions on the area located to the south east of Brazil and the proton fluxes in the area  

are nearly three orders of magnitude higher than those in other places on the LEO globe. This region 

is called the South Atlantic Anomaly (SAA) [34] and FPGA system designers must consider the alti-

tude, shield thickness, and trajectory of satellites for reliable system operations. 

 

Table 3 

SEU rate prediction with changes in device shield thickness T and solar condition: worst week, 

worst day, and peak 5 min in low earth orbit (LEO) and medium earth orbit (MEO). 

SEU rate in LEO (Iridium satellite orbit) 

Radiation Condi-

tions 

T = 2 mm T = 4 mm 

 

( ) 

 

( ) 

 

( ) 

 

( ) 

Worst week 
    

Worst day 
    

Peak 5 min 
    

Radiation Condi-

tions 

T = 5 mm T = 7 mm 

 

( ) 

 

( ) 

 

( ) 

 

( ) 

Worst week 
    

Worst day 
    

Peak 5 min 
    

SEU rate in MEO (GPS satellite orbit) 

Radiation Condi- T = 2 mm T = 4 mm 
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2.4 ESTIMATION OF ACCUMULATION ERROR RATE 

This section presents how to estimate the accumulation error rate, which measures the total 

SEU events in SRAM until scrubbing. To decrease the accumulation error rate in the OBP system, 

we perform the following steps: First, we adopt the REAG external scrubber and Virtex-5QV to 

assure OBP reliability in Subsection 2.4.1. In Subsection 2.4.2, the accumulation error rate in the 

configuration memory is defined and the concept of the mitigation window that reduces the 

accumulation error rate is presented. Finally, the result of estimating the accumulation error rate 

with respect to the SEU rate and the number of mitigation windows is shown in Subsection 2.4.3. 

2.4.1 SEU MITIGATION AND CORRECTION STRATEGIES 

In order to correct SEUs, we adopt the REAG external scrubber, which is a blind scrubbing 

method. The external scrubber is relatively less complex and more robust than the Xilinx internal 

tions 
 

( ) 

 

( ) 

 

( ) 

 

( ) 

Worst week 
    

Worst day 
    

Peak 5 min 
    

Radiation Condi-

tions 

T = 5 mm T = 7 mm 

 

( ) 

 

( ) 

 

( ) 

 

( ) 

Worst week 
    

Worst day 
    

Peak 5 min 
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read-back scrubber. In addition, blind scrubbing requires substantially fewer overheads in the 

system [15]. The Virtex-5QV, the up-to-date radiation-hardened SRAM-based FPGA, satisfies the 

requirements of space developers who want high performance and reliability for space applications. 

Thus, we assume an OBP implemented by Virtex-5QV and adopt XTMR with the REAG external 

blind scrubber. 

2.4.2 ACCUMULATION ERROR RATE ( ) 

Fig. 3, modified from [35], illustrates different output results according to SEUs in TMR 

modules. One mitigation window is defined as triplicated circuits that include combinatorial logics, 

routing paths, D flip-flops (DFFs), and majority voters. An error of a TMR module depends on the 

location of bit-flipped cells. When SEUs occur in only one string formed by a series of 

configuration cells, a TMR module does not generate an error, as shown in Fig. 3(a). However, 

SEUs in more than two strings lead to an erroneous output, as shown in Fig. 3(b) because there is no 

error-free “paired cells” among three strings. As provided in [35], a definition of the erroneous 

output at a mitigation window is as follows:  

 

where  and  are configuration cells paired with each other in different strings respectively, 

and  denotes the logical “and” symbol, and  denote the logical “negation” symbol. Each of the 

entire configuration cells  is independent and identically distributed (i.i.d.). Therefore, the SEU 

rates are all the same as . In Fig. 3, a small size of  
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(a) 

 

 

(b) 

 

Fig. 3. Schematics of TMR modules: (a) No error with SEU events in one string (b) Error with 

SEU events at the paired cells. 

 

mitigation windows, in other words, a large number of mitigation windows, lead to a few 

configuration cells in one mitigation window, and thus a good error mitigation scheme with 

robustness against MBUs. 

Now we analyze the accumulation error rate during a scrub cycle. The probability of the 

SEU event in one cell with the scrubbing method applied is defined as follows: 

 

which is from definition of the conditional probability of the SEU event  given the scrubbing 
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event .  is defined as a scrubbing rate, equal to the inverse of a scrubbing cycle. By 

multiplying (9) with the summation of , the number of cells that are paired with particular  

[35], we model the expected SEU accumulation error rate   that is the number of system 

errors by accumulated SEU events in one SRAM-based FPGA device during one scrub cycle as 

follows: 

 

However, it is too complicated to calculate all . To reduce this computational complexity, we 

use the average number  of  [35]: 

 

where  is the number of configuration cells consisting the entire system. By using Eq. (11), we 

can replace the summation of  with . 

We define  as the probability of the SEU event in one cell during one scrub 

cycle . The SEU rate increases non-linearly as the particle energy increases. However, if the 

variant of the radiation environment is almost fixed in a specific time duration, the SEU rate can be 

approximated to be a linear function of a scrubbing cycle . We also observed from SPENVIS 

simulations that  linearly increases according to exposure time until a scrub occurs in invariant 

radiation environments. 

Thus,   can be set by an integral form of the linearly increasing SEU rate until  

 right before a scrub starts: 
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We also define the scrubbing rate  and convert the unit of the SEU rate from one 

cell to one device  for all the configuration cells in one device. Therefore, by 

combining Eq. (10), (11), and (12), the accumulation error rate  can be expressed by 

 

where  is the time window that is equal to the mean-time-to-failure (MTTF), set by user 

requirements. To assure high reliability of the OBP system, we set  to the orbital lifetime of the 

communication satellite, which is almost 5 to 8 years. The bound of  can be obtained by ad-

justing the value of . 

Fan-out, the average number of mitigation windows that one cell can affect, denoted by , 

determines complexity and delay of the OBP system and expands the average number of paired 

cells as , where  is the number of mitigation windows. Note that two out of 

three strings are considered among the expanded number of configuration cells  within 

a mitigation window. In the extreme case of  close to MW, which gives a short delay but makes 

the system too complex in practice, the upper bound of  is equal to . On the other 

hand, for the lowest value of , one cell affects only one mitigation window and the lower 

bound of  is equal to . Therefore, the following upper and lower bounds of  

 are derived [35]: 
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We model the triplicated OBP system that contains three majority voters in each mitigation 

window, as shown in Fig. 3. Using LUTs for the voters can make circuit implementation fast with a 

small propagation delay [36]. Each of three voters in LUTs provides redundancy of others, which 

can help the window module to work properly if one voter is upset [15].  is defined as below: 

 

where  is the number of OBP system configuration cells,  is the number of configuration 

cells used in the logic part of three-voters, and  is the number of cells used in routing configura-

tion of the three-voter circuit. 

Now  and C are rearranged from Eq. (13), (14) and (15) as follows:  

 

 

where  must satisfy the condition in (17) to decrease  and thus to assure OBP system relia-

bility in (16). 

2.4.3 MITIGATION OF ACCUMULATION ERROR RATE 

This subsection provides the result of the accumulation error rate with respect to the SEU 

rate and the number of mitigation windows. To calculate the lower bound of , we assume the ratio 

of OBP configuration cell resource  to be 0.20, which is more than three times higher than the 

architecture vulnerability factor (AVF) that is a conventional metric for quantifying how many upset 
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errors actually lead to functional failures of the processor design. The AVF of a typical design is be-

tween 5 and 10% of the configuration memory in the FPGA while it can be three times higher for 

the OBP system, because of the increment of the configuration memory usage by the TMR design 

with the mitigation window scheme [37]. As mentioned in Section Ⅲ, the SEU rate can be estimat-

ed using the CREME96 tool. In this model, during the 11-year solar cycle, the normal radiation lev-

el is more than 85% of the solar cycle while the worst week level is more than 12% [38]. We use the 

SEU rate at the worst week condition with OBP shield thickness  to calculate the lower 

bound of  for conservative estimation. We also set  and , respectively. In 

general, entire configuration cells can be divided into two usage types of the logic part and the 

routing network. Almost 17% of cells are used in functionality of the logic part while 83% of cells 

are used in the routing network, regardless of the circuit design [15][39]. Furthermore, the majority 

voter requires  cells to implement functionality of the majority logic part. We assume  to be 

equal to  cells that consist of three majority voters and  to be equal to 4.9  with the ra-

tio of 83% and 17%. We use the above parameters for deriving the lower bound of , 0.55, in Eq. 

(17), corresponding to one scrubbing per 1.8 days. To decrease  and ensure reliability, we fix 

 to 1, i.e., one scrubbing per 1 day. 

Fig. 4 shows a plot of  with respect to  and . A high number of MW in 

the system leads to relatively low . However, high  requires a large number of majority 

voters and the signal routing network, which are composed of configuration cells in LUTs, MUX, 

and PIPs. The decrease rate of  slows down with the increasing  because the number of 

system configuration cells  is also increased by high . 
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Fig. 4. Accumulation error rate  with respect to the SEU error rate of a device  and 

the number of mitigation windows . 

 

2.5 ESTIMATION OF OBP SYSTEM FAILURE RATES 

In this section, our mathematical model is presented to estimate OBP system failure rates. 

In Subsection 2.5.1, we set assumptions that our model only requires the information about OBP 

system configuration resources. Next, in Subsection 2.5.2 and 2.5.3 we define a SEU error model 

that consists of combinatorial logics and the routing network of the OBP circuit design implemented 

in the SRAM-based FPGA. Finally, the results of OBP system failure rates, which depend on the 

SEU rate and the number of mitigation windows, are shown in Subsection 2.5.4. 

2.5.1 ADVANTAGES OF MATHEMATICAL SEU ERROR MODEL 

In previous sections, we modeled the SEU rate and the accumulation error rate of OBP. All 
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the configuration cells are approximated to have the same , so that we utilize the i.i.d. condition 

to simplify a mathematical model of OBP system failure rates. Calculation of the exact OBP system 

failure rate may be possible when exact circuit topology and locations of bit-flipped cells by SEU 

are known. This, however, requires many levels of flows for estimation and high computing re-

sources, which are practically impossible to satisfy in a satellite during space missions. Further-

more, we cannot know immediately where bit-flipped cells are located and how many flipped cells 

affect system operations. It is still an open problem that may be possible to solve only on the ground 

facility because of the high computation requirement. In the paper [40], an analytical approach is 

presented to estimate the system failure rate that depends on the netlist failure probability and node 

error rates. This requires the detailed circuit topology and routing information of the design with the 

error model. 

On the other hand, by using assumptions in Subsection Ⅳ  that each of configuration 

cells is i.i.d. and the usage types of SRAM cells are 17% for functionality of the logic part and 83% 

for the routing network, we can estimate an approximate OBP system failure rate immediately 

during satellite mission operations in the orbit. Our mathematical model only requires the infor-

mation of OBP system configuration resources such as  ,  and system clock  to 

estimate the system failure rate. Details are provided in the following subsections. 

2.5.2 SEU ERROR MODEL IN COMBINATORIAL LOGIC 

In Virtex family FPGAs, an SEU event in the LUT configuration memory changes 

combinatorial logic values and causes faulty functionalities of the logic part. Fig. 5 illustrates an 

example, showing an output change of an original function (4-input AND) when a bit-flip occurs in 
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LUT values. With normal functionality, the LUT has exact values for the truth table, equal to 

, as shown in Fig. 5(a). However, if the  bit of “1” is flipped, the LUT 

output is always “0”, as highlighted in Fig. 5(b). The erroneous output is generated only when the 

flipped-bit is accessed for system operation and dependent on the OBP system clock cycle. Virtex-

5QV has 6-input LUTs that can implement wide logic functions and significantly reduce the number 

of logic levels.  

With the mitigation and correction scheme discussed in Section 4, the probability of a LUT 

output error is defined as . With the i.i.d. assumption of configuration cells, we can 

simply estimate the LUT output failure rate ( ) as follows: 

 

 

 

 

(a)                                    (b) 

Fig. 5. 4-input LUT example: (a) No error at 4-input AND function (b) An output error with a bit-

flip by SEU. 
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where  is the number of LUTs in one mitigation window and α is the fraction of 

SRAM cells used for the routing network, mostly 0.83 (thus,  is for functionality of the logic 

part).  is the number of configuration cells in a LUT (in case of Virtex-5,  ), 

and  is the OBP system clock frequency.  is equal to the number of configuration cells 

in one mitigation window and 17% of them are used for logic part, as mentioned in Subsection 

Ⅳ  and reflected in  of .  can be set to . In each clock pulse, all 

LUTs in one mitigation window are activated and one of  configuration cells is accessed for 

the output of the logic function.  is the probability of the logic function output failure at 

one mitigation window. 

2.5.3 SEU ERROR MODEL IN ROUTING NETWORK 

In general, the routing network occupies approximately 80-90% of the FPGA area [41] and 

routing configuration cells also account for more than 80% of the whole SRAM cells [15][39]. 

SEUs in the routing network, therefore, are the major concerns of system failure rate. The routing 

network consists of switch boxes (SBs) and connection boxes (CBs). Horizontal and vertical 

connections between routing paths are made through SBs. CLBs are connected to the routing 

network through SBs and CBs [41]. Routing information stored in the configuration memory is 

directly applied to all the routing switches connected to circuit paths, as shown in Fig. 6, modified 

from [41]. An SEU event in a routing configuration cell can flip a configuration bit and directly 

affects an unwanted signal path by making signal wire connection between CLBs and conducting 
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erroneous signal routing. The routing error is independent on  and immediately interrupts 

signal path switching operation [17]. 

The routing failure rate in one mitigation window, denoted by , is directly proportional 

to the number of configuration cells of the mitigation window that store routing information. The 

probability of a routing switch error is again given by . Therefore,  can be expressed by 

 

where  is the number of configuration cells used for configuring the routing network 

in one mitigation window. 

 

 

Fig. 6. Schematic of the routing network implemented in switch boxes and connection boxes. A 

SEU event can change routing information stored in the configuration memory. 

 

2.5.4 SYSTEM FAILURE RATE DUE TO SEU 



33 

 

Either LUT failure only, given by , or routing failure only, given by 

, may not carry into the next output and is not a major threat to create a persistent 

system error. Thus, we define failure rate  in the  mitigation window during  as er-

roneous outputs of combinatorial logic combined with wrong signal routing, given by . 

This can change the system configuration and decide the operating structure with critical impacts on 

the OBP system.  is represented as below: 

 

 

 

 

The operation failure in the entire system can occur due to at least one mitigation window malfunc-

tioning. The system failure rate  can be thus calculated as follows: 

 

 

 

where we set a mitigation window at the average size for simplicity in Subsection 2.4.2. This math-

ematical model can estimate the OBP system failure rate  without additional levels of analysis 

flow and computation requirements. 

By combining Eq. (16) and (21), Fig. 7 shows the increasing function of  with respect to 
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 for each . The value of vertical coordinate  in Fig. 7 depends on the solar 

condition, shield thickness , and the satellite orbit. We see that failure rate  is upper-bounded by 

0.2 at , which is in the worst case of space radiation environments with the thinnest 

OBP shield thickness , as listed in Table 3.  begins to saturate to near 1 around 

 for  for  , respectively. When an OBP 

system has higher ,  decrease as the number of majority voters in the system increases. 

 

Fig. 7. System failure rate  as a function of  according to the change of . 

 

2.6 ASSESSMENT OF SYSTEM RELIABILITY BY OBP SHIELD 

THICKNESS 

In this section, we analyze the mitigation of OBP system failure rates by changing Alumi-

num shield thicknesses, which can protect the FPGA device from the space radiation environments 

dominated by the activity of the Sun. The level of the Sun activity varies with time, defined as the 
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11-year solar cycle [27]. As mentioned in Section 2.3, we use CREME96 that defines different solar 

conditions of Worst week, Worst day, and Peak 5 min for modeling the worst space radiation envi-

ronments. Each condition is classified by the amount of the energetic particle flux. 

To verify feasibility of the reliable system design, we set the requirement of system relia-

bility to three nines (99.9%) during 10 minutes, which is on the verge of a scrubbing event. The sys-

tem reliability  can be defined as 

 

where  is the user-required time window for 99.9% OBP system reliability. We assume that  

is independent of each other during  = 10 minutes. 

By using Eq. (16), (21), (22), and the results of Table 3, Fig. 8 and 9 show the OBP system 

reliability  as a function of , for the change of the number of mitigation windows , 

OBP shield thickness  and the space radiation condition in LEO and MEO orbit, respectively. We 

do not consider normal radiation conditions because  is less than  even with the 

thinnest OBP shield thickness  and  is also less than . This leads to  

almost equal to zero, satisfying our reliability requirement perfectly. Each vertical dot line desig-

nates the SEU rate  with OBP shield thickness  for a radiation condition of Worst week, 

Worst day, or Peak 5 min, as listed in Table 3 while solid lines represent the reliability as a function 

of  with each . When we model radiation conditions by using CREME96, we make the 

assumption that the particle flux level from solar activities is uniform throughout the day in each 

condition. In actual radiation environments, however, this assumption may not hold and the particle 

flux level is likely to be non-uniform, depending on time and solar activity in space. The CREME96 
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tool cannot provide direct measurements of energetic proton and heavy ion fluxes in the realistic 

environment of non-linearly and non-uniformly distributed radiation levels. Therefore, each  es-

timated by the CREME96 tool, as shown in Fig. 8 and 9, is always lower than in realistic radiation 

environments. Few public data are available to model the realistic radiation environments and there 

are a very limited energy range of flux detectors and sensors on satellites such as Advanced compo-

sition explorer (ACE), Solar terrestrial relations observatory (STEREO), Deep space climate obser-

vatory (DSCOVER), and GOES. To estimate realistic  and , additional observed data and moni-

toring sensors are needed for new realistic (or real-time) space environment models in the future. 

Nevertheless, the CREME96 is still widely used for analyzing radiation effects in electrical devices, 

so that our model can be very useful to estimate failure rates and reliability of an OBP system in the 

worst-case radiation environment [38]. 

The thinnest  in each radiation condition gives the drastically highest value 

of  compared to other values of , as shown in Fig. 8 and 9. All the estimated  in differ-

ent radiation environments with various values of  and  are summarized in Table 4 and 5.  

can be improved by increasing  and . Even in the same radiation condition with the same 

 and , the value of  depends on two different orbits of LEO and MEO, as contrasted in the 

two tables. Thus, we should choose appropriate  and  to satisfy the user-required reliability 

of the OBP system in a specific orbit. For example, to meet the three-nine requirement (R > 99.9%), 

LEO requires  > 100 and  >  in the Worst day condition while MEO requires  

> 300 and  > . This analysis can provide a guideline for reliability of the OBP architecture 

and network service requirements (e.g., quality of service; QoS). 
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(a) 

 

(b) 
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(c) 

Fig. 8. OBP system failure rate  as a function of  according to the change of  and 

OBP shield thickness  for LEO in (a) Worst week condition (b) Worst day condition and 

(c) Peak 5 min condition. 

 

 

(a) 
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(b) 

 

(c) 

 Fig. 9. OBP system failure rate  as a function of  according to the change of  and 

OBP shield thickness  for MEO in (a) Worst week condition (b) Worst day condition and 

(c) Peak 5 min condition. 
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Table 4 

OBP system reliability  according to the radiation condition and shield thickness  in LEO. 

 

 Radiation Conditions with T = 2 mm 

MW Worst 

week 

Worst 

day 

Peak 5 

min 

100 
   

200 
   

300 
   

400 
   

500 
   

 Radiation Conditions with T = 4 mm 

MW Worst 

week 

Worst 

day 

Peak 5 

min 

100 
   

200 
   

300 
   

400 
   

500 
   

 Radiation Conditions with T = 5 mm 

MW Worst 

week 

Worst 

day 

Peak 5 

min 

100 
   

200 
   

300 
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400 
   

500 
   

 Radiation Conditions with T = 7 mm 

MW Worst 

week 

Worst 

day 

Peak 5 

min 

100 
   

200 
   

300 
   

400 
   

500 
   

 

Table 5 

OBP system reliability  according to the radiation condition and shield thickness  in MEO. 

 

 Radiation Conditions with T = 2 mm 

MW Worst 

week 

Worst 

day 

Peak 5 

min 

100 
   

200 
   

300 
   

400 
   

500 
   

 Radiation Conditions with T = 4 mm 

MW Worst 

week 

Worst 

day 

Peak 5 

min 
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100 
   

200 
   

300 
   

400 
   

500 
   

 Radiation Conditions with T = 5 mm 

MW Worst 

week 

Worst 

day 

Peak 5 

min 

100 
   

200 
   

300 
   

400 
   

500 
   

 Radiation Conditions with T = 7 mm 

MW Worst 

week 

Worst 

day 

Peak 5 

min 

100 
   

200 
   

300 
   

400 
   

500 
   

 

2.7 CONCLUSIONS 

This subject presents a mathematical model to predict OBP system failure rates in harsh 

space radiation environments. Our model can estimate the system failure rate by using SEU rates 
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and the information of OBP system configuration. This makes it possible to immediately estimate 

OBP system failures during satellite mission operations in orbit. 

The results of system failure rate are also shown with respect to the SEU rate as in Fig. 7 of  

Section 2.5. Our studies find that the system failure rates in MEO are nearly two orders of magni-

tude greater than that of LEO. The high number of mitigation windows brings superior capability to 

mitigate the system failure rate of FPGA despite requiring the high usage of memory resources for 

implementing the voting system, which may cause the increase of system complexity and the delay 

of system operations. 

Finally, the quantitative reliability of space system is provided in Fig. 8 and 9, showing the 

tendency towards the change of system reliability depending on the number of mitigation windows, 

shield thickness, and requirement time. In addition, our model evaluates user-required reliability for 

reliable system operations in Section 2.6. According to the results, the worst solar condition with the 

high altitude causes low system reliability. This can be improved by increasing the number of miti-

gation windows and shield thickness. However, the weight increment by thicker shields can raise 

the launch cost. 

Our analysis provides a cornerstone not only for the reliable space system architecture that 

will be deployed on spacecraft and satellite systems, but for industrial applications using new FPGA 

families. Future work may include more detailed analysis of the system failure rate including the 

increased clock asynchronization problem and cross-domain errors in mitigation windows because 

of complicated clock trees and area overheads with a large number of TMR modules. More orbit 

data and bandwidth of energetic particles observed by monitoring sensors on satellites will be bene-
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ficial to make this model fit for real-time satellite systems. 
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3. END-TO-END RELIABILITY OF SATELLITE COMMUNI-

CATION NETWORK SYSTEMS                                   

3.1 INTRODUCTION 

Satellite communications can provide economic network services with ubiquitous and 

global coverage, embracing underdeveloped countries and rural areas without relying on terrestrial 

cellular infrastructure. Advanced communication satellites use multiple spotbeams with phased-

array antennas, which support high data rates and reuse invaluable radio frequency spectra [42]. It is 

expected that an onboard processor (OBP) will increase system flexibility and guarantee a high 

quality of service (QoS). Such advances can provide various functionalities for the signal processing 

and packet switching by lowering overall costs and through small size, weight, and power (SWaP) 

[1] while also reducing the overall end-to-end user latency [43]. These state-of-the-art technologies 

can cope with the growing demand for wireless network services and facilitate direct communica-

tion services to mobile users [44]–[46]. A control and management subsystem on the ground, con-

sisting of network control centers (NCCs) and network management centers (NMCs), provides real-

time functions to control satellite terminal admission and resource allocation for reliable network 

services. Multiple-access protocols for satellite gateways (SGWs) can prevent collisions of transmit-

ted packets and assure a good quality of uplink communications [47], depicted in Fig. 10. In addi-

tion, reliable physical and medium-access control (MAC) schemes for satellite massive-machine-

type communication (mMTC) will become important for minimizing signaling overhead, energy 

consumption, and packet retransmissions [2]. 

The main obstacles for reliable satellite communications are the vulnerability to radiation  
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Fig. 10. Satellite network architecture  

 

of OBP systems, the uplink/downlink satellite channel states, and uplink multiple-access packet col-

lisions. 

An OBP implemented in a field-programmable gate array (FPGA) has volatile static ran-

dom-access memory (SRAM) memory, which is highly vulnerable to space radiation environments, 

with the most common damage resulting from single-event upsets (SEUs) [11]. A SEU is defined as 

a change of state of an electrical device or microelectronic circuit triggered by energetic particles 

such as protons and heavy ions from the sun, Van Allen radiation belts, and/or deep space [4]. To 

prevent these errors, space applications generally adopt triple modular redundancy (TMR) with con-

figuration memory scrubbers [12][48], but the optimal design remains an open problem. In our pre-

vious research [49], we presented a mathematical method for estimating OBP system failure rates in 
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harsh space radiation environments and provided an OBP reliability analysis depending on the SEU 

event, shield thickness, scrubbing rate, and the number of mitigation windows, as defined in TMR 

modules. 

In satellite communications, high-frequency signals are deteriorated by certain weather 

conditions (heavy rain or moisture), multipath fading, Doppler shifts, and phase variations, among 

other causes. The reliability of the link is evaluated through the bit error rate (BER) and packet error 

rate (PER) as affected by the signal-to-noise ratio (SNR), the modulation schemes and coding rates, 

and the states of the uplink and downlink channels considering the slant ranges [50]. A poor channel 

state can degrade the quality of data transmissions, an unavoidable situation in satellite communica-

tions. Therefore, simple binary phase shift keying (BPSK) and quadrature phase shift keying 

(QPSK) techniques are used as the main modulation schemes to ensure robust communications [51]. 

Increased packet traffic loads coupled with limited available resources (e.g., frequency 

spectrum and time slots) currently require highly reliable and efficient communication protocols. It 

is inefficient for satellites to use carrier sense multiple access (CSMA) owing to the long propaga-

tion delays of this method, which also incurs considerable overhead to avoid collisions and to sus-

tain synchronization for the success of total end-to-end packet transmissions from sources to desti-

nations. For the bursty packet traffic typical of large networks, it is also inefficient to use fixed re-

source assignments such as frequency division multiple access (FDMA) and time division multiple 

access (TDMA). The performance capabilities of random-access protocols have attracted growing 

interest in efforts to enhance broadband satellite throughput levels and reduce communication over-

heads. Asynchronous contention resolution diversity ALOHA (ACRDA) is an unslotted random-
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access protocol with packet replicas capable of reducing delays and the degree of terminal complex-

ity [52]. A detailed analysis found that the ACRDA protocol outperforms slotted ALOHA (e.g., con-

tention resolution diversity slotted ALOHA: CRDSA) with respect to the packet loss ratio (PLR) 

and throughput [53]. The ACRDA demodulator used at the satellite transponder (or the gateway 

demodulator) has memory to store asynchronously arriving replica packets from the uplink and can 

scan repeatedly to resolve packet collisions [54][55]. The information recovered from a successfully 

decoded packet with forward error correction (FEC) codes is exploited to prevent packet collisions 

during the iterative interference cancellation (IIC) process [56]. 

To the best of our knowledge, few studies have attempted system reliability analysis of 

complex satellite networks. This is the first study to present a closed-form reliability model to ana-

lyze the system failure probability of satellite communication networks taking space environments 

into account and to estimate the system status as in either a good, degraded, or completely shut-

down operational state. We focus on the four major factors of the OBP states, uplink channels, 

downlink channels, and uplink packet collision losses, which provide representative information 

when evaluating the quality of OBP and communication links. By focusing on the four factors, we 

represent the end-to-end reliability of the satellite communication system and provide a simple 

analysis model. Each factor has a direct impact on the overall network reliability, and the model can 

be extended by adding more factors. In addition, the four factors of this idea can significantly 

change by environmental effects, such as space radiation environments, channel conditions, and 

bursty packet traffic loads, after each communication satellite access time, more than other factors 

consisting of communication systems. This article presents a method to assess the end-to-end relia-
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bility of satellite communication networks by quantifying the probabilities of network state changes 

caused by the atmospheric conditions, space radiation environments, and/or packet traffic loads. Our 

model reliably measures the service probability of the network system as affected by the four 

aforementioned representative factors. To the best of our knowledge, this is the first approach to 

suggest a methodology that represents the network reliability function, which is updated every ac-

cess time. This shows not only the results of the satellite network reliabilities, but also the relative 

importance and impacts between the four factors. In addition, an example of a network reliability 

analysis is provided with respect to the satellite uplink PLR and throughput. The contributions of 

this article can be summarized as follows. 

⚫ We present a multi-state Markov model for a simple analysis of a complex satellite 

communication network system considering the space environments, satellite-to-

ground channels, and packet traffic loads. 

⚫ We build a continuous-time model and derive probability distributions of various net-

work states, representing good, degraded, and completely shut-down operational con-

ditions. 

⚫ We present a mathematical approach to provide quantitative results of the network re-

liability analysis from the perspective of the OBP architecture, space radiation envi-

ronment, and packet traffic load. In addition, we analyze the relationship between sys-

tem reliability and network throughput. 

⚫ We present a methodology that can update the reliability distribution according to 

changes in environmental parameters and satellite access times.  
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⚫ We provide numerical results of the satellite network reliability as an indication 

whether adjustable elements of the four factors are eligible to sustain reliable end-to-

end services. 

The rest of this subject is organized as follows: In Section 3.2, we explain the four factors 

affecting network reliability and define failure and repair rates. In Section 3.3, we specify the con-

cept of multi-state satellite communication network system reliability and construct a Markov mod-

el composed of 16 states with the four factors and transition probabilities. In addition, we derive the 

state probabilities for the good, degraded, and completely shut-down operational states. In Section 

3.4, we provide the results of the quantitative network system reliability analysis considering an 

OBP structure with radiation environments and traffic loads with multiple-access protocols, and dis-

cuss how to improve the reliability of the network system. Section 3.5 presents a method that up-

dates the probabilistic distributions of the states when environmental parameters and satellite access 

times change. Finally, we conclude the subject in Section 3.6. Table 6 and 7 list the acronyms and 

notations in the order of appearance throughout the subject, respectively. 

 

TABLE 6 

List of Abbreviations in The Order of Appearance 

Symbol Definition 

OBP On-board processor 

QoS Quality of service 

SWaP Small size, weight and power 

NCCs Network control centers 

NMCs Network management centers 
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SGWs Satellite gateways 

MAC Medium-access control 

mMTC Massive-machine-type communication 

FPGA Field-programmable gate array 

SRAM Static random-access memory 

SEUs Single-event upsets 

TMR Triple modular redundancy 

BER Bit error rate 

PER Packet error rate 

SNR Signal-to-noise ratio 

BPSK Binary phase shift keying 

QPSK Quadrature phase shift keying 

CSMA Carrier sense multiple access 

FDMA Frequency division multiple access 

TDMA Time division multiple access 

ACRDA Asynchronous contention resolution diversity ALOHA 

PLR Packet loss ratio 

FEC Forward error correction 

IIC Iterative interference cancellation 

LUT Look-up table 

LDPC Low-density parity-check 

DVB-S2 Digital video broadcasting-satellite-second generation 

DVB-RCS Digital video broadcasting-return channels 

MPR Multi-packet reception 

CCSDS Consultative committee for space data systems 

SPENVIS Space environment information system 

STK System toll kit 

 

TABLE 7 

List of Notations in The Order of Appearance 
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Symbol Definition 

 
On-board processing (OBP) system failure rate 

 
Fraction of configuration cells used for the routing network 

 
Accumulation error rate in the OBP system configuration 

memory during a scrub cycle 

 
Number of mitigation windows 

 
Number of configuration cells in a look-up table (LUT) 

 
OBP system clock frequency 

 
Packet loss ratio (PLR) 

 
PLR of one replica packet at the  iteration 

 
Maximum number of iterations 

 
Number of replicas 

 
Maximum number of packets that can be recovered at each 

iteration 

 
Number of time slots in a virtual frame 

 
Combination, equal to  

 
Probability, equal to  

 
Number of arrivals in two packet slots 

 
Number of loops given  

 
Traffic load (packets per packet time) 

 
Number of summations of products of a combination term 

with a conditional cumulative mass function of the maxi-

mum  packet transmissions 

 
OBP repair rate, equal to the inverse of the fixed OBP 

scrubbing cycle 

 
Time duration 

 
Average bit error rate (BER) in the uplink 

 
Average BER in the downlink 

 
Reliability function for time duration  

 
Number of observation intervals 

 
Average BER in the uplink channel at the  interval 
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Satellite access time, equal to  

 
Repair rate of the uplink 

 
Repair rate of the downlink 

 
Repair rate of the multiple access protocol 

 
 Markov state  

 
Time interval 

 
Probability of the one-step transition from  to  after 

time interval   

 
 network state probability at time   

 
Complex variable 

 
Laplace transform 

 
Laplace transform of  for complex variable  

 

 
 coefficient matrix  

 
Inverse Laplace transform 

 
Coefficient of the amplitude for   

 
Coefficient of the time scale for   

 
OBP shield thickness 

 
Throughput of multiple access protocol 

 
Number of gateways having been accessed 

 
Upcoming access time with the  gateway  

 
Arrival time of the  gateway 

 
New reliability function as if the new parameters were ef-

fective 

 
Updated reliability function with a new gateway connection 

 
Time when  is satisfied in Case 1 of 

Section V 

 
Time when  is satisfied in Case 2 of 

Section V 

 
 of Case 2 in Section V 

 
 of Case 2 in Section V 

 
Time when  is satisfied with 
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 in Case 2 of Section V 

 

3.2 MODELING OF MAJOR FACTORS FOR NETWORK RELIABILITY 

The previous studies on evaluating reliability of satellite networks mainly considered the 

analysis of bit error rate (BER) and packet loss ratio (PLR). In this section, we define four major 

factors that primarily determine the quality of network services: OBP states, uplink channels, down-

link channels, and uplink packet collision losses, which are used to construct a Markov model repre-

senting the reliability of a satellite communication network. 

3.2.1 OBP SYSTEM ERRORS 

The system errors by SEUs are still open problems because of lack of data for space radia-

tion environments and their effects when the system operates. Jet propulsion laboratory (JPL) and 

Xilinx provide the SEU test results for the cross-section of SRAM in the FPGA with respect to pro-

ton and heavy ions’ energy [57]. Also, some researchers of the NASA empirically provided only 

qualitative analysis results of the system functional errors by SEU events and said that roughly 10% 

of SEU events affect the functional errors in practice [58]. Asadi et al. suggested an analytical tool 

that accurately computes the soft error rate of FPGA-based designs by using the circuit topology, 

netlist, and node error rate [59]. But it is inappropriate to use in the satellite OBP system, because of 

many flow levels for calculation and unpredictable locations of bit-flipped configuration cells. To 

estimate the OBP system failure rate during the satellite operation, we presented a mathematical 

model to estimate the OBP system failure rate for a simple approach, with respect to space radiation 

environments and OBP structures, and suggested a guideline on the OBP system design for reliable 
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operation [49]. 

As robust OBP operation against space radiation is essential, triplicated software redundant 

structures are also widely used for reliable system operations. We define the OBP system failure rate 

 as a function of the SEU rate, affected by the hardware and software architecture.  increases 

over time because the accumulated SEU errors also increase with respect to the exposure time in 

space radiation environments. 

SEU events can change the SRAM cell information of the OBP system configuration. Each 

SEU event is assumed to be independent and identically distributed (i.i.d.), and the SEU rate follows 

a Poisson distribution. Such errors accumulate until a scrubbing is triggered, and they can be effec-

tively alleviated by the TMR architecture. In general, the usage types of configuration cells can be 

divided into the logic part and the routing network part, regardless of the circuit design. Hence,  

is derived as shown below: 

            

Here,  denotes the fraction of configuration cells used for the routing network,  is the accu-

mulation error rate in the OBP system configuration memory during a scrub cycle,  is the num-

ber of mitigation windows that are defined in the TMR modules,  is the number of configura-

tion cells in a look-up table (LUT), and  is the OBP system clock frequency.  is ob-

tained from the OBP architecture information, such as the number of mitigation windows, the 

scrubbing rate, the SEU rate, the numbers of OBP system configuration cells and FPGA configura-

tion cells, the ratio of the OBP logic and the routing parts, and the average fan-out number.  We 

refer to earlier work [49] for the derivation of Eq. (23) and the parameter values to calculate . In 
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accordance with ,  has the highest failure rate at the brink of scrubbing. 

3.2.2 BIT ERROR RATES IN UPLINK AND DOWNLINK SATELLITE CHANNELS 

The reliability of the communication link is evaluated through BERs. In previous studies, 

the BER for certain modulation, channel coding rate, and SNR with a satellite channel model (e.g., 

Gaussian, Rayleigh, Rician, etc.) is given by the complementary error function [60]. However, it is 

not enough to represent reliability of the overall satellite network system by considering only BERs. 

In this subject, we define  and  as the BERs in the satellite uplink and downlink channels, 

respectively, and use them as the failure rates for uplink and downlink transmissions, which are two 

of the four major factors. 

The channel coding techniques widely used for satellite communications are low-density 

parity-check (LDPC) codes and turbo codes. LDPC codes have been adopted not only as a digital 

video broadcasting-satellite-second generation (DVB-S2) standard but also for Ethernet (IEEE 

803.3an), WiFi (IEEE 802.11n), and WiMAX (IEEE. 802.16e) standards. Turbo codes are used for 

DVB-return channels by satellites (DVB-RCS) and are included in the consultative committee for 

space data systems (CCSDS) standard for satellite and deep space communications [61]. These 

standards guarantee low bit error rates (BERs) with a reasonable SNR. Interleavers of LDPC and 

turbo codes can cope with burst errors in a multipath fading channel by spreading link errors so that 

they are independent of each other.  

3.2.3 UPLINK PACKET COLLISIONS 

Packet collisions from randomized packet transmissions can be a major cause of network 
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degradation [54]. This is more problematic over the uplink because downlink transmissions can be 

coordinated by a scheduler either onboard or on the ground. The reliability rates and throughputs of 

various uplink multiple-access protocols are evaluated by the packet loss ratio (PLR), which is the 

ratio between the number of packets lost due to collisions and the total number of packets which 

arrive within a certain time slot. Here, we choose the ACRDA protocol as one example of an uplink 

multiple-access scheme to analyze the reliability of a satellite network and to provide analytic re-

sults of the network state probabilities and throughputs. 

The ACRDA demodulator with the IIC check capable of multi-packet reception (MPR) can 

have a limited number of packets recovered at each iteration [62]. This type of algorithm can be 

compatible with an on-board implementation [63] in OBP satellite. Unlike the OBP system failure 

rate and the BER, the PLR depends on the packet traffic load from end users (or devices) and packet 

collisions are independent of other factors. In the real packet interference cancellation procedure, 

the performance of IIC is very sensitive to the SNR imbalance among users. Higher imbalance 

makes the cancellation procedure easier because of the power capture effect [54]. In this subject, we 

use the closed-form PLR of ACRDA with MPR to determine the failure rate of the uplink multiple 

access scheme, which does not describe the power capture effect and only considers traffic load . 

We set the number of replicas , which is known to be the best value with regard to through-

put and a short delay [53]. The PLR  is expressed as shown below [64], 
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where  is the PLR of one replica packet at the th iteration, , with the maximum 

number of iterations ;  is the maximum number of packets that can be recovered at each 

iteration, and  is a probability equal to .  is equal to , which is the number of 

different combinations that arise when the remaining  replicas are transmitted in the remain-

ing  time slots of virtual frame size .  is the number of arrivals in two packet slots, and 

 is the number of loops given . In this scenario, a loop refers to a situation in which all replica 

packets undergo unrecoverable collisions with one or more replica of other packets.  is the num-

ber of packets per packet time, representing the total traffic load, and the function  is the 

number of summations of products of a combination term with a conditional cumulative mass func-

tion of the maximum  packet transmissions. We assume  and that the virtual frame 

size  slots in our analysis. For  we have  with  
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and  with  [65].  can be interpreted as the failure rate of the 

multiple-access protocol. 

We note that the BER (or PER) causes incorrect data transmissions due to poor channel 

conditions while the PLR represents the data losses due to packet collisions. Both are assumed in-

dependently to degrade the network reliability in our analysis. 

3.3 MULTI-STATE MARKOV MODEL OF A NETWORK SYSTEM RE-

LIABILITY 

In this section, a Markov model is presented to establish the relationship among network 

states affected by the aforementioned major factors and to measure the reliability of the multi-state 

satellite communication network. The Markov model is converted to 16 Laplace-domain functions, 

which are then inverted to closed-form probability distribution functions.  

3.3.1 FAILURE AND REPAIR RATES 

First, the parameters , , , and  must be modeled as non-negative fixed parame-

ters to introduce the transition probabilities of the Markov model.  can easily be defined as the 

fixed failure rate during the satellite access time, because the non-decreasing  does not increase 

within the access time when the radiation environment is in the normal condition [49]. The value 

can be calculated by Eq. (23) and may change at the next access time with an increase in the radia-

tion exposure time or upon a scrubbing event. As satellite channels are in general quasi-static during 

the satellite access time, the average BERs  and  can be modeled as constant values, as de-

termined by the SNRs, block lengths, code rates, and channel conditions.  is also an average 

value according to the packet traffic of user applications. 
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The OBP repair rate  is defined as the inverse of the fixed OBP scrubbing cycle such 

that it is always a constant during every access time. Other repair rates in the Markov model can be 

obtained from the reliability function  for time duration . The repair rates of the uplink and 

downlink channels, and the multiple-access protocol, , , and , respectively, are 

derived as shown below. 

 

 

In these equations,  with  is the probability density function of random variable 

, representing the lifetime of a component with failure rate  derived from BER  or 

PLR . This survival probability represents the error-free probability during the time interval 

, equal to . We note that the influence of the previous BER or PLR on the relia-

bility of the network diminishes gradually. Therefore, we can derive the repair rate according to  

 

 

where  is the number of observation intervals and  is the average BER in the uplink chan-

nel at the ith interval.  is the satellite access time. Other repair rates  and  can 

also be obtained using the same approach1. 

 
1 For geostationary earth orbit (GEO) satellites, the access time may reach the lifetime of the GEO satellites, i.e., exceeding-

ly many decades. This can make it difficult to analyze the reliability of the satellite network because the repair rate can ap-

proach zero according to Eq. (27). To avoid this, we may only consider recent intervals to calculate the average. 
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3.3.2 MARKOV MODEL 

The reliability of the satellite communication network can be modeled as a Markov process 

of 16 network states with the four factors, as shown in Fig. 11. The state  is repre-

sented by four tuples in the countable set 

. Each tuple has a binary value, either 0 

for normalcy or 1 for failure, and a change of one tuple designates a state transition of the corre-

sponding factor. All failure rates  and repair rates  are modeled as 

fixed rates while remaining independent of each other. Every state transition from  to  

 with discrete time interval  follows the Markov property. The discrete-time Mar-

kov chain is given by  

 

where  is the probability of the one-step transition from  to  after time interval  

For example, the probability of a state transition from  to  is denoted as  and is equal to 

the failure rate . If  is small enough ( , the self-transition probabilities can be described 

as 

 

With the definition of the Kolmogorov differential equation, the differential equation of the state 

probabilities  at time  is written as follows [66]: 
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Fig. 11. Markov model containing 16 network states with four factors 

 

3.3.3 DERIVATION OF STATE PROBABILITIES 

To derive , we use the Laplace transform of the probability distributions of the net-

work states. The Laplace transform of Eq. (30) with  is expressed as 

 

where  is a complex variable and  is the initial probability of state . When the network 

system starts operating, the initial state of the network system is always in the good condition, 

. Therefore, the initial probabilities are given as 

. From Eq. (31) the initial state  is defined as 
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below:  

 

With Eq. (32) rewritten to the matrix form, all the transition probabilities  are replaced by the 

failure rates  and the repair rates , corresponding to  the state tran-

sition of the Markov model shown in Fig. 11. The matrix form of the initial states is given by 

 

where  is a  coefficient matrix, as follows: 

 

Thus, the Laplace transform  is defined by the inverse of . With the ini-

tial probabilities the Laplace transforms of the state probabilities are obtained as follows:  

 

where all the Laplace transforms of the satellite communication network states correspond to the 

first row of . 

We can calculate the final value from ,   

 

which is useful for determining the long-term steady-state value without calculating the exact in-

verse Laplace transform. With the inverse Laplace transform , the state function 

 is given by 
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To analyze an exemplary Markov model, we set   based on the OBP 

system failure rate with an OBP shield thickness of  and mitigation window size  

in the worst-week radiation condition of LEO in our model, as implemented in the space-grade 

SRAM-based FPGA Virtex-5QV.  is given as the inverse of a scrubbing cycle in 

. We also set   and  and   in the ACRDA 

protocol with traffic load  and the maximum number of recovered packets  [62]. 

Other repair rates , , and  are derived by Eq. (27) with an 

initial access time of  seconds for LEO.  

The reliability of the satellite communication network is shown in Fig. 12 in terms of the 

good state probability . With Eq. (37), the results of the state probabilities are shown in Fig. 

13. All state probabilities converge to the final values in Eq. (14). We note that the error probability 

of the satellite communication network is defined by . Our four-tuple model 

can be readily extended by adding new factors, such as buffer overflows, human errors, inter-

satellite link (ISL) channels and the OBP states of multiple satellites [67].  
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Fig. 12. Reliability of a satellite communication network in a good state  

 

 

Fig. 13. State probabilities of satellite communication network  
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3.4 ANALYSIS OF THE SYSTEM RELIABILITY WITH A SPACE ENVI-

RONMENT AND NETWORK THROUGHPUT 

In this section, analytic results are presented to compare the network reliability according 

to the OBP architecture and space radiation environments for the LEO. In addition, the relationship 

between reliability and the packet traffic load and throughput is provided.  

3.4.1 NETWORK RELIABILITY IN SPACE ENVIRONMENTS 

The OBP system failure rate can change according to the number of mitigation windows 

, the OBP shield thickness , and/or the space radiation conditions. To analyze the radiation 

effects, we initially determine the OBP structure parameters, as provided in earlier work [49], and 

use the radiation conditions of  the “Worst week” and “Worst day,” which are categorized accord-

ing to the amounts of flare-enhanced solar particle flux. When the radiation condition deteriorates, 

the value of  in Eq. (23) increases. This then increases the OBP system failure rate . The 

space environment information system (SPENVIS) provides easy access to solar flares and space 

radiation environment models for calculating SEU rates.  

From Table 8 of the worst-week and worst-day cases, it is clear that the final value of  

 decreases with small values of   and . In our previous research [49], Eq. (23) pro-

vides a guideline to define OBP system parameters, not only certain  and , but also average 

fan-out, scrubbing cycle, system frequency, and the amount of memory usage. The numerical result 

of Eq. (23) determines  in harsh space radiation environments and this also affects the reliability 
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of the network system in the long term. For example, , which is derived by 

, , and other OBP system parameters from [49] in the worst-week radiation 

condition, makes the final value . If OBP developers have the OBP system parame-

ters fixed, except for  and , because these two parameters are easily adjustable than others, 

and need higher than the ‘three-nine' final value , they must set values higher than 

 and , shown in Table 8, which results in lower than . 

However, a high  increases the satellite mass, which affects the survival probability and launch 

cost, especially with small communication satellites [68]. In addition, an excessive number of miti-

gation windows can cause the high use of memory resources and long system delays with high OBP 

complexity. Therefore, appropriate values of  and  must be selected to manage the trade-off 

between the user requirements of  and the satellite operation cost. 

 

TABLE 8 

FINAL SYSTEM RELIABILITY VALUES  FOR LEO 

 

Worst Week mm  mm 

   

   

   

Worst Day  mm  mm 
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3.4.2 NETWORK RELIABILITY AND THROUGHPUT WITH ACRDA 

Here we provide analytic results for the reliability satellite of the communication network 

system with the network throughput and show the impacts of packet collisions. The throughput  

of ACRDA with MPR is given in terms of the traffic load  and PLR  [53], as follows, 

 

which is plotted in Fig. 14 with the maximum number of iterations  for the IIC process, 

the number of replicas  and the maximum number of recovered packets . The PLR 

shows a significant increase after , leading to a decrease of  despite the high . 

 

 

Fig. 14. PLR of ACRDA with the MPR protocol with  and  [64] 
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From our network reliability model of Eq. (37), Figs. 15 and 16 show the results of the 

network reliability  with the change of , which is a function of  in Eq. (24). The net-

work throughput  is also provided with  and  from Eq. (38). The extent to which  

quantitatively affects both  and  during the access time is apparent.  As shown in Fig. 14, 

we use the analytic results of PLR from an earlier study [64], resulting in a small value of 

 with . With the result shown in Fig. 14 and our reliability model in Eq. 

(37), we can derive the relationship between  and , affected by , as shown in Figs. 15 

and 16.  Fig. 15 depicts the decrease of  caused by the increase of  with . Nev-

ertheless, when  remains higher than , the increase of  matches that of  

due to the small .  On the other hand, in Fig. 16,  decreases in spite of the increase in  

 because increasing  brings a significant increase of , as shown in Fig. 14. Specifi-

cally,  also decreases drastically with  owing to the high PLR from the packet 

collisions caused by the high packet traffic load . 
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Fig. 15. Network reliabilities and throughputs according to the traffic load {0.5, 1.0, 1.5, 

1.54} 

 

Fig. 16. Network reliabilities and throughputs according to the traffic load {1.541, 1.543, 

1.545, 1.547} 
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These results highlight the impact of the traffic load, which can be the random-access pro-

tocols of multiple users. Using our quantitative reliability analysis in terms of the network state, we 

can estimate whether or not the network is sufficiently reliable compared to the user-defined re-

quirement. For example,  increases significantly when  is more than 1.5, because of the inca-

pable IIC process with the decoding threshold as expressed in Fig. 14. At the same time, this leads 

to a sharp decrease of the repair rate  from Eq. (27), which induces a significant decline of 

 and a reduced value of . If users require ‘three-nine’  reliability within 

one access time and  is less than or equal to  according to , the throughput 

 is almost equal to  and , which retains the reliability  higher than 0.999 

as shown in Fig. 15. However, when  is higher than 1.541,  drops sharply with respect to 

the significantly increased . This also makes  smaller than  and  significantly decreas-

es. We compare two cases of  and , deriving  according to 

 and  according to , respectively. As shown 

in Fig. 16, these two cases have significantly different values of . Especially,  with 

 does not satisfy the three-nine requirement. Therefore, we must adjust the packet traffic 

transmitted from the terrestrial network for , as shown in Fig. 15.  

3.5 UPDATE OF RELIABILITY FUNCTIONS 

In the previous section, we presented the results of the network reliability with respect to 

the change of  or  within an access time, which are derived by the Markov model from Sec-

tion 3.3. The four factors in the Markov model can change significantly by environmental condi-
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tions, such as accumulated damages by space radiation, satellite channel conditions, and packet traf-

fic loads, in every access time, so that the network reliability can change as a function of time after 

each access time. In addition, each satellite access time has a different satellite trajectory passing 

over every gateway, which causes the change of the network reliability every access time. There-

fore, we need a solution to represent the continuous-time network reliability function with the 

changes of the four factors over different satellite access durations. 

After the satellite connection is switched to different gateways, the environmental parame-

ters may randomly change under different weather conditions depending on the satellite trajectory, 

leading to changes of the distribution and final value of . As shown in Fig. 17, we denote the 

arrival time  of the  gateway as the sum of the access time  with  for 

 different gateways previously accessed; i.e., . This approach is similar to that 

of the renewal process [66] with regard, for instance, the use of the term “arrival time,” but here the 

upcoming access time can be estimated from the orbit trajectory and the angle of arrival with very 

high accuracy using the system toll kit (STK) [69]. 
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Fig. 17. Illustration of the access time   ( ) and arrival time  for gateways, 

similar to the renewal process. Note that the upcoming access time  and arrival time 

 are predictable. 

 

In this section, we suggest a method that can be used to update the network reliability func-

tion according to changes of the environmental parameters during a new access time. In Section 3.3, 

we converted a discrete Markov chain model to continuous-time state functions to analyze the satel-

lite network system reliability and showed that the probability of each network state gradually 

changes over time. The updated reliability function is also modeled as a continuous-time reliability 

function, which gradually approaches the final value  of Eq. (36) stemming from the 

changed environmental parameters. We define  as a new probability distribution function 

as if the new parameters were effective even before switching the gateway and  as the updat-

ed reliability function that formulates a continuous probability distribution with a new gateway con-

nection. The probability distribution function of  is expressed by either the time-shifted 
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 or the reflection of the time-shifted  around the horizontal line of . 

Depending on the difference between  and , the amount of the time-shift for the 

mirrored function of  is determined. More details about the update processes are provided 

below. In the following examples in this section, we note that the changes of  and  are only 

considered for the sake of simplicity, but our approaches are still also applicable to other environ-

mental parameter changes, even with multiple parameters changing at the same time. 

⚫ Case 1:   

When we have ,  is expressed as a time-shift of . Sub-

sequently, we find , satisfying , which is used as the value of the 

time-shift for .  is given by 

 

⚫ Case 2:   

When we have ,  has three different subcases based on the val-

ues of ,  and the final value , which can be obtained by Eq. (36). The 

first subcase is when  and  still decreases in the same way as in Case 1. 

Meanwhile,  can occur with a large increase of . With 

, the second subcase is when 

. The third subcase is with  and 

. 

⚫ Subcase 2–1:   
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The expression of  is defined in the same way as in Case 1 with  .  

 

where  satisfies . 

⚫ Subcase 2–2:  and  

With , the probability distribution of  after  is expressed as the reflec-

tion of  around the horizontal line of  . The updated  is then given as 

follows, 

 

the detailed derivation of which is provided in Appendix A. 

⚫ Subcase 2–3:  and  

The time-shift of the reflected  satisfies the following:  

 

Then,  is given as follows: 

   

which is derived in Appendix B. The increase of  is obtained by , af-

fected by the time-shift .  

Fig. 18 plots an exemplary  to illustrate all of these cases and subcases. For 

 from , the environmental parameter changes lead to 

 satisfying  in Case 1, and  is used to define  with the 

new access time. Then, for the next  from , the parameter changes result in 
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 of Eq. (40) in Subcase 2–1. For  from  is an example of Subcase 

2–2, where , , and  satisfy  for  in Eq. (41). Finally, 

for an example of Subcase 2–3 for  from , the changed parameters lead to 

 in Eq. (42) and (43).  

With this approach, the network reliability can be predicted in real time by reflecting ex-

ternal condition changes. This procedure can be repeated for every new connection. The numerical 

results can provide an insightful suggestion for satellite network reliability according to the adjusta-

ble elements of these four factors (e.g., OBP structures, signal power allocation, admission control 

for uplink packet traffic, etc.), and references whether adjusted elements are eligible to sustain relia-

ble end-to-end services. 

 

 

Fig. 18. The updated reliability function  during  
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3.6 CONCLUSION 

This subject proposed a Markov model of a multi-state satellite communication network 

system and a methodology for updating the probabilistic distributions of the network system. Our 

model is the first to represent a reliability of the end-to-end service of satellite network. Our results 

showed that the network reliability is affected not only by satellite channels and packet collisions 

but also by the OBP structure and space radiation environments. We provided a quantitative analysis 

of the network reliability and evaluated the change in the reliability with respect to the channel con-

ditions, the packet traffic load, the OBP structures, and the radiation conditions. In addition, we 

showed that our model can reliably measure the service probabilities for a satellite communication 

network system with network throughputs according to the packet traffic load. Environmental data 

for the four factors (the OBP states, uplink channels, downlink channels, and uplink packet collision 

losses) can be obtained from the SPENVIS tool, channel state information (CSI), and the count of 

received packets in the IIC process. The collected data are used as environmental parameters of the 

Markov model and the results can be exploited for various purposes, such as monitoring systems 

with deep learning algorithms to sustain and construct a reliable satellite network system. In future 

work, a global satellite network reliability model with real-time environmental parameters, such as 

the antenna power allocation, packet buffers, ISL channels, relays between LEO and GEO satellites, 

and transmission delays, can be suggested to estimate the network reliability in real time. 

APPENDIX A 

We derive the update method for Subcase 2–2 in Section 3.5. With the final value 
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 satisfying  and , the updated reliability func-

tion  with  increases until it reaches .  is modeled as 

 for , where  is a constant. With ,  satisfies 

 

Then,  is derived as shown below: 

 

Thus, , leading to Eq. (41). 

APPENDIX B 

We derive the update method for Subcase 2–3 in Section 3.5. With the final value 

 satisfying , the updated reliability function  also satisfies 

. The time point  of , which satisfies 

, represents the time-shift for the increase of  as described 

by . By rearranging the above relationships, we can find  satisfying Eq. (42). The in-

crease of  is modeled by  for , where  is a con-

stant.  can be found from 

. Thus, we have 

 and , leading to Eq. (43).  
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4. RELIABILITY OF SMALL SATELLITE NETWORKS WITH 

SOFTWARE-DEFINED RADIO AND ENHANCED MULTIPLE 

ACCESS PROTOCOL                                             

4.1 INTRODUCTION 

Space projects with CubeSat or small satellite platforms are an innovative paradigm, which 

can be cost-effective and high-rewarding technological solutions. These make new types of space 

missions possible with low cost of commercial off-the-shelf (COTS) electronic components, which 

can support for many different applications, such as environmental monitoring, scientific and aca-

demic missions, emergency communications, and massive machine-type communications (mMTC) 

[70]. Moreover, the growth of machine-to-machine (M2M) and Internet on Things (IoT) market has 

brought not only the tremendous growth of data traffic, but also the requirement of the large service 

coverage including where terrestrial cellular infrastructure is unavailable, such as underdeveloped 

countries, rural areas, and North and South poles [71]. In these scenarios, the recent advances of 

small satellites and transceivers with miniaturized satellite antennas make them a good solution, so 

that the use of low earth orbit (LEO) satellites deployed in a constellation or clusters can offer ubiq-

uitous coverage and low operational cost, assuring high data speed and low latency [72]. Recently, 

from satellite IoT initiatives such as Kepler communications, Hiber, Astrocast, etc., to some con-

glomerates such as SpaceX, OneWeb , and Amazon, these companies envision the main drivers of 

small satellite network and communication systems move to M2M and IoT applications from Earth 

observation, representing a promising solution providing a realistic global network coverage 

[73][74][75]. In addition, the Blackjack program of the Defense Advanced Research Projects Agen-
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cy (DARPA) is also targeting to develop and validate a global high-speed autonomous network in 

LEO by using a series of small satellites [76]. 

With a growing number of small satellite missions, small satellite constellations with inter-

satellite links (ISLs) draw much attention in the aspect of observation and communication services, 

depicted in Fig. 19. For example, in an attempt to enhance this advantage, generic software-defined 

radio (SDR)-based multifunctional space link (GAMALINK) emerged as the communication solu-

tion for creating ISLs targeting small satellite platforms as an alternative to large and expensive 

space missions [77]. The national aeronautics and space administration (NASA) also has several 

plans of operating space communications and navigation (SCaN) programs, such as the near earth 

network (NEN) and the space network (SN). They were devised for supporting global coverage with 

low latency networks [78] to provide early warning systems. In addition, the NASA’s Edison 

demonstration of SmallSat networks (EDSN) [79] and Nodes [80] are developed to demonstrate the 

CubeSat networks and the capability of swarms. China also developed the Tianwang-1 (TW-1) mis-

sion to demonstrate formation flying and CubeSat networks [81], and the same communication 

technology is used for Proba-3 developed by the European space agency (ESA) [82]. 

The SDR platform offers flexible and adaptive communication protocols, which can over-

come hardware constraints and provide parallel architecture with optimization for usage in small 

satellites [3][83][84]. The SDR payload with field programmable gate array (FPGA) makes the 

trade-off between the hardware and software implementation toward softwarization, which is a key 

technology for the future network that provides flexible and adaptable communication and mission 

opportunities. Not only for up/downlink communications, can SDRs support reconfiguration of sig 
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Fig. 19. Illustration of a small satellite constellation with ISLs and up/downlink communications. 

 

nal processing schemes (e.g., encoding/decoding, modulation type, data rate, frequency, etc.) for 

ISL and satellite-terrestrial heterogeneous network architectures. For these reasons, small satellite 

missions with SDRs have already been launched or under development, e.g., AstroSDR, NanoDock 

SDR, GAMALINK, and STI-PRX-01 [73][74]. 

The European telecommunication standard institute (ETSI) has selected enhanced spread-

spectrum ALOHA (E-SSA) as the S-band mobile interactive multimedia (S-MIM) standard for sup-

porting mMTC network services [2]. Given advanced antenna technology on the communication 

satellite for multiple spot beams, this protocol provides an enhanced massage transmission scheme. 

On the other hand, general CubeSats have limitations of size, power, and cost, so that they are usu-

ally equipped with only a single antenna. In addition, the medium access control (MAC) protocol 

standard for the small satellite network is mostly based on its proprietary of their mission applica-
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tion, stringent limitations of computing resource hardware specifications, accessible times by orbital 

motions of small satellites, and a network topology consisting of a trail, a swarm, or a constellation 

of small satellites [70][84]. This also requires highly reliable and efficient network systems and pro-

tocols that must be compact and optimized to cope with the limitations, even though the network 

system has increased packet traffics coming from ground and other small satellites. Table 9 summa-

rizes the characteristics of orbit satellites and CubeSats.  

 

TABLE 9 

SUMMARY OF THE MAIN CHARACTERISTICS OF ORBIT SATELLITE AND CUBESAT 

 

Category Orbit satellite CubeSat 

Altitude 500 - 35,786 km 300 - 700 km 

Standard Fixed 

(e.g., DVB-S2, DVB-RCS, 

DVB-SH etc.)  

Not fixed 

(dependent to a characteristic of 

certain mission)  

Multiple access scheme Fixed 

(e.g., E-SSA [2]) 

Not fixed 

(dependent to a characteristic of 

certain mission, a topology, and # 

of small sat.) 

Topology Single satellite and a constella-

tion 

A constellation, trails, and swarms 

Propagation delay 5 - 270 ms  5 ms 

Size  1,000 kg 1 – 12 U 

(1U = 10 cm  10 cm  10 cm) 

 [  1.33 kg per U] 

Launch cost $ 5,000 - 30,000 per kg  $ 40,000 per launch 

Development cost Very high Low 
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Development time 3 – 7.5 years  18 – 24 months 

Lifetime 10 - 15 years  2 years 

Replacement Difficult Normal 

 

In digital communication systems, satellite link reliability is assessed in the bit error rate 

(BER), which is mainly characterized by signal-to-noise ratio (SNR), modulation scheme, and code 

rate [50]. Unlike satellite-to-ground links, ISLs have no or little atmospheric turbulence, but trans-

mit power allocation in regard to the slant range between small satellites is an imperative considera-

tion. For the multiple access protocol, the packet collision loss is a cause of network degradation 

and thus must be problematic with bursty packet traffic loads. In addition, the SDR systems imple-

mented in FPGAs should be capable of withstanding space radiation environments with faultless 

system operations [3]. The most common damages in FPGAs by space radiations are single event 

upsets (SEUs) that can change the configuration information of SDR and the processing system, 

stored in memory. They can cause unexpected functionality and operating failures [3][49]. 

The increased weight by thick shield cover to protect SDR system from space environ-

ments can affect not only attitude control, but also a survival probability of the satellite. In addition, 

due to simple antenna schemes of a general CubeSats it is necessary to devise efficient modulation 

and coding schemes for a high transmission rate with low BER guaranteed by a certain code rate 

and SNR. This also requires an effective multiple access protocol to provide global network service 

to a large number of users and devices. In our previous research [86], we presented a multi-state 

Markov model and a mathematical approach providing quantitative analytic results of the satellite 

network reliability for the first time. In this subject, we use this model to analyze the small satellite 
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network reliabilities with respect to the adjustable elements of the communication systems, such as 

SDR structures, SNRs on the uplink/downlink channels, coding rates, and packet traffic loads. We 

also suggest ways of assessment and guidelines on whether or not a small satellite network is suffi-

ciently reliable, depending on the development of SDR structures, power allocations for signal 

transmissions, transmission rates, and admission controls of the packet traffic, which are supported 

by our numerical approaches and results. In the paper, we highlight distinct features of small satel-

lite network reliability according to the changes of SDR failure rate, code rate, SNR, and packet 

traffic, applied to an enhanced random-access protocol. Especially, we conclude that a robust SDR 

structure can increase long-term small satellite network reliability and the performance of the state-

of-the-art analog-to-digital converter (ADC) in FPGA system can effectively guarantee reliable 

network services even with low SNR per bit values and high packet traffic loads. The contributions 

of this paper are summarized as follows: 

⚫ We analyze features for reliable small satellite networks and suggest quantitative 

guidelines to help reliability enhancement. 

⚫ We present a Markov model for the reliability of multi-state small satellite network, 

including SDR structure with bad space radiation environments, uplink and downlink 

channels, and packet collision losses through an enhanced multiple access protocol. 

⚫ We provide the results and examples of the quantitative network reliability according 

to changes in SDR structure, and communication parameters. 

⚫ We show that the ADC performance and SDR structure implemented in the space-

grade FPGA can guarantee the reliability requirement effectively even with low SNR 
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per bit values and high packet traffic loads.  

The rest of this paper is organized as follows: In Section 4.2, we briefly explain about SDR 

structure with its reliability and an enhanced RA protocol. Section 4.3 presents four factors affecting 

reliability of the small satellite network and their numerical models. Section 4.4 suggests a Markov 

model presenting reliability of the small satellite network and Section 4.5 shows the quantitative 

results of the network reliability and analysis results. Finally, we conclude the paper and discuss the 

potential extension to general small satellite networks in Section 4.6.  

4.2 SDR RELIABILITY AND ASYNCHRONOUS RANDOM ACCESS 

PROTOCOL 

The small satellite SDR has a potential to accommodate new communication protocols for 

new applications and services, including cognitive and adaptive operations without hardware 

changes [3]. To assure the reliable SDR system, many issues, such as mass, power, volume, design 

complexity, and survivability in radiation environments should be solved for small SDR platforms.  

Especially, the radiation-hardened SDR design for modern satellites requires redundancy design and 

error detections and corrections (EDAC), scrubbing schemes. However, the rad-hard design brings 

the increase of computing resource and SDR circuit complexity. Therefore, most small satellites and 

CubeSats do not have hardware redundancy but only software redundancy. Small satellites can also 

utilize very simple blind scrubbing schemes (or just periodic reboot) for correcting configuration bit 

errors [87]. We note that analysis of this subject is based on the SDR system implemented in Xilinx 

Virtex-5QV, which is the currently highest performance space-grade FPGA. The periodic blind 

scrubbing and mitigation window, consisting of the fine-grain scale triple modular redundancy 
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(TMR) module for software redundancy, are also adopted [49] to correct the system impairment by 

the changed configuration data stored in SRAM memory, and to enhance the small satellite SDR 

reliability. 

The multiple access protocol plays an important role in uplink and ISL communications to 

handle collision of data packets. There are two basic types of multiple access protocols: conflict-free 

and contention-based protocols. The basic protocols of the conflict-free type are time division mul-

tiple access (TDMA), frequency division multiple access (FDMA), and code division multiple ac-

cess (CDMA). Although these protocols ensure no collision of transmitted packets, significant re-

sources and additional circuitry complexity are required [88] to achieve time synchronization with 

reference signals provided by the global positioning system (GPS) or the central node (e.g., the cap-

tain small satellite), compensation of the Doppler effect, multi-channel process, and decoding pro-

cess for spreading codes. In addition, the system constraints of small satellites are also considered, 

such as hardware constraints, limitations of usage of on-board power and computing resources [3]. 

In this scenario, the implementation of the retransmission policy is also inappropriate because of 

long end-to-end delay and short accessible time of a small satellite. Thus, above protocols are in 

general inadequate to serve tolerant low-delay traffic and the problems will be likely to worsen be-

cause of increasing data traffic of future global M2M and IoT services by the small satellite net-

works. 

Random access (RA) schemes belonging to the contention-based protocols are traditional 

multiple access solutions evolving from the original idea of ALOHA. The RA protocols are benefi-

cial by reducing the end-to-end delay and communication overheads by sharing the medium. In 
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M2M and IoT scenarios, the RA protocols can help to reduce stand-by times for the next time-

synchronization, so as to save node batteries that cannot be replaced for their lifetime [89][90]. This 

is very important in the limited accessible time of the small satellite network. Nowadays, RA proto-

cols empowered by channel coding and successive interference cancellation (SIC) have gained sig-

nificant attentions not only for vehicle and sensor networks, but also for satellite communications 

[91]. In SIC process, the demodulator has memory to store an arbitrary number of replicas transmit-

ted for each packet that has the preamble containing the information of the replica packet start times 

in a given virtual frame, and scans repeatedly to resolve packet collisions by the iterative interfer-

ence cancellation process [55]. As depicted in Fig. 20, the packet protected by forward error correc-

tion (FEC) channel code and received successfully with no collisions is exploited to resolve packet 

collisions during SIC process [56]. The procedures of decoding and SIC process can be performed 

at the receiver in the gateway, therefore it can help the less resource usage and the low system com-

plexity for the small satellite network. The frame of an uplink and an ISL is also asynchronous to 

each other. A small satellite communicating with a gateway is used as a forward-relay toward a 

downlink, which transmits the interfered packets by the asynchronous virtual frames. Nowadays, 

researchers have actively worked for such CubeSats (or small satellites) acting as hosts or relays 

with contention-based schemes and SIC process [74]. 

The enhanced contention resolution ALOHA (ECRA) scheme is one of the time-

asynchronous RA protocols and regarded as an efficient option for future wireless communication 

systems [92][93]. In general, the transmitter complexity of the asynchronous system is much less 

than synchronous one, but the packet loss ratio (PLR) is higher. However, the ECRA enhances the  
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Fig. 20. Packet interference of an asynchronous RA protocol and its SIC procedure adapted from 

[95]. 

 

decoding capability of SIC procedure with combining techniques and can outperform the slotted 

synchronous and other asynchronous schemes [94]. In order to decode the received packet, the de-

coding process of the ECRA has two phase procedure at the receiver. The first phase is the SIC pro-

cedure, while the second phase, the key novelty of the protocol, is the combining technique to re-

solve packet collision patterns where SIC is unable to remove interference. This procedure chooses 

the replica symbols composed by the replica sections with the highest signal-to-interference and 

noise ratio (SINR), and exploits the combined observation decoding to create the combined packet 

that is correctly decoded [95]. On the basis of the above, we choose ECRA as uplink and ISL MAC 

protocols to assure the highly reliable small satellite network system. Also, we use an approximate 

model of the PLR, derived from Clazzer [93], for analyzing the network reliability affected by PLR, 

which is given in Section 4.3. 

4.3 MODELING OF LINK RELIABILITY  

In this section, we define four major factors that primarily determine the quality of the 
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small satellite network service: the SDR states, uplink channels, downlink channels, and packet col-

lision losses through a multiple access protocol. The factors are used to analyze reliability of the 

network system and its degradation. Then, we set the failure rate and repair rate in each factor to 

construct a multi-state Markov model of the small satellite network system in Section 4.4. The Mar-

kov model will be used to analyze the network reliability and its degradation affected by the major 

factors. 

4.3.1 SDR FAILURE RATE AND REPAIR RATE 

We define  as the SDR system failure rate as a function of the SEU rate. In our previous 

research [49], we presented a mathematical model that can estimate the failure rate of the FPGA-

embedded processing system, depending on SEU rate affected by shield thickness, scrubbing rates, 

and the number of mitigation windows which are defined in TMR modules. SEU errors are accumu-

lated in SRAM until a scrubbing (or rebooting) is triggered and the mitigation window architecture 

can effectively alleviate the accumulated SRAM bit upset errors. (여기까지) 

The orbital condition must be selected in the perspective of the communication perfor-

mance and the daylight power generation. In research results from [96], the highly expected com-

munication performance requires an orbit condition with an altitude higher than 400 km and the 

highly expected daylight power generation requires an inclination 60 degrees or below. On the other 

hand, high orbit inclination gives a more global service coverage and long accessible times for 

ground nodes, because of a long satellite trajectory on the continents with Earth’s rotation. Of 

course, there are other perspectives for a selection of the orbital condition, such as lifetime, thermal, 

atmospheric drag, etc, but as focusing on the above considerations, we choose the orbital condition 
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as an altitude 620 km and an inclination 72 degrees for our analysis and simulations. In addition, we 

set the range of SDR shield cover thickness  between 1 and 1.5 mm, which protects the SDR sys-

tem from space radiation environments. Thicker shield covers can protect the system better, but 

small satellite (or CubeSat) systems are very tightly restricted for their mass budgets that affect not 

only attitude control and launch cost, but also the survival function of the CubeSat [68], leading to 

such affordable shield thickness range. 

Fig. 21 shows the SDR failure rate  with respect to changes of shield cover thickness  and the 

number of mitigation windows  that are defined in the size of TMR module. Space radiation 

conditions and shield cover thickness affect the accumulation error rate in the SDR system configu-

ration memory during a scrub cycle and more detailed derivations and explanations with SDR struc-

ture parameters are provided in [49]. To analyze the radiation effects with , we use the radiation 

condition “Worst week”, one of the categorized radiation conditions that are defined according to 

the amounts of flare-enhanced solar particle flux, and the space environment information system 

(SPNEVIS) that provides easy access to space radiation environments models for calculating the 

SEU rates of electric devices. As shown in Fig. 21, the high number of  can reduce  with-

out increased , but leads to the increase of SRAM memory usage, system complexity, and system 

delay because of the increased number of majority voters that are located in every mitigation win-

dow to mask erroneous signals. On the other hand, the increased  can more effectively reduce  

without increased . As  is very tightly restricted by mass budget and the CubeSat survival 

probability, the values of  and  must be selected according to the operational cost and the 

requirement of small satellite developers.  
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Fig. 21. SDR system failure rate (  with respect to the number of mitigation windows ( ) and 

the shield cover thickness ( ). 

 

4.3.2 SMALL SATELLITE COMMUNICATION LINKS 

The reliability of the communication link is evaluated through the bit error rate (BER) as 

affected by the signal-to-noise ratio (SNR), the modulation scheme, and the channel coding rate. 

The slant range of satellite-to-ground or satellite-to-satellite also affects SNR by changing the re-

ceived power , where  is the transmitted power and  is the slant range. In contrast 

with up/downlink communications, the ISL communications between small satellites are formed via 

a flight formation of small satellite trails, swarms or a constellation, which usually have constant 

ISL slant ranges. As ISLs have no or little atmospheric turbulence, we can maintain the ISL com-
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munications in relatively consistent channels, compared to the up/downlink. Binary phase shift key-

ing (BPSK) and quadrature phase shift keying (QPSK) are preferable choice as the main modulation 

schemes for small satellites because they require the least amount of power to support low BERs for 

robust communications [3]. The FEC channel coding  and the transmission rate  have a relation 

by  in an M-ary modulation scheme. Therefore, the BER of PSK modulation with 

channel coding in the Gaussian channel can be defined as [60]: 

 

where  is BER in the satellite uplink,   is the energy per information bit,  is the symbol 

energy,  is the noise power, and  is the complementary error function. 

We also define  as BER in the satellite downlink with the same approach. For the ISL, we sup-

pose that the link between two small satellites has very reliable and predictable channel conditions 

with no weather turbulence and clear line-of-sight. Each small satellite is assumed to use a steering 

antenna with an autonomous and reconfigurable SDR transceiver to achieve transmit power balance 

within the limited power budget [97]. 

The transmission rate is chosen to successfully decode received packets and the maximum 

possible transmission rate  is given by . If we suppose all received pack-

ets from two users with the same power , the selectable  for successful decoding is constrained 

as: 

 

where  is the power of background noise. The SNR of the received packet is defined as  



93 

 

and corresponds to 

 

where  is the bit rate,  is the channel bandwidth,  is the bit-depth of the analog-to-digital 

converter (ADC) in the SDR system, and  is the sampling rate of ADC. According to Nyquist 

theorem, the sampling rate must satisfy . Oversampling increases the resolution of received 

signals and makes the noise spectral density diminished because of widely dispersed quantization 

noise through high sampling frequency. The sampling rate for an oversampling ADC is 2 to 64 

times the highest bandwidth [98]. The bit rate  corresponds to  

. We suppose one channel for  of small satellite communi-

cation. Virtex-5 FPGA has 10-bit depth of ADC, and thus we define  as 10 [99]. 

In this paper, we choose the low-density parity-check (LDPC) code as the channel coding 

technique for our analytic model. The LDPC has been adopted for Ethernet (IEEE 803.3an), WiFi 

(IEEE 802.11n), WiMAX (IEEE 802.16e), and digital video broadcasting-satellite-second genera-

tion (DVB-S2) standards. Fig. 22 shows simulation results of the LDPC code over additive white 

Gaussian channel (AWGN). The results present the BERs with respect to the SNR per bit  

and code rate . We set a block length  bits and  of QPSK modulation. The 

LDPC simulation code is from [100] and the decoding algorithm is based on [101]. As shown in 

Fig. 22, the BERs with   and  and  from 6 to 10 have been relatively higher 

than those of  and . We can achieve the high transmission rate  with 

high , but BER increases as well. This is a constraint for the small satellite with the limited acces-

sible time communicating with ground nodes. If  decreases, information data volumes shared in  
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Fig. 22. Bit error rate (BER) performance of low-density parity-check (LDPC) with respect to the 

signal-to noise ratio (SNR) per bit  and code rate  in additive white Gaussian 

channel (AWGN). 

 

the network are also reduced, which cannot provide high throughputs for global coverage services. 

High  allocations can reduce BERs, even though  is higher than , shown in Fig. 22. In 

our small satellite models, we propose link budgets of communication links, including up/downlinks 

and ISLs, between 4 and 9 dB. To ensure reliable network services with high transmission rates, we 

only consider the modulation and coding scheme with respect to a certain range of  from 4 

to 10 dB and . 

4.3.3 PACKET LOSS RATIO APPROXIMATION 

The representation of a closed-form model of PLR of the asynchronous RA scheme is not 
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straightforward, because of asynchronous time frame and a variety of packet collision patterns. 

Clazzer et al. [94] investigated the packet collision pattern of the ECRA protocol with two users, 

each of whom has 2 replicas, and proved that their approximation model is very close to Monte Car-

lo simulation results of PLR of the ECRA protocol, for the very limited channel load  ( 1.2), 

where  is the number of packets per packet duration. In this paper, we focus on the ECRA with 

maximal-ratio combining (MRC) technique as a multiple access protocol for the small satellite net-

work. The MRC technique maximizes the receiver SINR by summing identical symbols of all repli-

cas to choose the weighted original symbol. We use a mathematically tractable approximation of 

PLR for the ECRA-MRC protocol to analyze the reliability of the small satellite network and its 

tendency changed by the packet traffic load. We suppose that uplink and ISL channel traffics follow 

the Poisson distribution, as in the approximation model. 

The approximate PLR  is simplified as shown below: 

 

where  is the number of users, ,  is a virtual frame of duration,  is a packet 

duration, and  is the number of times for medium access in each virtual frame. Fig. 23 illustrates 

the vulnerable period duration  when a certain packet suffers from interference from other pack-

ets. In asynchronous schemes,  is twice a packet duration, , where  and 

 are the vulnerable durations before and after time  starting a certain packet, and the number of 

disjoint vulnerable periods per virtual frame is defined as . The detailed derivation of 

 is provided in Appendix. 
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Fig. 23. Example of interfering packets within the vulnerable duration . 

 

Fig. 24. shows the numerical results of the approximated PLR  for ECRA-MRC. We 

define a packet size of 1,024 bits and each node randomly transmits 2 replicas during a virtual frame 

duration equal to 200 packet durations. The results in Fig. 6 depict the increased  with respect to 

the channel load  and highlight that the values of the ratio  and  give changes to the 

results of . We can demonstrate that the high ratio of sampling rate to channel bandwidth assures 

a very effective SIC process that scans two replicas repeatedly to resolve packet collisions because 

of high resolution of received signals through ADC, so that the value of  with  8, 16, 

and 32 and  4, 8, and 10 dB in a certain  is still lower than  even with 

. Also, Fig. 6 shows that the increased  and  can reduce the packet collisions. As 

mentioned in III-B, low  decreases the transmission rate  and the value of  has a con-

straint by power budget of a small satellite. Unlike BER, packet losses by collisions can be  
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Fig. 24. Approximated packet loss ratio (PLR) of ECRA-MRC with respect to the ratio of sam-

pling rate to channel bandwidth  and SNR per bit  with code rate . 

 

effectively alleviated even with low  due to the high sampling rate and bit-depth of ADC in 

the SDR system. Thus, we must know whether or not certain values of the communication parame-

ters should be acceptable enough to sustain the reliable small satellite network system. In the next 

Section, we will use a multistate Markov model including SDR states, up/downlink channels, and 

packet collision losses through ECRA-MRC to provide quantitative reliability of the network sys-

tem. 

4.4 MARKOV MODEL FOR NETWORK RELIABILITY 

The accessible time between a flying small satellite and a ground node is 15-20 minutes 

and the slant range is almost 20-100 km [50]. Such formation with a forward-relay via ISL increases 

downlink data volume per day with long-time network connectivity. We model a relay network 
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strategy with three simple assumptions. First, the network topology with the satellite trail, swarm or 

constellation is constructed through ISLs connecting fixed pairs of satellites. Second, when the 

communication between a small satellite and a ground node is over after an accessible time, the 

connection is immediately changed to the link between other small satellite and a ground node by 

routing and scheduling decisions from the network controller. Last, all channel traffics (uplink, ISL, 

and downlink) are restricted to be less than 1  [packets per packet duration] by admission control 

scheme.  

From the previous subsections, , , , and  denote SDR system failure rate, 

BERs in satellite uplink/downlink, and PLR of ECRA-MRC, respectively. The parameters should be 

modeled as non-negative fixed failure rates within short time interval, which define the transition 

probabilities of a Markov model. In Section III of [86], we introduced the definition of the repair 

rate of each factor and derived its repair rate. We set , , , and  as the SDR repair rate 

(equal to the inverse of the fixed scrubbing or rebooting time), the repair rate of uplink/downlink, 

and the repair rate of the multiple access protocol, respectively. These four parameters are also tran-

sition probabilities in a Markov model. Especially,  is always a constant during every accessible 

time, and , , and  depend on the accessible time and the corresponding failure rate as be-

low: 

 

where  is the number of observation intervals,  is the average BER in the uplink channel at 

the th interval,  and  in the time interval. We note the accessible time  is equal to 
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. Other repair rates  and  are also obtained using the same approach. These can 

decrease with the increased accessible time and failure rate, which of more detailed explanations 

and derivations are in Section III of [86]. 

Based on the failure and repair rates, the reliability of the small satellite network can be 

modeled as a Markov process containing 16 network states with four factors. A network state  

with  (0 ≤ ≤ 15) represents the th state with four tuples. Each tuple has a binary value, either 0 

for normalcy or 1 for failure, and a change of one tuple designates a state transition of the corre-

sponding factor. We denote a set of the 16 network states as 

 

Following the same derivations of Section III from [86] with the Markov property, we can fit each 

state probability function  as 

 

where  is a coefficient of the amplitude and  is that of the time scale. A state probability 

function  for  state represents the network reliability function and satisfies a 

relation . In this subject, our consideration of the Markov model is a relia-

bility function only, so we only give the reliability distribution of the small satellite network from 

 and explain meaning of the numerical results in the following Section. 

4.5 ANALYSIS OF RELIABILITY WITH THE CHANGES OF COMMU-

NICATION PARAMETERS  

Compared to a LEO satellite, a small satellite has more constraints, such as smaller battery, 

less power to transmit signals, thinner shield cover thickness, and lighter weight. Among these, the 
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transmit power can be controlled only by satellite operators and the others are related in the physical 

hardware components which cannot be replaced in flight. As shown in Fig. 4 and 6 of Section 4.3, 

therefore, SNR, code rate, and sampling rate are the only elements that can effectively reduce BER 

and PLR to enhance reliability of the network service without replacing hardware components for 

SDR. An accessible time of a small satellite is relatively shorter than that of a LEO satellite and the 

SNR of received signals is limited due to battery in a small satellite. Unconnected small satellites 

have downtime to recharge their batteries while waiting for the upcoming connection. Robust code 

rate can effectively decrease BER without increasing SNR, but also decreases the transmission rate. 

For these reasons, network operators must select the most appropriate SNR, code rate, and sampling 

rate which are critical to satisfy an operator-required reliability of small satellites. To evaluate 

whether the network service is reliable, we set the requirement of 99.5% network reliability for the 

Worst week radiation condition within an accessible time  minutes. 

Fig. 25 shows the decrease of the network reliability  as a function of time  with 

the changes of the number of mitigation windows . We set code rate  and SNRs on 

up/downlink to 9 and 7.2 dB, respectively, because in general ground nodes have more sufficient 

power to transmit signals than small satellites. In addition, we fix the ratio , the SDR 

shield cover , and the channel load . As shown by  in Fig. 25, we can ad-

just  that affects the value of the long-term reliability when  is close to the end of the acces-

sible time. The results provide that  can satisfy  reliability with 

. As mentioned in Subsection 4.3.1, high  can reduce  which derives high , 

but lead to the increased system complexity and delay. 
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Fig. 25. Reliability of a small satellite network with  7.2 dB, and  300, 400, 500, 

and 600. 

 

The network reliabilities with respect to  and  are shown in Fig. 26. To eval-

uate the reliability results, we fix , , , and the  of uplink at 9 

dB for , and then determine the quantitative reliability affected by  of downlink 

communications 7.2 to 10 dB. Fig. 26 depicts the increased network reliability by the increased 

 of downlink. A reliability result with  and 7.2 dB has the almost same result in 

the case of  with 7.2 dB. The reason is that, as mentioned in Subsection 4.3.3, high reso-

lution of received signals through ADC in the SDR system assures a good ability to solve packet 

collisions even with relatively low transmit power. This is very efficient because the power budget 

of a small satellite has been restricted for downlink signals during an accessible time.  
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Fig. 26. Reliability of a small satellite network with  8 and 32, and  7.2 to 10 dB 

of downlink communications. 

 

Next, we show the similar results as in Fig. 26 to evaluate the change of the network relia-

bility with respect to the channel load  and the ratio . We fix , , 

and the  on uplink/downlink at 9 and 7.2 dB, respectively, and this depicts almost the same 

results as with  8 and 32, shown in Fig. 26. As shown in Fig. 27 for  0.2 and 1.0 

with  8 and 32, the results are not changed noticeably according to the value of . This im-

plies that the state-of-the-art ADC in Virtex-5 FPGA has good digitization performance for resolu-

tion and quantization of received signals. As mentioned in Subsection 4.3.2, this can effectively in-

crease SNRs of received signals and support a good performance of the SIC process with the EC-

RA-MRC protocol, which assures the capability of packet collision recovery even with  8 

and  1. 

 



103 

 

 

Fig. 27. Reliability of a small satellite network with  8 and 32, and channel load  0.2 

and 1.0. 

 

The method to evaluate the network reliability with respect to the communication parame-

ters, the SDR structure, and the channel traffic load has been presented in this section. The result 

provides a quantitative reliability of the small satellite network during an accessible time. By using 

this result, we can determine whether the small satellite network is sustainable for reliable network 

services. 

4.6 CONCLUSION  

This paper presented a method to analyze reliability of the small satellite network system. 

Our Markov modeling provides quantitative reliability of the network system with respect to SDR 

structures, SNRs on up/downlinks, code rates, and packet traffic loads. In our scenario, we adopted 

the ECRA-MRC protocol as an asynchronous multiple access protocol for M2M/IoT application 
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services and derived the reliability of the entire network system according to changes of SDR struc-

tures, communication parameters and packet traffics. Our model and the suggested method make it 

possible to decide whether certain values of communication parameters with SDR structures and 

channel loads are acceptable to sustain reliable network systems. It can also guideline the minimal 

parameter values to satisfy the reliability requirement of the operators’ interests. We showed how 

quantitatively SDR structures can affect the network reliabilities, and discovered that the SDR struc-

ture and ADC performance with space-grade Virtex-5QV FPGA can guarantee the reliability re-

quirement effectively even with low SNR per bit values and high packet traffic loads. In future 

work, the long-term reliability model with combined LEO-GEO network relay system may be ex-

plored. 

APPENDIX 

In ECRA-MRC with , two replicas, and the same power , the selected rate  can 

be described as three parts with respect to the impact of interference. The first part is free from in-

terference while the rest two parts describe the presence of interference: in the second part only one 

replica is interfered with and in the last part both replicas are. The selected rate  with the interfer-

ence can be derived as below [94]: 

 

 

where  is the minimum combined observation portion of no interference and  is expressed as 

 with . With  there is no portion where only one out of the 
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two replicas is interfered, while with   there is no portion where two replicas 

are interfered. 

The below notation is used for the sake of simplicity of Eq. (53) and the derivation of  

[94]: 

 

 

 

With Eq. (53), Eq. (54) and  become 

 

 

From Eq. (54), we can find . For  from the numerator of Eq. (56), 

 is defined as   which means that there is no unresolvable collision pattern of two in-

terfered replicas. In this case, the average vulnerable period duration over the two replicas is defined 

as , thus  of Eq. (49) is . 
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5. CONCLUSION REMARKS                                                      

In this thesis, a prediction model for OBP system failure rates and a Markov model to ana-

lyze the reliability of end-to-end satellite communication network systems are discussed. The first 

subject is a mathematical model to predict OBP system failure rates. This model can estimate the 

system failure rate of the OBP in harsh space radiation environments. in addition, the model evalu-

ates user-required reliability with respect to OBP structures for reliable system operations. The reli-

ability results provide a cornerstone for the reliable space system architecture that will be deployed 

on spacecraft and satellite systems. 

The second subject proposed a Markov model of a multi-state satellite communication 

network systems and a methodology for updating the probabilistic distributions of the network sys-

tem. This Markov model provides a quantitative analysis of the network reliability and evaluates the 

change in the reliability with respect to the channel conditions, the packet traffic load, the OBP 

structures, and the radiation conditions. In addition, a method that is used to update the network re-

liability function according to the environmental parameters during a new access time is suggested. 

The collected data are used as environmental parameters of the Markov model and the results can be 

exploited for various purposes, such as monitoring systems with deep learning algorithms to sustain 

and construct a reliable satellite network system. 

The last subject presented a method to analyze reliability of the small satellite network sys-

tem. Our analysis suggested a methodology to evaluate the difference of the network reliability ac-

cording to changes of the communication parameters, e.g., SNRs on up/downlinks, code rates, and 

packet traffic loads, and the minimal parameter values for sustaining reliable network system with 
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the developer goals. We discover that a robust code rate and SDR structure and ADC performance 

can effectively provide reliable network services and save the power consumption, even with high 

packet traffic loads, to satisfy an operator-required reliability for small satellite networks. 
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요 약 문 

위성 기반 통신 시스템의 네트워크 신뢰성 예측 방법 

온보드 프로세싱 위성으로 구현되는 위성 통신 네트워크는 위성에서의 신호처리 및 라우팅 

역할이 가능해 짐으로써, 위성 네트워크는 전파 지연 축소와 고속 데이터 전달이 가능해 졌을 

뿐 만 아니라 글로벌 서비스 커버리지 제공도 가능해 지게 되었다. 마찬가지로, 소형 위성과 

소프트웨어 기반 무선 통신 기술은 통신 환경에 따른 유연한 프로토콜 적용이 가능하게 되어, 

이를 바탕으로 새로운 패러다임의 우주 미션에 적용 및 활용이 활발히 진행되고 있다. 

일반적으로 온보드 프로세서와 소프트웨어 기반 무선 통신 기술은 SRAM 기반 FPGA 로 구현되며 

이는 가장 대표적인 재프로그래밍이 가능한 디바이스이다. 위성 시스템에 사용되는 SRAM 기반 

FPGA 의 가장 큰 단점은 우주환경에 의한 SRAM 메모리에 저장된 정보의 반전 현상을 일으키는 

싱글 이벤트 업셋 현상에 취약하다는 점이며, 이 현상은 위성 시스템의 오작동 혹은 운용 

실패를 불러올 수 있다. 통신채널 입장에서는 위성 통신의 주파수 대역이 높을수록 채널 환경에 

영향을 크게 받게 되어 신호의 비트 에러율이 증가하게 된다. 게다가 무선통신 네트워크 서비스 

사용의 증가와 함께 패킷의 트래픽 또한 증가하게 되어 패킷의 충돌에 의한 패킷 손실율도 

증가하게 된다. 이러한 요소들은 위성 네트워크의 신뢰성을 저하시키게 된다. 본 논문은 온보드 

프로세싱과 소프트웨어 기반 무선 통신의 시스템 실패율을 예측하는 수학적 모델을 제시하고, 

더 나아가 전체 위성 통신 네트워크 시스템의 신뢰성을 정량적으로 표현하여 통신시스템 설계의 

가이드 라인을 제시할 수 있는 마르코브 모델을 처음으로 제안한다. 

 첫번째 주제에서 3 중 모듈 중복 구조를 적용한 온보드 프로세싱 시스템 실패율을 계산하는 

수학적 모델을 제안하며, 이 실패율이 온보드 프로세싱의 구조와 우주 환경, 위성 궤도에 따라 

얼마나 변하는지를 정량적으로 표현하였다. 마찬가지로 이 결과를 이용하여 온보드 프로세싱 

시스템의 신뢰성을 도출하였다. 

 두번째 주제는 위성 통신 네트워크 시스템의 정량적인 신뢰성을 분석하기 위한 방법론을 

제안한다. 네트워크 서비스의 신뢰성에 영향을 미치는 주된 4 가지 요인(OBP 상태, 

업링크/다운링크 채널 상태, 패킷 충돌)을 확인하였고, 제안된 마르코브 모델을 통해 신뢰성 

확률 분포를 유도 및 분석하였으며 매번 위성 접속시간의 변화와 4 가지 요인의 변화에 따른 

확률 분포 업데이트 기법을 제시하였다. 

 마지막 세번째 주제는 마르코브 모델을 이용하여 초소형 위성망의 신뢰할 수 있는 운용을 위한 

정량적인 신뢰성을 표현하였고, 이 신뢰성의 변화를 SDR 구조, SNR, 코드 레이트의 변화에 따른 

패턴을 분석하여 초소형 위성망 운용자가 원하는 신뢰성을 만족하기 위한 최소 통신 파라미터 

값을 제시하기 위한 가이드 라인을 제시하였다. 
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