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ABSTRACT

Security of feedback control systems against malicious attacks has received increasing

attention recently. This is because, combined with advances in computing and communi-

cations, feedback control systems now operate in a more connected manner with remotely

located sensors, actuators, and other sub-systems, which increase the system vulnerability

for the malicious attacks compared to isolated ones in the past. The main topic of the dis-

sertation is the design of control systems that are resilient against malicious attacks on the

sensors. The reason why we address the sensor attacks is that the sensors are vulnerable

system components that are directly connected to the feedback loop of control systems.

Attacks on sensors fall into two categories: integrity attacks such as bias, random, and

periodic signal injection that degrade the performance of the control systems resulting in

the output deviation from the desired trajectory; and deception attacks such as replay

attack that hide the effect of the attack in the output while driving the state of the system

to a undesired region. The most notable characteristic of these attacks is the stealthiness,

which is the property of avoiding being detected by a state observer based anomaly de-

tector while the large amount of false data is injected on sensor outputs. Therefore, more

advanced countermeasures against stealthy sensor attacks are required for design of the

resilient control system.

As a countermeasure for the integrity attack, a resilient state estimation method is

proposed that estimates the system states correctly even in the presence of the sensor

attacks. The method employs a bank of state observers combined through median oper-

i



ii

ations and achieves asymptotic convergence of the estimation errors despite attacks on

some sensors (not all). In addition, the effect of sensor noise and process disturbance is

also considered. For bounded sensor noise and process disturbance, the proposed method

eliminates the effect of attack, and achieves state estimation error within a bound pro-

portional to those of sensor noise and process disturbance.

For deception attacks, we first show that a novel type of sensor attack exists, and

propose a countermeasure (detection mechanism) that enhances the resiliency of the con-

trol systems. The novel attack, referred to as pole-dynamics attack, is contrived that is

effective on the linear system having unstable pole-dynamics. The strategy of this attack

is to excite the unstable modes of the system while canceling the unstable behavior in

the sensor output. Consequently, the unstable behaviors are not fed back to the controller

so that the closed-loop system loses stability. This attack is similar to the well known

zero-dynamics attack on actuators. To construct the pole-dynamics attack, the exact sys-

tem model knowledge must be given to the adversary. For the situation that only limited

knowledge on the target system dynamics is known to the adversary, we further present

a robust pole-dynamics attack that impedes the stabilizing function of the feedback con-

troller. This is done by adopting a mechanism similar to a disturbance observer that

absorbs the effect of the mismatch between the nominal and actual dynamics until the

attack succeeds. The success of the attack is defined by the norm of the system state

exceeding a threshold.

As a detection mechanism of the pole-dynamics attack, we employ a switching mech-

anism of two control modes. The first is the normal control (NC) mode, where a linear

controller and a state observer-based anomaly detector are in operation. The second is

the attack detection control (ADC) mode where a linear controller and a detector that

are different from those used in NC mode are used with an additional secret entity (in

the sense that the existence of this entity is not known to the adversary). This secret

entity is connected to the physical plant through a channel independent from the cor-

rupted network. When ADC mode is engaged, the overall closed loop system dynamics

change, which breaks the stealthiness of the pole dynamics attack. The NC mode has no

detection capability but plays a role of concealing the presence of the ADC mode from

attackers. Timing of the switching is determined in order to maintain the stability and

the performance of the closed loop system. As a result, the detection mechanism gives
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resiliency against the pole-dynamics attack.

Finally, we present experimental results to illustrate the effectiveness of the proposed

state estimation method using magnetic levitation system. The pole-dynamics attack and

its detection scheme are illustrated by simulations of quadrotor flight control systems.

Key words: Malicious Attack on Sensors, Stealthy Attacks, Integrity and Deception

Attacks, Secure Feedback Control Systems, Resilient Control Systems
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Chapter 1

Introduction

1.1 Background and Related Work

The connectivity of devices, sensors, actuators, and computing systems provided by Inter-

net of Things (IoT) technology [5, 56, 81] enables tight integration of cyber and physical

entities in an unprecedented scale, often with the emphasis on sensor and actuator based

control of physical entities. Systems with such tight integration are referred to as Cyber-

Physical System (CPS) [10, 52, 77] and became a topic of increasing importance in many

technical disciplines such as communications, computer science, and automatic controls.

This trend paves the way to civilian and military applications. As critical infrastructures

adopt the notion of CPS, the security perspective naturally arises [41,83,88]. Issues here

are distinguished from the conventional cyber-security due to the involvement of physical

entities with temporal and spatial dynamics. Also, multiple faces of CPS vulnerability

include not only cyber-security but also network failures, system faults, and even at-

tacks with malicious intent. Indeed, malicious attacks on water services of Australia in

2000, nuclear facilities in 2011, military unmanned aerial vehicles in 2003, hacking cars

in 2011, and blast furnaces of German steel mill in 2014 have occurred in reality as

reported in [3, 27, 53, 57, 90], and the vulnerability of autonomous vehicles in 2016 and

portable insulin pumps in 2015 have been also reported in [33,49]. For the above reasons,

the cyber-physical security of CPS is receiving increased attention in the community of

network and communication [17,19], computing device [4,16], and control systems [84,85].

From the perspective of the control system community, CPS is regarded as Networked

1
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Control Systems (NCS) [35, 45] where the physical plant and the controller compose the

feedback loop through network connections to each other. This structure leads to a more

advanced control system design, but the reliability of systems under various threat factors

needs to be investigated. The scenarios considered here are the situations where malicious

attacks corrupt sensor outputs and actuator inputs by network penetration with the aim

to degrade the control performance or to derive control failure of the physical plant. Figure

1.1 shows configuration of NCS under sensors and actuators attack.

Figure 1.1: Configuration of the networked control system with sensors and actuators attack.

A countermeasure technique against malicious sensor attack is a state observer based

detector [84]. This technique extends the existing work of fault detection methods [40,42,

73,91] to the context of attacks, because attacks can be designed by adversary in order to

maximize the impact, while faults are not intentionally designed. Figure 1.2 shows NCS
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structure with an anomaly detector that estimates the sensor output and compares with

actual sensor output passing through network. Such detectors determine if the control

system is under attack and triggers an alarm when the difference level of those outputs,

named as residual signal, exceeds a predefined threshold.

Figure 1.2: Configuration of the state observer based anomaly detector.

However, adversaries, who acquire the knowledge of target system such as model dy-

namics, control algorithm, and network protocol, may generate intelligent attacks, which

avoid being detected by anomaly detector while inducing a significant level of system

malfunction. This leads to the notion of stealthiness. The stealthiness is divided into two

categories: the first is δ−stealthy whose the magnitude of residual signal is less than the

predefined threshold δ (i.e., ‖r‖ ≤ δ) even when sensors are under attacks; the second is

0−stealthy whose effect of sensor attack is entirely hidden from the residual signal (i.e.,

‖r‖ = 0).

Various stealthy attacks targeting control systems have been reported: replay at-

tack [30, 60], maximum bias injection attack [84], coordinated attack [65, 66], multi-rate

sampling attack [48], Zero-Dynamics Attack (ZDA) [86], Robust Zero-Dynamics Attack

(RZDA) [71, 72] and deception attack [50, 61]. The replay attack is a 0−stealthy attack

injecting a large amount of false data into the actuator while the sensor data is replaced

with the past measurement values. To realize the replay attack, adversaries should store

the sensor data by eavesdropping the network. The maximum bias injection attack is

δ−stealthy and belongs to an integrity attack, which refers to bias, random, and period
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types of false data. The meaning of the maximum is that it slowly pushes the state of the

physical plant from the desired position until the residual signal achieves to be equal to

the threshold δ. The exact model of the physical plant, controller, and anomaly detector as

well as the threshold δ of detection alarm are necessary for attack signal computation. The

coordinated attack is a 0−stealthy attack and follows the method which multiplicatively

compromises both the sensor and control signals in a coordinated manner. The attack

design does not require model knowledge as long as the target system is linear [65]. This

attack was initially reported under the version of the linear system and has been extended

to the non-linear system with homogeneous property [66]. The multi-rate sampling attack

is a 0−stealthy actuator attack, which derives the unstable output trajectory of physical

plant under continuous-time domain while its trajectory does not be captured on sampled

output data. The discrete model of physical plant including unstable zero-dynamics must

be given to adversary for the attack signal computation.

The zero-dynamics attack is a 0−stealthy attack on the actuators which target the

linear system having unstable zero-dynamics. The attack signal is computed so that it

drives the physical plant state along the unstable zero-dynamics while its trajectory is

hidden from feedback sensor outputs. The exact model of physical plant must be given to

the adversary for the attack signal computation. If given model knowledge is uncertain,

the adversary definitely lose the stealthiness. However, an exception exists. Reference [72]

first introduced a stealthy attack on the actuator that does not require exact knowledge

of the target system. This attack is referred to as RZDA and poses a greater threat in

practice than other attacks with stealthiness that require exact model knowledge. The

target CPS for the attack though are limited to the physical plants with unstable zero-

dynamics, and the stealthiness, defined by deviation of the output from nominal less than

a given threshold, is maintained until the norm of the physical plant state grows and

exceeds a given threshold.

The deception attack reported in [50, 61] is a 0−stealthy sensor attack targeting the

physical plant having unstable pole-dynamics. The purpose of this attack is to deceive

the anomaly detector so that the CPS appears to be not under attack while the physical

plant is operating unstably. Specifically, the attack policy is to cancel any unstable motion

captured on the anomaly detector while large amount of false data is injected on sensors.

However, for stealthiness, the adversaries need exact knowledge of CPS including the
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model dynamics, structures, and control algorithms that are usually not the case even for

the system designers let alone the adversaries.

Fortunately, various counterpart techniques are developed to enhance security against

such stealthy attacks. The work [60] proposed the watermark signal based detection mech-

anism of replay attack. The idea is to add some watermark signals into the control inputs

and to check if its effect shows on sensor outputs. Since recorded output signals by ad-

versary do not respond to watermark signals, replay attack is naturally detected. The

work [8] showed the neutralizing method of multi-rate sampling attack by converting of

zero-order hold entity as to generalized hold. The work [39] presented how to transform

the input direction of physical plant by multiplying the actuator inputs with the modula-

tion matrix. This idea leads to the revealing effect of ZDA on sensor outputs by inducing

intentional model uncertainty to the adversary. They designed a time-varying modulation

matrix to prevent the adversary from noticing the modulation matrix, but the stability

issue was not discussed. The work [65,66] not only demonstrated how coordinated attack

corrupts the control system but also illustrated detection mechanisms of them. The de-

tection idea is similar to watermark signals approach, but only sensor measurements are

safeguarded. The process is divided into two steps. First, secret signals are added to sen-

sor measurements before transmitting into the network. Once data is received, receivers

construct the transmitted signal for securing original signal by subtracting secret signals.

Consequently, the effect of coordinated attack is amplified and eventually appeared in the

attack detection mechanism.

The Resilient State Estimation (RSE) has been reported [14,29,51,59,67,70]. The RSE

is a method that can correctly estimate the true state of the physical plant even when

some of the multiple sensors are under attacks, especially integrity attack. Formulated in

discrete time linear systems setting, the method in [29] accumulates sensor outputs for

multiple sampling periods, and process state estimation using techniques developed in

compressed sensing literature [25, 26, 55, 69, 78]. This work has been extended to systems

with uncertainty, noise, and disturbance [14, 59, 67, 70]. In [29], conditions for the correct

estimation are given and an l0 optimization problem is formulated. Since solving l0 op-

timization online is computationally heavy (NP-hard), a relaxation condition on system

parameters is given under which the solution of l0 optimization is identical to a relaxed

l1 optimization. However, the relaxation condition narrows the class of the systems where
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the method is applicable. In an attempt to reduce computational effort, [51] approaches

the problem of RSE using multiple observers. Contrast to the setting of [29], reference [51]

formulates the problem in continuous time linear dynamic systems setting, and combines

the estimates from multiple observers using the technique from compressed sensing. This

method reduces l0 optimization search space to a finite set leading to substantial reduction

of computational effort from NP-hard to polynomial time. In addition, it is applicable to

a large class of systems, compared to l1 optimization method in [29], whose states are

observable from the sensors.

1.2 Problems Addressed

The main problems considered in this dissertation are summarized as follows. The first

problem (Chapter 2) of this dissertation is to design a computationally light RSE algo-

rithm. Existing work [29] is based on l0/l1-optimization which is computationally heavy.

This may hinder the real time application. Therefore, we address this problem and seek

a solution in a simplest form so that only light computation is required. We consider the

linear time-invariant systems with multiple sensors and there exist the measurement noise

and input disturbance, which are bounded. The scenario of adversary considered here is

the situation in which integrity attack corrupts some sensors, not all, and compromised

sensors do not change over time.

The second problem (Chapter 3) of this dissertation is to investigate a novel stealthy

sensor attack for plants having unstable pole-dynamics. As mentioned in Introduction,

most of the known deception attacks [50] require exact model knowledge of the target

system. Here we raise a question; is it possible to compute the attack signal that maintains

the stealthiness until the physical plant is damaged with only the knowledge of the nominal

model? This is the main content in this Chapter. We note that there exists previous

work [72] dealing with a similar issue. The distinction is that actuator attack is considered

in [72] and the target systems need to have unstable zero dynamics. What we address here

is the attack on sensors, and the target systems have unstable pole dynamics. Unstable

plant dynamics are more commonly encountered than plant with unstable zero dynamics.

The third problem (Chapter 4) of this dissertation is to design a detection method

for the stealthy sensor attacks developed in Chapter 3. The key idea of detection that we
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considered here is to artificially induce uncertainty in the adversary’s model knowledge

by adding a secret entity and switching mechanism. Development is carried out in order

not to induce instability and degrade control performance much. There exists work [39]

for detecting actuator attack by using a secret entity. However, no results on the stability

and performance are derived.

Solutions of the last two problems were illustrated on UAV control in a wind field

(Chapter 5). For this purpose, novel quadrotor dynamics in a wind field are derived

based on blade element momentum theory and wind tunnel experiment. While other

derivations [32, 47, 75] are not experimentally validated, the newly derived dynamics are

experimentally validated. Although derived for the purpose of illustrating the results of

the last two problems addresses, the new dynamics bear its own novelty and contribution.

1.3 Contribution and Outline of Dissertation

The following outlines briefly presents the object and contribution of each chapter in this

dissertation.

Chapter 2. Resilient State Estimation for Control Systems

In this chapter, we addresses the problem of state estimation for linear dynamic systems

that is resilient against malicious attacks on sensors. By ‘resiliency’ we mean the capability

of correctly estimating the state despite external attacks. We propose a state estimation

with a bank of observers combined through median operations and show that the proposed

method is resilient in the sense that estimated states asymptotically converge to the

true state despite attacks on sensors. In addition, the effect of sensor noise and process

disturbance is also considered. For bounded sensor noise and process disturbance, the

proposed method eliminates the effect of attack, and achieves state estimation error within

a bound proportional to those of sensor noise and disturbance.

While existing methods are computationally heavy because online solution of non-

convex optimization is needed, the proposed approach is computationally efficient by

using median operation in the place of optimization. It should be pointed out that the

proposed method requires the system states being observable with every sensor, which is

not a necessary condition for the existing methods. From resilient system design point of
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view, however, this fact may not be critical because sensors can be chosen for resiliency in

the design stage. The gained computational efficiency helps implementation in practice.

Chapter 3. A Stealthy Sensor Attack for Uncertain Cyber-Physical Systems

In this chapter, we present a sensor attack on Cyber-Physical Systems (CPS), which can

be constructed with limited knowledge of the target system and can remain stealthy until

the attack succeeds. The target CPS consists of a physical plant with unstable linear

dynamics and a feedback controller. Specifically, the attack mechanism is to impede the

stabilizing function of the feedback controller by injecting false data to the sensors where

the false data are created using the unstable dynamics of the plant. When the only nominal

model for the target dynamics is known, the stealthiness is maintained by deploying a

mechanism similar to a disturbance observer which can be designed to absorb the effect

of the mismatch between the nominal and actual dynamics until the attack succeeds. The

success of the attack is defined by the norm of the system state exceeding a threshold.

Sensor attacks that exploit unstable plant dynamics had been conceived previously.

Generation of such attacks require precise knowledge of the target system for stealthiness,

i.e., the attack must cancel at the sensor exactly the effect of instability in order to avoid

detection. When not exact, the mismatch grows exponentially leading to the detection

of abnormality. The attack presented in this work absorbs the mismatch using the dis-

turbance observer mechanism, where the degree of absorption is selected such that the

detection is delayed until the attack succeeds. Thus, the proposed attack, compared to the

conventional ones, poses a greater level of threat to CPS. In this work, generation of the

attack is presented, and the effect is analyzed. The consequence of the attack is illustrated

and emphasized by simulations on quadrotors and inverted pendulums, respectively.

Chapter 4. Detection of Stealthy Sensor Attacks for Cyber-Physical Systems:

A Secret Entity and Control Mode Switching Approach

In this paper, we present a detection mechanism for stealthy sensor attacks on cyber-

physical systems. The attack considered in this work is the pole-dynamics attack, which

targets a linear plant with unstable pole dynamics. A model of the physical plant must

be given for the attack computation. In this context, our detection method intentionally
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induces uncertain model knowledge of the adversary by means of secret entity construc-

tion. In this regard, we employ a switching mechanism of two control modes. The first is

the NC mode, which consists of a linear controller and a state observer-based anomaly

detector. The second is the ADC mode, in which a secret entity is installed in the NC

mode structure. Since the secret entity is connected to the physical plant through a chan-

nel independent from the corrupted network, the presence of this entity is unknown and

leads to the revealing of the attack’s effects on the feedback sensor output and in the

anomaly detector. Note that the NC mode has no detection ability but plays the role of

concealing the presence of the ADC mode from attackers. Even if knowledge of the secret

entity is given to the adversary, they also need information about the mode switching,

such as the period and timing, to maintain stealthiness, but this information is difficult

to obtain. The consequences are illustrated via simulations of quadrotor control.

Chapter 5. Modeling of Quadrotor Dynamics in a Wind Field

In this chapter, we presents aerodynamic modeling of quadrotors taking into account the

effect of wind. The model equations are derived using blade element momentum theory

and combined with classical quadrotor dynamics. Parameters are identified by wind tunnel

experiment. The resulting dynamics differ from the classical ones in two aspects. First, the

effect of external wind is directly included. Second, the drag force and torque generated due

to the movement of quadrotor itself, which exists without external wind, are also included.

The second takes place because four propellers move in the air due to translational and

rotational motions of the quadrotor. Both aspects are novel to the widely used quadrotor

dynamics. With a linear quadratic regulator controller, stability analysis is carried out,

which reveals that there exists a threshold for the wind amplitude that the system can

maintain the stability. Experimental validation of the stability analysis is also presented.

Chapter 6. Conclusions of Dissertation

The major contributions and results of this dissertation are summarized and future works

and issues are discussed.
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Chapter 2

Resilient State Estimation for

Control Systems

In this paper, we develop a state estimation method for feedback control systems that is

resilient against malicious attacks on sensors. RSE is a method that can correctly esti-

mate the true state of the system despite attacks on sensors. Such a method is sometimes

referred to as secure state estimation. Feedback systems under consideration are those

with multiple sensors. First we consider the case where multiple sensors measure the

same physical quantity redundantly and then we consider the case of multiple sensors

measuring different physical quantities. The rationale is that the systems with multiple

sensors can retain its functionality with a properly designed state estimation mechanism,

despite that some sensors, not all, are compromised. We assume that compromising more

sensors at once requires more effort and resource for the adversaries. Our approach is

based on Luenberger state observers. Specifically, for redundant sensors that measure

same physical quantity, sensor outputs are combined through a median operation, which

then feed to a state observer to estimate the state. For multiple sensors that measure

different physical quantities, multiple observers are constructed first, and states estimates

are combined through element-wise median operations. Analyses are provided for con-

ditions under which resilient state estimation is guaranteed. Additionally, experimental

results on a magnetic levitation are also given to illustrate the efficacy of the proposed

approach.

State observers have been used previously to detect faults in the systems [38]. Most

11
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existing work designs an observer based scheme to generate residual signals that are used

to detect faults. However, combining multiple state estimates using median operation in

order to ensure resiliency has not been exploited to date.

Median operation has been used previously to ensure system tolerance to faults. For

example, reference [28] designs a guidance navigation and control system where outputs

from encoders, decoders, and data process units are combined through median operation

to detect faults in the data processing unit. Tripple modular redundancy used in airline

industry [89] execute voting based on AND-OR operation at logic level, which could be

interpreted at selecting the median of the values from three computing units. However, it

has not been used in the context of resilient state estimation where integrity attacks on

the sensors are of the main concerns.

The approach of current paper follows the setting of [51] and achieves computational

complexity in the order of O(np) with n being the number of states and p being the

number of sensors, under the assumption that the system states are observable from each

sensor.

It should be pointed out that the proposed method requires the system states being

observable with every sensor, which is not a necessary condition for the existing methods.

From resilient system design point of view, however, this fact may not be critical because

sensors can be chosen for resiliency in the design stage. On the other hand, the gained

computational efficiency helps real-time implementation in practice.

The contributions of this paper are: propose multiple observers combined by median

operation as a means to solve resilient state estimation problem; achives higher computa-

tional efficiency compared to existing methods for a class of systems.

2.1 Problem Formulation

Consider a linear time invariant system given by

ẋ(t) = Ax(t) +Bu(t) + d(t),

y(t) = Cx(t),

w(t) = y(t) + a(t) + ξ(t),

(2.1)
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where x ∈ R
n is the plant state, u ∈ R

m is control, y ∈ R
p is the plant output, w ∈ R

p

is the measurement for feedback control, d ∈ R
n is process disturbance, ξ ∈ R

p is sensor

noise, and a ∈ R
p is a vector that represents the altered output value by external malicious

attack. The matrices A, B, C are in appropriate dimensions. Let the matrix C be written

by

C =

















C1

C2

...

Cp

















(2.2)

where each Ci for i = 1, 2, · · · , p is a row vector that corresponds to the ith output yi of

the output vector y. The ith sensor being under attack is described by ith element of the

vector a(t), denoted by ai(t), being nonzero, and the value of ai(t) represents the amount

of measurement altered by the external attack.

In order to denote the set of sensors under attack, we introduce the following notation.

The support of the vector a(t) is defined as

supp(a(t)) = {i | ai(t) 6= 0}, (2.3)

and the cardinality of the set supp(a(t)) is denoted by |supp(a(t))|. The element in the

set supp(a(t)) are the indices of the attacked sensors.

We now introduce assumptions for the system of (4.1).

Assumption 2.1. The set supp(a(t)) satisfies 2|supp(a(t))| < p for all t.

Assumption 2.1 states that strictly less than half of all the sensors in the system may be

under integrity attack. This is a standard assumption for resilient state estimation [29,51]

and in fact a necessary and sufficient condition for resilient state estimation problem to

be solvable. The rationale is that the adversaries who attack the sensors have limited

resource only enough to compromise a subset of the sensors.

Assumption 2.2. The pair (Ci, A) is observable for i = 1, 2, · · · , p.

This assumption ensures that a bank of p observers can be constructed. This assumption

can be viewed as restrictive. However, from system design point of view, one can select

sensors that satisfy Assumption 2.2.
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Assumption 2.3. The vectors d(t) and ξ(t) satisfy |di(t)| ≤ dmax for i = 1, 2, · · · , n and

|ξi(t)| ≤ ξmax for i = 1, 2, · · · , p.

Assumption 2.3 states that the process disturbance and measurement noise are bounded.

We now formulate the following design problems:

Problem 2.1. Let Assumptions 2.1 and 2.2 hold. Assume further that no process distur-

bance and measurement noise exist in the system, i.e., d(t) = 0 and ξ(t) = 0. Furthermore,

let Ci = C0 for i = 1, 2, · · ·p. Construct a state estimator for the system of (4.1) such that

the estimated state, denoted by x̂(t) asymptotically converges to x(t) despite a(t) 6= 0.

Problem 2.2. Let Assumptions 2.1 and 2.2 hold. Assume further that d(t) = 0 and

ξ(t) = 0. Construct a state estimator for the system of (4.1) such that the estimated

state, denoted by x̂(t) asymptotically converges to x(t) despite a(t) 6= 0.

It should be pointed out that unknown input observers (see e.g., [21]), which address

the problem of estimating states correctly despite unknown disturbances, may appear

similar to Problems 2.1 and 2.2. However, the framework deals with unknown input en-

tering the state dynamics instead of output equation, which differentiates Problems 2.1

and 2.2 from the problem of unknown input observers.

Another aspect that differentiates Problems 2.1 and 2.2 from existing work is that we

seek a method of asymptotic estimation formulated in continuous dynamics, while [29,70]

seek instantaneous estimation formulated in discrete dynamics.

The above formulated problems aim to achieve asymptotic state estimation and do not

consider the effect of process disturbance and measurement noise. In practice, modeling

errors, external process disturbance, and measurement noise exist. Hence, we formulate

the following analysis problems:

Problem 2.3. Let Assumptions 2.1, 2.2 and 2.3 hold. Analyze the effect of disturbance

and measurement noise on the system of (4.1) and the state estimator of Problem 2.1.

Problem 2.4. Let Assumptions 2.1, 2.2 and 2.3 hold. Analyze the effect of disturbance

and measurement noise on the system of (4.1) and the state estimator of Problem 2.2.

Solutions to Problems 2.1-2.4 are given in next Section.



Chapter 2. Resilient State Estimation for Control Systems 15

2.2 Resilient State Estimation

2.2.1 Median Operation

First we define sample median operation. The sample median of p values w1, w2, · · · ,

wp, denoted by med(w1, · · · , wp), is defined by the (p+1
2
)
th

largest value of w1, w2, · · · , wp

if p is odd, and defined by the average of the (p
2
)th and the (p

2
+ 1)th largest values of

w1, w2, · · · , wp if p is even.

We now examine the property of median operation in the context of the system of (4.1).

Suppose there are p measurement denoted by wi with i = 1, 2, · · · , p, each measuring the

same value denoted by y0. Let wi = y0+ai and ai 6= 0 for i ∈ J . We denote the cardinality

of J by q, i.e., q = |J |. Then, it is straightforward to notice that, as long as the number

of measurement p is greater than the twice the number of elements in J , or equivalent to

say 2q < p, the median value is equal to y0, i.e.,

med(w1, · · · , wp) = y0. (2.4)

Notice that the fact above holds regardless of the values of ai(t) as long as 2q < p at

any given time. Note also that (2.4) holds even if the elements of J change in time. As

an illustration, an example is given.

Example 2.1. Consider the case of p = 5. Assume that y0=2, and J = {1, 3}. Ac-

cordingly, let a(t) be [3 0 5 0 0]T . Notice that q = 2 in this case and 2q < p is satis-

fied. Then, w = [5 2 7 2 2]T and med(w1, · · · , w5) is given by 2, which is equal to y0.

If a(t) = [3 0 5 0 3]T , then, q = 3, and 2q > p. This yields w = [5 2 7 2 5]T and

med(w1, · · · , w5) is given by 5, which is not equal to y0.

For the case when measurement noise exists, we have the following property for the me-

dian. Let w, y, ξ, a be p dimensional vectors. The vector y is of the form y = y0[1 1 · · · 1]T

with y0 ∈ R, the vector ξ represents noise, and as in Assumption 2.3, each element of

the vector ξ is bounded by a constant ξmax, i.e., |ξi| ≤ ξmax, the vector a(t) satisfies

|supp(a(t))| = q with 2q < p, and let the vector w is given by w = y + ξ + a. Then, we

can write the sample median operation,

med(w1, · · · , wp) = y0 +med(ξ1 + a1, ξ2 + a2, · · · , ξp + ap), (2.5)
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and, we have the following inequality,

|med(w1, · · · , wp)− y0| ≤ ξmax. (2.6)

In words, this means when all the measurement is subject to bounded noise, sample

median is also subject to noise, with the same bound as that for each element of the

vector representing measurement noise.

2.2.2 Design of Resilient State Observer

Now we propose a solution to Problem 2.1. Since all p sensors are measuring the same

physical quantity, i.e., Ci = C0, for 1 ≤ i ≤ p, we construct a Luenberger state observer

in the following manner:

˙̂x = Ax̂+Bu+ L(med(w1, w2, · · · , wp)− C0x̂), (2.7)

where the gain matrix L is chosen such that A− LC0 is Hurwitz. Then it can be shown

that, for the system of (4.1) with d(t) = 0 and ξ(t) = 0, the state observer (2.7) satisfies

x̂(t) → x(t) as t → ∞. In words, asymptotic state estimation is obtained by using (2.7).

Specifically, since all the sensors measure the same output, we can denote this output by

y0 where y0 = C0x. As explained earlier, under Assumption 2.1, med(w1, · · · , wp) = y0

is obtained. Also, due to Assumption 2.2, the matrix L can always be chosen to render

A− LC0 Hurwitz. This ensures the state estimate x̂ asymptotically converges to x.

Therefore, the state observer of (2.7) is a solution to Problem 2.1. It ensures asymptotic

state estimation despite external attack a(t) as long as the number of attacked sensors

are less than half of all the sensors (Assumption 2.1). We emphasize that this solution is

computationally very efficient as the computational complexity of median operation of p

variables is given by O(p).

Next we consider the case where not all p sensors measure the same physical quantities.

As given in Assumption 2.2, the system states are observable from each sensor. For each

sensor output yi, one can design a Luenberger type observer that estimates the state

x asymptotically. The state estimate from i-th sensor is denoted by zi ∈ R
n with a

superscript i. Then, Assumption 2.2 allows design of the observer,

żi = Azi +Bu+ Li(wi − Ciz
i), i = 1, 2, · · · , p, (2.8)
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where Li can be selected such that (A−LiCi) is Hurwitz. By combining p state estimates

z1, z2, · · · , zp through median operation, we can obtain a state estimate

x̂ = [x̂1, · · · , x̂n]
T , (2.9)

where

x̂j = med(z1j , z
2
j , · · · , z

p
j ), j = 1, 2, · · · , n. (2.10)

For the method in (2.8-2.10) to work, an additional assumption is needed:

Assumption 2.4. The set supp(a(t)) does not change over time.

The additional assumption is needed to avoid the case that attacks excite the transients

response of each observer in (2.8) in a manner that prevents x̂(t) from converging to x(t).

With the Assumption 2.4, it can be shown that, for the system of (4.1) with d(t) = 0

and ξ(t) = 0, the state estimation method given by (2.8)-(2.10) achieves x̂(t) → x(t) as

t → ∞. This is possible because, under Assumption 2.1, more than half of p observers

yield correct state estimates. Combining them through median would remove the effect

of nonzero attack vector a(t) and ensure asymptotic state estimate. Therefore, the state

estimation method of (2.8)-(2.10) for the system (4.1) provides a solution to Problem 2.2.

Detailed derivation is given as follow. Denote the estimation error for each state ob-

server corresponding to i-th sensor by z̃i = zi − x. Then the estimation error dynamics

for each observer can be written as

˙̃zi = (A− LiCi)z̃
i − Liai, (2.11)

the solution of which is given by

z̃i(t) = e(A−LiCi)tz̃i(0)−

∫ t

0

e(A−LiCi)(t−τ)Liai(τ)dτ. (2.12)

Denote the two quantities in the right hand side of (2.12) by ēi ∈ R
n and āi ∈ R

n,

respectively:

ēi(t) = e(A−LiCi)tz̃i(0), (2.13)

āi(t) = −

∫ t

0

e(A−LiCi)(t−τ)Lai(τ)dτ. (2.14)
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The vector āi is nonzero only for i ∈ supp(a). Then, (2.10) is written as

x̂j = med(xj + ē1j + ā1j , xj + ē2j + ā2j , · · · ,

xj + ēpj + āpj ), j = 1, 2, · · · , n. (2.15)

Now, Assumption 2.1 ensures less than half of ā1j , ā
2
j , ā

3
j , · · · , ā

p
j are nonzero in (2.15) for

each j = 1, 2, · · · , n. In addition, due to Assumption 2.2, ēi vanishes over time for all

j = 1, 2, · · · , n. This gives x̂j → xj asymptotically for each j = 1, 2, · · · , n, and as a whole

x̂ → x is achieved. Note that the additional computational efforts for resiliency in this

case is O(np), which is more scalable than NP-hard [29, 70], or polynomial time of [51].

2.2.3 Effect of Measurement Noise and Process Disturbance

Now we analyse the proposed state estimation method when measurement noise and pro-

cess disturbances exist. In the presence of measurement noise and disturbance, asymptotic

state estimation is generally not possible even without external attack. Hence, we focus

on finding a bound on the estimation error. From a practical point of view, we deal with

measurement noise and process disturbance that are bounded. Hence, Assumption 2.3

applies throughout this subsection.

First we consider the system of (4.1) with multiple sensors that measure the same

physical quantity, i.e., Ci = C0 for i = 1, 2, · · · , p. Then, the state estimate is written as

˙̂x = Ax̂+Bu+ L(med(w1, w2, . . . , wp)− C0x̂), (2.16)

which is equivalent to

˙̂x = Ax̂+Bu+ L(y0 + ξ − C0x̂), (2.17)

where ξ = med(w1, w2, . . . , wp) − y0 and |ξ| ≤ ξmax by Assumption 2.1, 2.3 and (2.6).

Denote x̃(t) = x(t)− x̂(t), then the state estimation error dynamics could be written as

˙̃x(t) = (A− LC0)x̃(t) + d(t)− Lξ(t), (2.18)

and the solution of which is

x̃(t) = e(A−LC0)tx̃0 +

∫ t

0

e(A−LC0)(t−τ)(d(τ)− Lξ(τ))dτ. (2.19)
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Taking the norms on the both side of (2.19),

||x̃(t)||2 =

∥

∥

∥

∥

e(A−LC0)tx̃0 +

∫ t

0

e(A−LC0)(t−τ)(d(τ)− Lξ(τ))dτ

∥

∥

∥

∥

2

≤ ||e(A−LC0)tx̃0||2

+

∥

∥

∥

∥

∫ t

0

e(A−LC0)(t−τ)(d(τ)− Lξ(τ))dτ

∥

∥

∥

∥

2

≤ ||e(A−LC0)tx̃0||2

+

∫ t

0

||e(A−LC0)(t−τ)||2||(d(τ)− Lξ(τ))||2dτ.

(2.20)

By Assumption 2.3,

||x̃(t)||2 ≤ ||e(A−LC0)t||2||x̃0||2

+(||L||2ξmax + ξ
1

2dmax)

∫ t

0

||e(A−LC0)(τ)||2 dτ
(2.21)

Since (A−LC0) is Hurwitz, there exist positive constants ν and λ such that ||e(A−LC)t||2 ≤

νe−λt for all t ≥ 0. Therefore,

||x̃(t)||2 ≤ νe−λt||x̃0||2 + (||L||2ξmax + ξ
1

2dmax)

∫ t

0

νe−λ(τ) dτ (2.22)

Let µ > ξ
1

2 ν. Then (2.22) also satisfies

||x̃(t)||2 ≤ µe−λt||x̃0||2 + (||L||2ξmax + dmax)µ(
1

λ
)(1− e−λt)

≤ µe−λt||x̃0||2 + (||L||2ξmax + dmax)µ(
1

λ
)

(2.23)

Consequently, the state estimation given by (2.7) yields

||x̂(t)− x(t)||2 ≤ µ||x̂(0)− x(0)||2e
−λt

+
µ(||L||2ξmax + dmax)

λ
.

(2.24)

Note that the inequality (2.24) implies that the estimation error is bounded when bounded

noise and process disturbance are present. Note moreover that the first term in (2.24)

diminishes as time goes and the bound on the remaining term in the error is proportional

to the bounds of the measurement noise ξmax and dmax. This solves Problem 2.3.
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For the case with the sensors measuring different physical quantities and measurement

noise and process disturbance exist, the method of (2.8)-(2.10) does not achieve asymptotic

estimation. It turns out, however, that (2.24) holds for this case as well although the

derivation now is more involved using p observers and element wise median operation.

This fact is validated by following derivation. Let zi be the state estimates from the ith

sensor. Denote the estimation error dynamics for ith observer as z̃i = x− zi, then

˙̃zi = (A− LiCi)z̃
i − Liai − Liξi + d, (2.25)

and the solution of which is given by

z̃i(t)

= e(A−LiCi)tz̃i(0)

+

∫ t

0

e(A−LiCi)(t−τ)(−Lai(τ)− Lξi(τ) + d(τ))dτ

= e(A−LiCi)tz̃i(0)−

∫ t

0

e(A−LiCi)(t−τ)(Lai(τ))dτ

−

∫ t

0

e(A−LiCi)(t−τ)(Lξi(τ))dτ

+

∫ t

0

e(A−LiCi)(t−τ)d(τ)dτ.

(2.26)

Denote the each quantities in the right hand side of (2.26) by ēi ∈ R
n, āi ∈ R

n, ξ̄i ∈ R
n,

and d̄i ∈ R
n respectively:

ēi(t) = e(A−LiCi)tz̃i(0), (2.27)

āi(t) = −

∫ t

0

e(A−LiCi)(t−τ)Lai(τ)dτ, (2.28)

n̄i(t) = −

∫ t

0

e(A−LiCi)(t−τ)Lξi(τ)dτ, (2.29)

d̄i(t) =

∫ t

0

e(A−LiCi)(t−τ)d(τ)dτ. (2.30)

Then (2.10) can be written as

x̂j = med(xj + ē1j + ā1j + ξ̄1j + d̄1j , · · · ,

xj + ēpj + āpj + ξ̄pj + d̄pj), j = 1, · · · , n. (2.31)
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where xj , ē
i
j , ā

i
j , ξ̄

i
j, d̄

i
j are the jth components of x, ēi, āi, ξ̄i, and d̄i.

Without the loss of generality, we may assume zi(0) = x̂(0), i = 1, · · · , p. Since

(A − LiCi) is Hurwitz ∀i = 1, · · · , p, under Assumptions 2.1, 2.2, 2.3, and 2.4, it can be

seen from the derivation of (2.24) that ||ēi(t)||2, ||ξ̄
i(t)||2, and ||d̄i(t)||2, i = 1, · · · , p, are

bounded as

||ēi(t)||2 ≤ νe||x̂(0)− x(0)||2e
−λet, (2.32)

||ξ̄i(t)||2 ≤
νn||L||2ξmax

λn
(2.33)

||d̄i(t)||2 ≤
νdξdmax

λd
(2.34)

for some constants νe, νn, νd > 0 and λe, λn, λd > 0.

Since ēij , ξ̄
i
j, and d̄

i
j are components of ēi, ξ̄i, and d̄i, |ēij | ≤ ||ēi(t)||2, |ξ̄ij| ≤ ||ξ̄i(t)||2,

and |d̄ij| ≤ ||d̄i(t)||2. Let η̄
i
j = ēij + ξ̄ij + d̄ij i = 1, · · · , p, j = 1, · · · , n. Then, (2.31) can be

written as

x̂j = med(xj + η̄1j + ā1j , · · · , xj + η̄pj + āpj ), (2.35)

and by (2.6), |x̂j − xj | ≤ max(|ηij|), i = 1, · · · , p. Since max(|η̄ij |) is bounded above as

max(|η̄ij|) = max|ēij + ξ̄ij + d̄j| i = 1, · · · , p, j = 1, · · · , n

≤ max(|ēij|) + max(|ξ̄ij|) + max(|d̄j|)
(2.36)

we see that
||x̂(t)− x(t)||2 ≤ ξ

1

2max(|x̂j − xj |, j = 1, · · · , n)

≤ ξ
1

2 (max(|ēij|) + max(|ξ̄ij|) + max(|d̄j|))

≤ ξ
1

2 (νe||x̂(0)− x(0)||2e
−λet

+
νn||L||2ξmax

λn
+
νdξdmax

λd
)

(2.37)

Choose µ > ξ
1

2max(νe, νn, νd) and 0 < λ < min(λe, λn, λd), we have

||x̂(t)− x(t)||2 ≤ µ||x̂(0)− x(0)||2e
−λt +

µ(||L||2ξmax + dmax)

λ
. (2.38)

Hence (2.24) solves Problem 2.4. The detailed derivation for this case is given in Appendix.

We would like to emphasize that the bound on estimation error does not depend on

attack vector a(t). Attack can be arbitrarily large, but the effect is eliminated by resilient

state estimator construction, and the bound on error only depends on the initial error,

the bound dmax of process disturbance and the bound ξmax for the measurement noise.
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2.3 Experiment

2.3.1 Modeling

The proposed methods of resilient state estimation are experimentally validated using

a magnetic leviation control system. Figure 2.1 shows the magnetic levitation system

developed by Quanser for control education purpose. It consist of electromagnet, infrared

ray position sensor, a steel ball, voltage amplifier, ADC converter, and data acquisition

system connected to a PC using USB cable. A control algorithm is implemented using

real time workshop in Matlab/Simulink

Figure 2.1: Magnetic levitation system.

The system model is given by [2]

ẋ1 = x2,

ẋ2 = g −
KmI

2

Mbx12
,

y = x1,

(2.39)
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where x1 is the position of the ball, x2 is the velocity of the ball, I is the current applied

to the electromagnet, Km is the electromagnet force constant, and Mb is the metal ball

mass. Values for parameters Km and Mb are specified in [2]. By linearizing the dynamics

of (2.39) at the equilibrium point of xeq = [0.006 0]T and Ieq = 1, the following linear

model is obtained.

∆ẋ = A∆x+B∆I

=

[

0 1

3270 0

][

∆x1

∆x2

]

+

[

0

−26.67

]

∆I,
(2.40)

where ∆ is used to indicate deviations from the equilibrium state xeq and input Ieq.

Quanser magnetic levitation system has only one sensor that measures the position of

the steel ball. In order to apply the proposed state estimation method, we virtually create

in Matlab an additional position sensor and a velocity sensor. Then, the system output

equation including attack can be written as






w1

w2

w3






=







C1

C2

C3







[

∆x1

∆x2

]

+







a1

a2

a3






, (2.41)

where C1 = [1 0], C2 = [1 0], and C3 = [0 1]. It can be easily verified that the system of

(2.40) and (2.41) satisfies Assumption 2.2.

2.3.2 Attack Scenario and State Estimation Results

We construct resilient state estimator given in (2.8)-(2.10). In the case of the magnetic

levitation plant, the method yields three Luenberger observers as we have three sensors.

Each observer dynamics are by

żi = Azi +B∆I + Li(wi − Ciz
i) (2.42)

where i = 1, 2, 3 is the index for the ith sensor, zi is the ith observer state, and wi is the

output of the ith sensor. The observer gain matrix Lis are selected such that (A−LiCi) is

Hurwitz for all i = 1, 2, 3. Specifically, the gains are L1 = [200 13271]T , L2 = [210 14299]T ,

and L3 = [4.0584 200]T , respectively. Then, ∆x̂ is computed by

∆x̂1 = med(z11 , z
2
1 , z

3
1), (2.43)

∆x̂2 = med(z12 , z
2
2 , z

3
2). (2.44)
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Finally, the state estimate around the equilibrium is obtained by x̂ = ∆x̂+ xeq.

We consider the scenario where the velocity sensor, which provide the third measure-

ment, is compromised by adversaries. The attack on the sensor, a3(t), consists of constant,

ramp, sine and square waves as shown in Figure 2.2.

30 35 40 45 50

−0.4

−0.2

0

0.2

0.4

0.6

0.8

time(sec)

 

 
a3

Figure 2.2: Attack signal on the third sensor.

The estimated state x̂ and true state x are shown in Figure 2.3. As expected, x̂ is

practically identical with x despite the attack on the velocity sensor. Slight mismatches

between the two are due to modeling uncertainty which act as if they were disturbance.

For further investigation, Figure 2.4 shows state estimates z1, z2, z3 from the three

observers. The effect of attack is clearly present in z3. As shown by the analysis in Section

3, the element-wise median operation removes the effect of z3 on x̂.

As illustrated by the above experiments, the proposed state estimation method is

resilient against external attacks on the measurement.

2.3.3 Comparison with Existing Methods

Here we consider the method of [29] with the magnetic levitation system. It is difficult

to apply the method of [29] on the magnetic levitation system for two reasons. First, the
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Figure 2.3: The estimated state and the true state.



26 2.3. Experiment

30 35 40 45 50
−0.01

0

0.01

0.02

time(sec)

 

 

z
1
1

z
2
1

z
3
1

30 35 40 45 50
−0.5

0

0.5

1

1.5

time(sec)

 

 

z
1
2

z
2
2

z
3
2

Figure 2.4: The states estimates from each Luenberger observers.
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Table 2.1: Computation time comparison between the proposed method and the method in [51]

Number of Sensors Proposed Method Method in [51]

3 0.06259 (msec) 0.1547(msec)

5 0.08098 (msec) 0.5258(msec)

7 0.01017 (msec) 2.115(msec)

9 0.1196 (msec) 9.293(msec)

exact optimization using l0 norm is computationally expensive (NP-hard) and no efficient

method is known for l0 optimization. Second, the relaxation condition in [29] for enabling

l1 convex optimization is not satisfied for the magnetic levitation system. Hence we do not

implement and compare the method of [29] in the context of experiment with magnetic

levitation.

The proposed method and that of [51] are compared in the following manner. From the

above experiment, data from the sensors are stored. Then, two state estimation algorithms

coded in Matlab m-file are executed on the stored sensor data, respectively. In this way,

the execution times for the two algorithms alone (separated from the computation needed

for control and communications) can be measured and compared.

We compared the two for the cases of 3, 5, 7, and 9 sensors. The cases of 5, 7, and 9

sensors use duplicated data from the first sensor for the sake of simplicity. The sensor data

is collected over 58001 samples, and the time for 58001 executions of each algorithm is

measured to obtain average value. Each Matlab code is executed on a computer with Intel

i7-4790 CPU, 3.60GHz clock speed, 32GB RAM and 64bit Windows operating system.

Both algorithms correctly estimate the true states despite attacks, although no plots are

shown as our main interest here is the computational efficiency. Average execution time

for the two algorithms are listed in Table 2.1.

Clearly, the proposed method is superior to the method in [51] in terms of computa-

tional effort, showing smaller computation time by orders of magnitude. We point out that

method of [51] is superior to the proposed method in terms of applicability: the condition

of systems states being observable from every sensor is not necessary for [51].
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2.4 Conclusion

This paper addresses the problem of resilient state estimation against malicious attacks

on the sensors. We propose a state estimation with a bank of observers combined through

median operations. Then, we show that this method is resilient in the sense that state

estimation converges to the true state despite existence of attacks on sensors. For practical

considerations, the effect of sensor noise and process disturbance on the proposed state

estimation is analyzed.

We point out that the proposed method requires the system states being observable

with every sensor, which is not required for the existing methods. This may not be a critical

limitation because sensors can be chosen in the system design stage in applications where

resiliency is of importance.

We emphasize that the proposed method is computationally efficient compared to

existing methods in the literature, yielding the complexity of O(np) with n being the

number of system states and p being the number of sensors. The gained computational

efficiency helps real-time implementation for feedback systems in practice. Due to the

simplicity of the state estimator structure and computational advantage over the existing

method, the proposed method will benefit the design of resilient control systems.

Developing resilient state estimation methods using adaptive parameter estimation

techniques is a future work.



Chapter 3

A Stealthy Sensor Attack for

Uncertain Cyber-Physical Systems

In this paper, we present an attack for the sensor that can remain stealthy until the attack

succeeds in a manner similar to those of [72]. The target CPS consists of physical plants

with linear unstable dynamics (i.e., unstable pole dynamics) and stabilizing controllers.

The attack in current work contrasts with [72] in that the target systems are those with

unstable pole dynamics as opposed to unstable zero dynamics, and the attack is given

to the sensors as opposed to actuators. Hence, we refer to the attack in this work as

RPDA, where the term pole-dynamics comes from that the attack leverages the dynamics

of unstable poles of the plant, and the term robust comes from that no exact CPS model

knowledge is needed in order to craft the attack.

Specifically, the RPDA attack mechanism is to impede the stabilizing function of the

feedback controller by injecting false data to the sensors where the false data are created

using the dynamics of unstable poles of the plant.

The stealthiness considered in this work is that the difference between the sensor

output under attack and that under no attack is smaller than a given threshold. RPDA

maintains the stealthiness by deploying a mechanism similar to a disturbance observer

which absorbs the effect of the mismatch between the nominal and actual dynamics.

Similarly to RZDA, with imperfect knowledge of the target system, the effect of the attack

appears, eventually, in the output. This comes from the fact that the diverging state grows

in an exponential manner and the complete cancellation of its effect on the output requires

29
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an attack that grows with the same exponential rates; hence exact knowledge is needed.

What is achieved in this work is that the adversaries can select design parameters so that

the moment of the attack being detected (the deviation of the output exceeds a given

threshold) is delayed until the attack succeeds (the norm of the states exceeds a given

threshold). We acknowledge that much of RPDA construction and analysis came from

the work of [72].

The main contribution is that we provide a method of sensor attack for the systems

with unstable pole dynamics with only limited model knowledge and eavesdropping of

the control input, which is substantially less information compared to what is required

for the existing work. Due to limited knowledge of the system, the attack eventually loses

stealthiness, however, only after the attack succeeds.

3.1 Related Work

In this section, we briefly review the previous work on model-based stealthy attacks. The

related work is put into three categories; deception attacks, zero-dynamics attacks, and

robust zero-dynamics attack. For each category, a brief review is given below.

3.1.1 Deception Attack

Deception attack reported in [50] is a sensor attack targeting the plant having unstable

pole-dynamics. The purpose of this attack is to deceive the anomaly detector as if the CPS

is not under attack even when the plant is operating unstably. For the construction of

deception attack, adversary needs exact model of the plant, an anomaly detector designed

based on a state observer, eavesdropping of both sensor outputs and actuator inputs. The

attack generation takes place in two steps; (a) the adversary injects initial false data

to the sensor that trigger the unstable pole-dynamics of the plant. Once this false data

is employed, the unstable mode of the plant is destabilized and its effect appears in the

anomaly detector. Since the adversary has exact knowledge of them, (b) he/she can predict

any unstable motion of plant appearing on the anomaly detector, canceling of which is

done by the false data in the next incident. The attack policy constructed in this manner

cancels any unstable motion appearing in the anomaly detector while large amount of

false data is injected on sensor. As one can expect, the attack loses the stealthiness when
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CPS model knowledge is uncertain.

3.1.2 Zero-Dynamics Attack

ZDA [86] is an attack on the actuators which is constructed by using unstable zero-

dynamics of the plants. Actuator attack signal is computed so that it drives the plant

state along the unstable zero dynamics. Since it follows the zero dynamics, the diverging

states do not appear in the sensor output. As a result, the anomaly detector fails to detect

abnormal behavior. In order for this attack to succeed, the exact model knowledge is

necessary. The first version of the ZDA reported in [86] interprets attack performance and

stealthiness analysis in the framework of geometric control theory. The second version of

the ZDA adopts Byrnes-Isidori normal form representation of the system dynamics [72].

This attack is only applicable to the physical plants with zero dynamics and also the

zero dynamics must contain an unstable mode in order for the damaging impact. For

computation of the ZDA, the exact model of the plant shall be available.

3.1.3 Robust Zero-Dynamics Attack

When the target systems possess unstable zero dynamics, but the parameters are not

exactly known, the robust version of the ZDA, referred to as robust zero-dynamics at-

tack [72] is applicable. Attack construction employs robust control technique to ensure

stealthiness. Specifically, the model uncertainty is lumped as disturbance at the actuator,

and DOB technique is employed to estimate the uncertainty and add the estimate to the

attack signal. The fundamental idea of the RZDA is (a) to estimate the effect of model

uncertainty by using DOB, and (b) to enforce the system to follow the nominal zero-

dynamics by compensation from DOB, which successfully masks the mismatch between

the nominal and actual unstable zero-dynamics at the sensor output. As a result, the

actual unstable zero-dynamics leads diverging state trajectory without being captured in

sensor output. The stealthiness is maintained until the attack succeeds.

We note that the key idea of RPDA is originated from the RZDA [72]. The distinction

between the two are as follows: RZDA is an attack on the actuator, and construction of it

requires both the control signal and the sensor outputs. The target system must possess

unstable zero dynamics for this attack to take a significant impact on the system. In
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comparison, RPDA is an attack on the sensor, and it needs to eavesdrop only the control

signal. The target systems are the plants with unstable mode, which are more commonly

encountered in practice than the target systems for RZDA.

3.2 System Description

Notation: For column vector a and b, we write [aT , bT ]T = [a; b]. For the vector x, the

||x|| means Euclidean norm of vector x. For the simplicity, we often omit the subscripts

of them if its dimensions are obvious.

We consider the dynamics of the physical system given by

ẋ(t) = Ax(t) +Bu(t),

y(t) = Cx(t),
(3.1)

where x(t) = [xs(t); xu(t)] ∈ R
nx is the state (nx is the dimension of the state), u(t) ∈ R

is the control input, and y(t) ∈ R is the sensor output. For simplicity, we only consider

a SISO system although the idea can be extended to MIMO systems. Assume that the

pair (A,B) is controllable and (A,C) is observable. We further assume, without loss of

generality, that the matrices in (4.1) are given in the following form:

A =

[

As 0

0 Au

]

, B =

[

Bs

Bu

]

, C =
[

Cs Cu

]

,

where all the eigenvalues of As have negative real parts (i.e., stable modes) and all the

eigenvalues of Au have non-negative real parts (i.e., unstable modes). In this manner, the

unstable dynamics of the target system is explicitly shown.

A SISO stabilizing controller dynamics is assumed to be strictly proper and given in

Byrnes-Isidori normal form [46]:

ż(t) = Sz(t) +GCvη(t),

η̇(t) = Avη(t) +Bv

(

φTη(t) + ψT z(t) + gỹ(t)
)

,

u(t) = Cvη(t),

(3.2)

where [η(t); z(t)] is a controller state decomposed by z(t) ∈ R
nz and η(t) ∈ R

v. Here, v

is the relative degree of the controller and v ≥ 1 since the controller is strictly proper.
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The dimension of the controller is then v+nz. The signal ỹ(t) ∈ R is the feedback sensor

output compromised by the attack, i.e., ỹ(t) = y(t) + a(t), with the attack being denoted

by a(t). Finally, the matrices Av, Bv, Cv are defined as

Av =

[

0v−1 Iv−1

0 0Tv−1

]

,

Bv =

[

0v−1

1

]

, Cv =
[

1 0Tv−1

]

,

where 0v−1 ∈ R
v−1 is zero vector and Iv−1 ∈ R

(v−1)×(v−1) is identity matrix.

The closed loop dynamics of (4.1) and (3.2) are given by

ẋ(t) = Ax(t) +BCvη(t),

ż(t) = Sz(t) +GCvη(t),

η̇(t) = Avη(t) +Bv

(

φTη(t) + ψT z(t) + gCx(t) + ga(t)
)

,

ỹ(t) = Cx(t) + a(t),

u(t) = Cvη(t).

(3.3)

We assume that the resulting closed-loop system (3.3) is asymptotically stable, i.e., the

matrix






A 0 BCv

0 S GCv

gBvC Bvψ
T Av +Bvφ

T






(3.4)

is Hurwitz.

3.3 Pole-dynamics Attack with Precise Model Knowledge

In this section, we show how to construct the proposed attack when the exact knowledge

of the system is available. For convenience, the attack is referred to as Pole-Dynamics

Attack (PDA) and the construction is shown as follows:

ẋau(t) = Aux
a
u(t),

a(t) = −Cux
a
u(t),

(3.5)
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where xau(t) ∈ R
nxu is the state in attacker’s device and nxu

is the dimension of xu(t). The

initial state of the dynamics (4.7), xau(0), is chosen to be a vector with a small norm.

The impact of the attack policy of (4.7) is analyzed as follows. Let us consider the

following attack-free system by putting a(t) = 0 in (3.3):

ẋo(t) = Axo(t) +BCvηo(t),

żo(t) = Szo(t) +GCvηo(t),

η̇o(t) = Avηo(t) +Bv

(

φTηo(t) + ψT zo(t) + gCxo(t)
)

,

ỹo(t) = Cxo(t),

uo(t) = Cvηo(t).

(3.6)

where xo(t) ∈ R
nx , zo(t) ∈ R

nz , and ηo(t) ∈ R
v are attack-free states, uo(t) ∈ R and

ỹo(t) ∈ R is attack-free input and output. Next, we represent the closed-loop system

(3.3) using error state defined by x̃u(t) = xu(t) − xau(t). Then, we obtain the following

representation:

ẋs(t) =Asxs(t) +BsCvη(t),

˙̃xu(t) =Aux̃u(t) +BuCvη(t),

ż(t) =Sz(t) +GCvη(t),

η̇(t) =Avη(t)

+Bv

(

φTη(t) + ψT z(t) + gCsxs(t) + gCux̃u(t)
)

,

ỹ(t) =Csxs(t) + Cux̃u(t),

u(t) =Cv(t)η(t).

(3.7)

Notice that (3.6) and (4.9) have identical dynamics. The asymptotic stability of (3.3),

hence, that of (3.6) guarantees the asymptotic stability of (4.9). It is natural to assume

[x(0); z(0); η(0)] = [xo(0); zo(0); ηo(0)]. Then, we have

||[xs(t); x̃u(t); z(t); η(t)]− [xo(t); zo(t);ηo(t)]||

≤ kee
−let||xau(0)||,

(3.8)

for some positive constants ke and le. Equation (3.8) implies ||ỹ(t) − ỹo(t)|| is upper

bounded by a constant, which can be made smaller than a given threshold, denoted by δ

for instance, by appropriate choice of initial conditions. The feedback sensor output under
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attack will become identical to that of the attack-free system asymptotically. At the same

time, (3.8) also implies ||x̃u(t)|| goes to zero, which means ||xu(t)|| → ∞ as t→ ∞, since

xau(t) in (4.7) is divergent.

3.4 Robust Pole-dynamics Attack with limited Model Knowl-

edge

Consider again the system of (3.3) and now we assume only the nominal values of system

parameters are available to the attacker.

Denote again the attack-free nominal model of (3.3) by:

ẋn(t) = Anxn(t) +BnCvηn(t),

żn(t) = Snzn(t) +GnCvηn(t),

η̇n(t) = Avηn(t) +Bv

(

φT
n ηn(t) + ψT

n zn(t) + gnCnxn(t)
)

,

ỹn(t) = Cnxn(t),

un(t) = Cvηn(t),

(3.9)

where xn(t) ∈ R
nx , zn(t) ∈ R

nz , and ηn(t) ∈ R
v are nominal states, and un(t) ∈ R and

ỹn(t) ∈ R are nominal input and output. The matrices An, Bn, Cn, Sn, Gn, φn, ψn, and

gn are nominal component of actual matrices A, B, C, S, G, φ, ψ, and g, respectively.

We Assume that the attacker knows
¯
g, ḡ, the lower and upper bounds on g, respectively,

such that 0 <
¯
g ≤ g ≤ ḡ. (For simplicity we assume that g is positive. If g is negative,

appropriate sign change is necessary for the expression of the attack. However, the sign

of g must be known.) Note that, because of the specialized structure of Av, Bv, and Cv,

uncertainties of the controller (3.2) manifest themselves only through φ, ψ, and g. In

addition, we assume that An has a block diagonal structure as A does, whose components

are denoted by As,n (Hurwitz) and Au,n (anti-Hurwitz). Finally, we assume that closed-

loop system in (3.9) is asymptotically stable.

Available information to the attacker includes the parameters in (3.9) and also the

signal u(t) in (3.3). Consider now the nominal dynamics in the attacker’s computer

ẋan(t) = Anx
a
n(t) +Bnu(t),

żan(t) = Snz
a
n(t) +Gnu(t),

(3.10)
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where xan(t) ∈ R
nx and zan(t) ∈ R

nz are the state that the attacker computes. The part of

the controller dynamics represented by η in (3.3) can be written as

η̇(t) = Avη(t) +Bv

(

φTη(t) + ψT z(t) + gCx(t) + ga(t)
)

,

= Avη(t) +Bv

(

φT
n η(t) + ψT

n z
a
n(t) + gnCnx

a
n(t)

)

+ gBv (a(t)− a∗(t)) ,

(3.11)

with variable a∗(t) defined by

a∗(t) =
1

g
(−ψT z(t) + ψT

n z
a
n(t)

+ (φT
n − φT )η(t) + gnCnx

a
n(t)− gCx(t)).

(3.12)

If attacker knows (3.12) and use this for attack , i.e.,

a(t) = a∗(t) , t ≥ 0, (3.13)

then the resulting η-dynamics in (3.11) is completely decoupled from x-dynamics. This

means that the controller does not receive any information from the physical plant. Then,

without stabilizing action of the controller, the unstable sub-state xu(t) of the plant will

diverge.

Note, however, that the attack policy in (3.13) cannot be realized because x(t), z(t),

η(t), ψ, φ, C, and g in (3.12) are not known to the attacker. In turn, what makes (3.13)

realizable is a robust control technique in which the term a(t)− a∗(t) in (3.11) is treated

as disturbance, and compensated by DOB technique [7, 72].

The RPDA, denoted by arob(t), is given by

arob(t) = Cvq(t)−
α0

τ v
u(t), (3.14)

with the dynamics of the DOB state q(t) ∈ R
v is given by

q̇(t) =
(

Av − Γ−1αCv

)

q(t)

+
α0

τ v
Bv

(

arob(t) +
1

gn
ψT
n z

a
n(t) + Cnx

a
n(t)

)

+
α0

τ v
1

gn

(

φ†
n + Γ−1α

)

u(t),

(3.15)

where Γ:= diag (τ, . . . , τ v) is constant matrix defined by a parameter τ ∈ (0, 1), and

φ†
n := [φn,v−1; · · · ;φn,0], while φn := [φn,0; · · · ;φn,v−1]. Here, design parameters are τ and
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α := [αv−1; · · · ;α0], which define the lowpass filtering characteristics of the DOB. Details

on the selection of τ and α are found in [9].

In summary, the RPDA policy is defined by (3.10), (3.15), (3.14), and

a(t) = arob(t). (3.16)

The initial condition of q(0) can be arbitrary, but we assign q(0) = 0 for convenience.

Now, Lemma 2.3.4 in [71] ensures that attack arob(t) can be close to the ideal a∗(t) by

taking a small value of τ > 0.

Let us now describe the success of the attack and the stealthiness. Let M and δ be

positive constants, whereM is the threshold for the attack success, and δ be the threshold

for stealthiness of ỹ(t). Then, Theorem 6.2.2 in [71] gives the following result: For almost

all initial value xan(0), there exists T > 0 such that ‖xu(T )‖ > M and for 0 ≤ t ≤ T ,

‖ỹ(t) − ỹn(t)‖ < δ. Therefore, under the attack (3.10), (3.15), and (3.14), the state of

system (3.3) grows exceeding the thresholdM , while the deviation of ỹ(t) from its attack-

free nominal counterpart ỹn(t) remains less than the threshold δ. Notice that, due to

the stability of (3.9), ỹn(t) diminishes over time, and the stealthy condition practically

becomes ||ỹ(t)|| < δ, hence, the output does not show any sign of abnormality.

Figure 3.1 shows the block diagram of the system under the RPDA attack with signal

flow. The box named by ”Attack with the RPDA algorithm” implements the attack

defined by (3.10), (3.15) and (3.14). In order to start the attack generator system, the

attacker has to choose the initial condition xan(0). Now, it has to be pointed out that there

are some initial values of xan(0) that may fail to trigger the unstable dynamics associated

with xu(t) in (3.3). However, although such values exists mathematically, the probability

of such initial values to be selected is zero practically. Rigorous treatment of such initial

states is given in [71] with the mathematical notion of measure.

In practice, the attacker may implement the red block in Figure 3.1 by discretizing

the dynamics of (3.10), (3.15) and (3.14) with an appropriate time ∆t using the standard

zero order hold method [20]. The resulting system equations will take the form:

ζ(k + 1) = Adζ(k) +Bd u(k∆t),

arob(k) = Cdζ(k) +Dd u(k∆t),
(3.17)

where the matrices are computed following [20]. Then, arob(k) is added to y(t) in (3.3) at

t = k∆t.
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Figure 3.1: The block diagram of the CPS under RPDA.

Algorithm 1 shows the steps the attacker needs to follow in order to achieve a level of

system disruption defined by M .

3.5 Attack Illustrations

3.5.1 Control of Quadrotors

Quadrotor control systems are one of the representative CPS examples that combine phys-

ical plant, computing device, monitoring systems, and wireless network [18, 58]. Systems

utilizing multiple quadrotors have been developed as an important infrastructure for soci-

ety such as military surveillance, delivery service system, and airborne local network [64].

A quadrotor flight is managed by an autonomous navigation system that maneuvers the

quadrotor along the path received from the control tower, and reports the flight status in

real time.
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Algorithm 1 Computation of Robust Pole-Dynamics Attack

Input:

Nominal model in (3.9) and u(t)

Output:

Robust pole-dynamics attack arob(t)

Begin

1: Choose design parameters α, τ and set q(0) = 0

2: Set initial time sequence k = 0

3: while |ỹ(k∆t)| < δ do

4: Eavesdrop input u(k∆t)

5: Compute z(k) and arob(k) using (3.17)

6: Take a(t) = arob(k) while t ∈ (k∆t, (k + 1)∆t)

7: Update the time sequence k = k + 1

8: end while

Consider the dynamics of a quadrotor in [18, 58]:

mv̇ = −mge3 + fRE3 +D,

Ṙ = R× Ω,

IΩ̇ = (IΩ)× Ω+ µ− (D × he3),

(3.18)

where v := [vx; vy; vz] ∈ R
3 is the velocity in inertia frame, Ω := [Ω1; Ω2; Ω3] ∈ R

3 is

the angular velocity in body frame, R ∈ R
3×3 is the rotation matrix composed of roll

φ, pitch θ, and yaw angle ψ. The f ∈ R is thrust, µ := [µ1;µ2;µ3] ∈ R
3 is the torque,

e3 = E3 = [0; 0; 1] is the third standard basis vector, m is the mass of the quadrotor,

I := diag(I1, I2, I3) is the moment of inertia matrix, and h is the height of the propellers

above the center of mass. The D is a drag force on the quadrotor modeled as,

D = −kdωsRPR
Tv, (3.19)

where kd is the drag constant, ωs =
∑4

i=1 ωi is the sum of the motor speeds ωi, and

P := diag(1, 1, 0) is a projection matrix. All the parameters are specified in [58], especially,

drag coefficient kd is computed by repetitive experiment kd = 1.314× 10−5 N·s
m·RPM

.

We assume that a linear controller for the quadrotor dynamics in (3.18) and (3.19) is

designed based on a linearization. The linearized dynamics of (3.18) for the state X =
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[vx; θ; Ω2] and the input variable µ2 = lkω(ω
2
1 − ω2

3) with positive constant l, kω, around

the equilibrium X∗ = 0, and µ∗
2 = lkω((ω

∗)2 − (ω∗)2) = 0 is given by:

Ẋ =







−4kdω
∗

m
4kw(ω∗)2

m
0

0 0 1

−4kdω
∗

I2
0 −2kz l2ω∗

I2






X +







0

0
1
I2






µ2,

y =
[

0 0 1
]

X,

(3.20)

where ω∗ > 0 is the equilibrium of the motor speed. Since the system (3.20) is controllable

and observable, we design a observer based state feedback controller. The resulting ob-

server dynamics has the poles at {−3.42,−1.5± 0.24} and the state feedback gain yields

additional poles at {−0.5013,−7.2265± 6.8i}, respectively.

For simulations, we assume three cases where the attacker’s knowledge on the param-

eter kd is, respectively, 0.95kd, kd, and 1.08kd, i.e., kn,d = {0.95kd, kd, 1.08kd}. For the

second case, the attacker, in fact, has the perfect knowledge on the parameter. The design

parameters of the RPDA are chosen such that α0 = 1, τ = 10−2, and q(0) = 0. The

threshold for stealthiness is assumed to be given as δ = 0.002.

We show the result of attack with PDA first for the purpose of illustrating what

happens when the mismatch exists between the nominal and actual dynamics. Figure 3.2

shows the quadrotor state trajectories and the norm of the difference between the feedback

sensor output and attack-free sensor output for the three cases. The attack is injected at

t = 20 second. When there is no model uncertainty, i.e., kn,d = kd, the PDA successfully

destabilize the quadrotor. The trajectories of the states and control are shown in red.

Notice also that the feedback sensor output Ω2 + a is not responding to this unstable

behavior. However, the trajectories in green and blue, where the attacker’s knowledge on

the parameter does not match the true value, the attack is revealed at around t = 26.7

for k̂n,d = 1.08k̂d and t = 28.3 for k̂n,d = 0.95k̂d cases.

In contrast, Figure 3.3 depicts the responses for RPDA. Even when the nominal value

kn,d does not match the true value, xu-dynamics of quadrotor is successfully decoupled

from closed-loop system resulting in destabilization of the system without being noticed

in the control input, which is shown at the bottom plot. As illustrated the impact of the

RPDA can be fatal.

Figure 3.4 shows the responses for different design parameter values of τ . For smaller
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value of τ , the effect of the attack appears at ỹ with greater delays. The effect of attack

on the state trajectory is greater for smaller value of τ .

3.5.2 Control of Inverted Pendulums

The inverted pendulum is a classic example of the unstable systems. The goal of its

system is to control the posture of pendulum inversely attached on the moving cart with

a rod by using cart DC motor control. In this scheme, this is the basis of many control

systems such as Segway, balancing robot, and rockets. In particular, the rocket control

system is one of the most critical techniques in spacecraft, missile, and satellite launch.

For these applications, visual inspection of the physical plants is hardly a possibility as

they operate in the space. Therefore, a sensor based monitoring system is necessary for

status observations.

A dynamics of 2-DOF inverted pendulum system [1] is given by

fc −Beqẋc =(Jeq +Mp)ẍc

−Mplpcos(θ)̈θ −Mp lpsin(θ)θ̇
2 ,

−Bpθ̇ =−Mplpcos(θ)̈xc

+ (Jp +Mpl
2
p)θ̈ +Mplpgsin(θ),

fc =

(

ηgKgKt

Rmrmp

)(

−
KgKm

rmp

ẋc + ηmVm

)

,

(3.21)

where xc is the cart position, θ is the angle of pendulum, fc is a linear force generated by

the servo motor of the cart, and Vm is the input voltage of the servo. All parameters in

(3.21) are found in [1]. In the interest of linear controller design, the dynamics in (3.21) is

linearized with the state variable X = [xc; θ; ẋc; θ̇] and the input variable Vm around the

equilibrium X∗ = 0 and V ∗
m = 0. The following linear dynamics is obtained.

Ẋ =













0 0 1 0

0 0 0 1

0 h21Jtg −h2h3 −h1Bp

0 h1h4g −h1h3 −h4Bp













X +













0

0

h2

h1













Vm,

y =
[

1 0 0 0
]

X,

(3.22)
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Figure 3.2: Simulation result of the PDA where k̂n,d = 0.95k̂d (blue), k̂n,d = k̂d (red), and

k̂n,d = 1.08k̂d (green). The threshold δ is shown by a dashed line.
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Figure 3.3: Simulation result of the RPDA where k̂n,d = 0.95k̂d (blue), k̂n,d = k̂d (red), and

k̂n,d = 1.08k̂d (green). The threshold δ is shown by a dashed line.
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Figure 3.4: Trajectory of θ and feedback sensor output ỹ for k̂n,d = 1.08k̂d and different values

of τ : τ = 0.01 (blue), τ = 0.1 (red), and τ = 0.5 (green).
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Here, the constants h1, h2, h3, and h4 are defined as,

h1 =
Mplp
Jt

, h2 =
Jp +Mpl

2
p

Jt
,

h3 = Beq +
ηgK

2
gηmKtKm

Rmr2mp

, h4 =
Jeq +Mp

Jt
.

It is straightforward to verify that the system (3.22) is controllable and observable.

Then, we construct an observer based state feedback controller with observer poles at

{−42,−45,−55±27i} and additional closed loop poles at {−21.74±15.4i,−1.34±1.12i},

respectively.

The motor current-torque constant Kt = 7.68× 10−3Nm/A is not precisely unknown

to the attacker, and the attacker is assumed to try with the following three values Kn,t =

{0.88Kt, Kt, 1.18Kt}. Again, Algorithm 1 is used to generate the attack signals. Other

parameters of the RPDA are chosen to be α0 = 1, τ = 10−3, and q(0) = 0. The stealthiness

parameter is assumed to be δ = 0.05.

Figure 3.5 shows the cases with RPDA. Although the knowledge of the attacker does

not precisely match the actual value, the attack is successful (stealthy) and the system

lose stability without being noticed.

Figure 3.6 again shows the effect of RPDA design parameter τ , affecting the point in

time where the attack appears at the sensor output.

3.6 Conclusions

In this paper, we showed a sensor attack that leverages unstable dynamics in the physical

plant. The attack is stealthy and the generation of which does not require precise knowl-

edge of the target CPS. This could pose a serious threat to CPS in practice. Examples are

given to illustrate the impact of the attack and raise the caution for the system design.

Developing a detection method is future work.
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Figure 3.5: Simulation results of state trajectories and feedback sensor output derivation for the

inverted pendulum and RPDA attack: Kn,t = 0.88Kt (blue), Kn,t = Kt (red), and Kn,t = 1.18Kt

(green). The threshold δ is shown by a dashed line.
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Figure 3.6: State θ trajectory and the feedback sensor output of Inverted Pendulum for Kn,t =

1.18Kt and different values of τ : τ = 0.01 (blue), τ = 0.1 (red), and τ = 0.5 (green).
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Chapter 4

Detection of Stealthy Sensor Attacks

for Cyber-Physical Systems: A

Secret Entity and Control Mode

Switching Approach

In this paper, we present a detection mechanism of stealthy sensor attacks for CPS dis-

cussed in [44]. The basic idea is to design a switching system of two control modes. The

first mode is the Attack Detection Control (ADC) mode, which additionally has a se-

cret entity (an output feedback form) on the control system structure discussed in [44].

The secret entity is connected to the physical plant via an independent channel from the

network (as described in Figure 4.1, right). Therefore, the adversary cannot access this

entity and even its presence is hidden. Eventually, a secret entity leads to incorrect model

knowledge intentionally to the adversary and even the level of uncertainty is adjustable

by the parameter design of its entity. Thus, sensor attacks lose the stealthiness and will be

detected under ADC mode. In contrast, the second mode is Normal Control (NC) mode

(as described in Figure 4.1, left), which has the same control system structure discussed

in [44]. Thus, the adversary achieves a successful attack strategy without being loss the

stealthiness, and NC mode only plays a role in hiding the presence of ADC mode from

the adversary.

Notation: For column vectors a and b, we write [aT , bT ]T = [a; b]. For the vector

49



50 4.1. System Description

x, the ‖x‖ means the Euclidean norm of vector x. For simplicity, we often omit the

subscripts if the dimensions are obvious. For the controller switching periods T1 of NC

mode and T2 of ADC mode, the system under NC mode operates within the time interval

t ∈ [NT1, (N + 1)T1) with N ∈ QNC , where QNC is the set of even integers, i.e. QNC =

{0, 2, 4, 6, . . .}. For the ADC mode, we use N ∈ QADC with t ∈ [NT2, (N + 1)T2) where

QADC is the set of odd integers, i.e. QADC = {1, 3, 5, 7, . . .}. For simplicity, we use only

N ∈ QNC and N ∈ QADC to denote the switching mode.

4.1 System Description

We consider the dynamics of the physical system given by

ẋ(t) = Ax(t) +Bu(t),

y(t) = Cx(t),
(4.1)

where x(t) ∈ R
nx is the state (nx is the dimension of the state), y(t) ∈ R is the sensor

output, and u(t) ∈ R is the control input.

Assumption 4.1. The pair (A,B) is controllable and the pair (A,C) is observable.

This assumption ensures that the state observer based anomaly detector can be con-

structed. We discuss this feature in more detail later.

The stabilizing controller dynamics are assumed to be strictly proper and given in

Byrnes-Isidori normal form [46]:

żi(t) = Sizi(t) + GiCviηi(t),

η̇i(t) = Aviηi(t) +Bvi

(

φT
i ηi(t) + ψT

i zi(t) + giỹ(t)
)

,

ui(t) = Cviηi(t),

(4.2)

where zi(t) ∈ R
nz,i and ηi(t) ∈ R

vi are the decomposed controller state. The index i

denotes the control mode, that is, i = 1 for NC mode and i = 2 for ADC mode. Here, vi

is the relative degree of the controller and vi ≥ 1 since the controller is strictly proper.

The dimension of the controller is then vi + nz,i and we consider only the case in which

both controllers have the same dimension (i.e. v1 + nz,1 = v2 + nz,2). The signal ỹ(t) ∈ R
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is the feedback sensor output compromised by the attack, i.e., ỹ(t) = y(t)+a(t), with the

attack being denoted by a(t). Finally, the matrices Avi , Bvi , Cvi are defined as

Avi =

[

0vi−1 Ivi−1

0 0Tvi−1

]

,

Bvi =

[

0vi−1

1

]

, Cvi =
[

1 0Tvi−1

]

,

where 0vi−1 ∈ R
vi−1 is zero vector and Ivi−1 ∈ R

(vi−1)×(vi−1) is identity matrix.

We consider the secret entity in ADC mode as shown in Figure 4.1 in order to make

revealing stealthy sensor attacks. This entity is connected to a plant through a channel

independent from the network, which means that the adversary cannot interfere in the

input signal computed from the secret entity. This leads to the following assumption,

Assumption 4.2. The existence of secret entity is unknown to adversaries.

This assumption ensures that the effect of PDA is successfully revealed on ỹ(t) when the

control system operates under ADC mode; consequently, the adversary loses stealthiness.

We construct the secret entity in the form of output feedback as follows:

uI(t) = −Fx(t), (4.3)

where the matrix F is the constant gain of the secret entity. Consequently, the control

input u(t) is computed as u(t) = u1(t) for NC mode and u(t) = u2(t) + uI(t) for ADC

mode.

For the stacking vector xi(t) = [x(t); zi(t); ηi(t)], the closed-loop models obtained by

combining (4.1), (4.2), (4.3) are characterized as follows, having the sensor attack a(t) as

an input,

ẋi(t) = Aixi(t) + Bia(t),

ỹ(t) = Cxi(t) + a(t),
(4.4)
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Figure 4.1: Configuration of the networked control systems with NC mode (left) and ADC mode

(right).

where matrices in (4.4) are defined as

Ai =







Āi 0 BCvi

0 Si GiCvi

giBviC Bviψ
T
i Avi +Bviφ

T
i






,

Bi =







0

0

giBvi






, C =

[

C 0 0
]

,

where matrix Āi is denoted as Ā1 = A, Ā2 = A−BF , and A1, A2 are Hurwitz matrices,

respectively.

Anomaly detectors consist of a full state observer that monitors the difference between

a feedback sensor output and its estimated value, which we call the residual signal. The

dynamic of detectors are described as

˙̂xi(t) = Ad,ix̂i(t) +Bui(t) + Liỹ(t),

ri(t) = −Cx̂i(t) + ỹ(t),
(4.5)

where x̂i(t) ∈ R
nx is the estimated state and ri(t) ∈ R is the residual signal. The matrix

Li is chosen such that matrices Ad,1 = A−L1C and Ad,2 = A+BFC −L2C are Hurwitz,

respectively. We note that anomaly detectors will trigger an alarm if and only if the
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condition ‖ri(t)‖ > δ is satisfied, where δ > 0 is a predefined threshold for the residual

signal.

According to the controller switching mechanism, the minimum switching period that

ensures the stability of a closed-loop control system is naturally of interest. However,

this problem has been addressed many times in control system communities, where it is

often called the dwell time. Many engineers at research institutions and universities have

considered this problem; consequently, various types of dwell times have been reported

[31, 63, 68, 74]. Therefore, stability problems of controller switching systems are not new

issues in our work. We adopt the classic version of dwell time results reported in [63,68],

finally we have the following inequality of T1 and T2 for stability of our controller switching

systems,

T2 >
1

λ2
(ln(v1v2)− λ1T1) , (4.6)

where vi, λi are positive constants satisfying
∥

∥eAit
∥

∥ ≤ vie
−λit. The equation (4.6) follows

the assumption as below,

Assumption 4.3. For all times t = NTj , t = NTk, and index j, k = {1, 2} with j 6= k,

the initial states of (4.2) and (4.5), i.e., zj(NTj), ηj(NTj), x̂j(NTj), are reset to the last

updated values of zk(NTk), ηk(NTk), x̂k(NTk).

4.2 Revealing Pole-Dynamics Attack by the Secret Entity

In this section, we show how the secret entity leads to the revealing PDA under ADC

mode operation. We discuss first the stealthiness of PDA under NC mode on and extend

its analysis and results to ADC mode condition. Since the control system under NC mode

has an identical structure to that of control systems generally discussed in [44], the PDA

mechanism under NC mode can be evaluated in a manner similar with that of [44]. Let

us briefly review [44]. For the scenario where the exact model of (4.1) is given to the

adversary, the PDA is designed as follows,

ẋa(t) = Axa(t),

a(t) = −Cxa(t),
(4.7)
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where xa(t) ∈ R
nx is the state in the attacker’s device. The initial state xa(t0,a) is chosen

to be a vector with a small norm and x̄au(t0,a) 6= 0 such that

A =
[

Vu Vs

]

[

Λu 0

0 Λs

]

[

Vu Vs

]−1

,

x̄a(t) := [x̄au(t); x̄
a
s (t)]

=
[

Vu Vs

]−1

xa(t),

(4.8)

where all the eigenvalues of Λs have negative real parts (i.e., stable modes), all the eigen-

values of Λu have positive real parts (i.e., unstable modes), Vs and Vu are eigenvectors

corresponding to Λs and Λu, respectively. Next, we formulate the following assumption.

Assumption 4.4. The attack policy (4.7)-(4.8) is employed when the control system

(4.4) and detector (4.5) are in the steady state, i.e., xi(t0,a) = 0 and x̂(t0,a) = 0.

This assumption help a more intuitive analysis of the attack effect since all transient

responses of systems (4.4) and (4.5) are now originated from attack signals.

By combining of the closed-loop system (4.4) under NC mode (i.e., i = 1) and attack

policy (4.7) and (4.8), we obtain the following error system with new state variable x̃(t) =

x(t)− xa(t) and x̃1(t) = [x̃(t); z1(t); η1(t)] such that,

˙̃x1(t) = A1x̃1(t),

ỹ(t) = Cx̃1(t).
(4.9)

Note that (4.9) has an identical system model to (4.4) with the attack-free condition and is

asymptotically stable; hence, the asymptotic stability of (4.9) is guaranteed. Consequently,

by the Assumption 4.4, i.e., x1(t0,a) = 0, we have the following inequality

‖[x̃(t); z1(t); η1(t)]‖ ≤ kee
−let ‖xa(t0,a)‖ , (4.10)

where ke and le are some positive constants. Equation (4.10) implies x̃(t) → 0 while

xa(t) → ∞ as t → ∞. Therefore, the adversary consequently achieves ỹ(t) → 0 (i.e.,

stealthiness) during x(t) → ∞ (i.e., destabilization of control systems).

The foregoing stealthy property can be evaluated by the anomaly detector model as

follows. Let us define new error state ζ1 = x̃ − x̂1 and combine the models (4.1), (4.5),
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and (4.7), we formulate the state equation for the residual signal as follows:

ζ̇1(t) = Ax̃(t)−Ad,1x̂1(t)− L1ỹ(t)

= Ad,1ζ1(t),

r1(t) = Cζ1(t).

(4.11)

Since (4.11) has an equivalent system matrix Ad,1 to that of (4.5) and is asymptotically

stable, ‖r1(t)‖ can be written as following bounded solution,

‖r1(t)‖ =
∥

∥CeAd,1(t−t0,a)ζ1(t0,a)
∥

∥ ,

≤ vd,1 ‖C‖ ‖x
a(t0,a)‖ e

−λd,1(t−t0,a),

≤ vd,1 ‖C‖ ‖x
a(t0,a)‖ ,

(4.12)

where vd,1 and λd,1 are positive constants satisfying
∥

∥eAd,1t
∥

∥ ≤ vd,1e
−λd,1t. The inequality

of (4.12) denotes that the maximum value of ‖r1(t)‖ is determined from the level of the

xa(t0,a). That is, the adversary can avoid being detected by the anomaly detector if they

choose a sufficiently small ‖xa(t0,a)‖.

Up to now, we have reviewed the PDA strategy under NC mode operation. Notably,

the exact dynamics of the plant, especially the state matrix A, must be given for the

PDA computation. If the given model is uncertain, the attack policy (4.7) is no longer

realizable and neither is the analysis of (4.10) and (4.12). Consequently, the adversary

lose the stealthiness. For this issue, our detection idea is to install the secret entity (4.3)

to intentionally induce uncertain model knowledge at the adversary.

Let us define the error state ζ2(t) = x̃(t)− x̂2(t) and combine the models (4.1), (4.3),

(4.5) with i = 2, and (4.7), the state equation for the residual signal under ADC mode is

written as,

ζ̇2(t) = Ad,2ζ2(t) +BFCxa(t),

r2(t) = Cζ2(t).
(4.13)

Note that Ad,2 is Hurwitz, (4.13) is an asymptotically stable system characterized from

the input signal FCxa(t) to the output signal r2(t). Since the state xa(t) is exponentially

increased by attack policy (4.7) and affects to ζ2(t). Therefore, r2(t) is increased and

triggers the alarm, i.e., ‖r(t)‖2 > δ.
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4.3 Design of Mode Switching Periods

In this section, we discuss the selection of appropriate T1 and T2 that ensure the successful

detection of stealthy sensor attacks without being critically damaging on control systems.

4.3.1 Problem Statement

As shown in (4.9), (4.10), (4.11), and (4.12), the unstable trajectory of x(t) induced

by (4.7) is not captured in ỹ(t) and r1(t) during N ∈ QNC . Clearly, the attack will

be detected once the control mode is switched from NC mode to ADC mode; however,

detection may occur after the physical plant has been destroyed. Therefore, control mode

must be switched from NC mode to ADC mode before the plant’s internal state is damaged

enough to never recover. This issue leads to the problem of T1 selection and it is the first

topic addressed in this section.

We define the safety condition of the plant state as ‖x(t)‖ ≤M ,M > 0. This condition

is employed to evaluate whether the control system has been critically damaged; that is,

‖x(t)‖ > M indicates defend failure of control systems. In what follows, we formulate the

first problem as follows.

Problem 4.1. Let us consider the scenario where the attack policy (4.7) is initially

employed in closed-loop system (4.4) and anomaly detector (4.5) during the time interval

t0,a ∈ [NT1, (N + 1)T1) and N ∈ QNC (i.e., NC mode on). Find the maximum switching

period T̄ of T1 such that T1 ≤ T̄ , which achieves ‖x(t)‖ ≤M within t ∈ [NT1, (N +1)T1)

and N ∈ QNC .

Continuously, we formulate the second problem for the attack detection under ADC

mode as follows.

Problem 4.2. Let us consider the scenario where the attack policy (4.7) is initially

employed in closed-loop system (4.4) and anomaly detector (4.5) during time interval

t0,a ∈ [NT2, (N+1)T2) and N ∈ QADC (i.e., ADC mode on). Find the minimum switching

period
¯
T of T2 such that

¯
T ≤ T2 that ensures the triggering alarm condition ‖r2(t)‖ > δ

within t ∈ [NT2, (N + 1)T2) and N ∈ QADC .
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4.3.2 Main Results

In what follows, we derive solutions to Problem 4.1 and 4.2, which are given by the

following theorems.

Theorem 4.1. Suppose that all assumptions hold and there exist positive constants λu

and vu such that
∥

∥eAt
∥

∥ ≤ vue
λut. Consider the scenario where the attack policy (4.7) is

applied under NC mode. Then, for the system (4.1) stabilized by (4.2), there exists a

switching period T1 ≤ T̄ that satisfies

‖x(t)‖ ≤M, t ∈ [NT1, (N + 1)T1), N ∈ QNC , (4.14)

where the upper bound T̄ is computed as

T̄ =
1

λu
ln

(

‖C‖M

vuδ

)

, (4.15)

where M and δ are given positive constants.

Proof: Consider the solution of system (4.1) and the safety condition ‖x(t)‖ ≤M . We

have the following inequality,

‖x(t)‖ ≤
∥

∥eAt
∥

∥ ‖x(0)‖

≤ vue
λut ‖x(0)‖

≤M.

(4.16)

As validated in (4.9) and (4.10), the trajectory of x(t) asymptotically converges to at-

tacker’s xa(t) once the attack policy in (4.7) is applied under N ∈ QNC . Therefore, the

system safety condition could be evaluated with a revised inequality ‖xa(t)‖ ≤M . In this

context, we rewrite (4.16) referring to the new safe condition ‖xa(t)‖ ≤M and obtain the

following inequality,

eλu(t−t0,a) ≤
M

vu ‖xa(t0,a)‖
. (4.17)

By taking the natural logarithm of both sides of (4.17) and t− t0,a ≤ T1, we have

T1 ≤
1

λu
ln

(

M

vu ‖xa(t0,a)‖

)

. (4.18)



58 4.3. Design of Mode Switching Periods

Note that (4.18) contains the level of initial state ‖xa(t0,a)‖. From the (4.12), we able to

figure out that ‖xa(t0,a)‖ must be satisfied ‖xa(t0,a)‖ ≤ δ/ ‖C‖ to avoid being detected

by the anomaly detector. Consequently, the upper bound of T1 is obtained as follows:

T1 ≤
1

λu
ln

(

‖C‖M

vuδ

)

, (4.19)

which concludes the proof. �

We note that T̄ in (4.15) is increased proportionally to the threshold M . Therefore, if

we design the M sufficiently large in which we allow a large amount of attack effect on

x(t), T̄ is also increased as well. On the other hand, T̄ is inversely proportional to δ. This

is because a large δ will also allow the design of a large ‖xa(t0,a)‖, resulting in an attacker

achieving much fast ‖x(t)‖ > M .

In what follows, we discuss the solution of Problem 4.2. As we discussed before, the

secret entity (4.3) leads to stealthiness loss and consequently, the stealthy sensor attack

will be revealed. If so, here we raise a question that is the attack always detected once the

control system operates under ADC mode? The answer is no and there exists an exception.

For example, let us consider the scenario where attack (4.7) initially compromises y(t)

under N ∈ QADC . If the attacker sets ‖x
a(t0,a)‖ sufficiently small, the level of attack signal

may be too small and control mode could be switched to NC mode without being triggered

the alarm. After mode switching to NC at t = NT1 and N ∈ QNC , the ‖x
a(NT1)‖ can be

divided into two cases such that ‖xa(NT1)‖ > δ/ ‖C‖ and ‖xa(NT1)‖ ≤ δ/ ‖C‖.

When ‖xa(NT1)‖ > δ/ ‖C‖ is satisfied, the detector achieves ‖r1(NT1)‖ > δ and

triggers the alarm. This is obvious. In contrast, when ‖xa(NT1)‖ ≤ δ/ ‖C‖ is satisfied,

adversaries achieve attack strategy discussed in (4.9)-(4.12). However, if we set T1 such

that T1 ≤ T̄ by the Theorem 4.1, control mode is switched again from NC to ADC at

t = NT2, N ∈ QADC during ‖x(t)‖ ≤M . Therefore, the initial time ta0 in Problem 4.2 can

be fixed as ta0 = NT2. In this formula, we derive the solution to Problem 4.2 as follows.

Theorem 4.2. Suppose that all assumptions hold and there exist positive constants

λu, λd,2, vu, vd,2 such that
∥

∥eAt
∥

∥ ≤ vue
λut and

∥

∥eAd,2t
∥

∥ ≤ vd,2e
−λd,2t. Then, for given con-

stant δ > 0 and attack policy (4.7) with t0,a = NT2, N ∈ QADC , the anomaly detector of

i = 2 ensures

‖r2(t)‖ > δ, t ∈ [NT2, (N + 1)T2), N ∈ QADC , (4.20)
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if and only if the period T2 is chosen to be
¯
T < T2, where

¯
T is computed as

¯
T =

1

λu
ln

(

1 +
λd,2 + λu

vd,2vu ‖BFC‖

)

. (4.21)

Proof: Let us recall the error dynamics (4.13) and its solution form as follows,

r2(t) =Ce
Ad,2(t−NT2)ζ2(NT2)

+

∫ t

NT2

CeAd,2(t−τ)BFCxa(τ)dτ.
(4.22)

By equation (4.9), (4.11), and Assumption 4.3, we can easily determine that ζ2(NT2) =

x(NT2)− xa(NT2)− x̂(NT2) = 0. Thus, the part of the initial state ζ2(NT2) in (4.22) is

zero, and we have the following remaining term,

r2(t) =

∫ t

NT2

CeAd,2(t−τ)BFCxa(τ)dτ. (4.23)

By taking the norm of both sides of (4.23) and substituting
∥

∥eAt
∥

∥ ≤ vue
λu(τ−NT2),

∥

∥eAd,2(t−τ)
∥

∥ ≤ vd,2e
−λd,2(t−τ), and e−λd,2(t−NT2) ≤ 1, we obtain

‖r2(t)‖ =

∥

∥

∥

∥

∫ t

NT2

CeAd,2(t−τ)BFCxa(τ) dτ

∥

∥

∥

∥

≤
vd,2vu ‖C‖ ‖BFC‖

λd,2 + λu

(

eλu(t−NT2) − 1
)

‖xa(NT2)‖ .

(4.24)

Note that the anomaly detector triggers the alarm if the residual signal exceeds the

threshold δ, i.e., ‖r2(t)‖ > δ, which leads to the following inequality by combining (4.24)

and ‖r2(t)‖ > δ,

1 +
λd,2 + λu

vd,2vu ‖BFC‖

δ

‖C‖ ‖xa(NT2)‖
< eλu(t−NT2). (4.25)

The initial state ‖xa(NT2)‖ must be smaller than δ/ ‖C‖ to avoid detection at t = NT2.

Thus, equation (4.25) is rewritten as

1 +
λd,2 + λu

vd,2vu ‖BFC‖
< eλu(t−NT2). (4.26)

By taking the natural logarithm of both sides of (4.26), we obtain

1

λu
ln

(

1 +
λd,2 + λu

vd,2vu ‖BFC‖

)

< t−NT2 ≤ T2, (4.27)
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which completes the proof and provides the solution to Problem 4.2. �

We note that effect of xa(t) revealed on r2(t) is proportional to the design parameter

F described in (4.13). Therefore, a large F leads to more dynamical trajectory of r2(t)

and achieves much fast of ‖r2(t)‖ > δ, consequently
¯
T can be small.

4.3.3 Robust Pole-Dynamics Attack under Mode Switching Mechanism

We remide that exact model knowledge, specifically the system matrices of (4.1), must

be available to the adversaries to realize attack policy (4.7); however, this is actually

unfeasible prerequisite, even for the system designers. In this regard, previous work [44]

has reported that a sensor attack can maintain stealthiness until the target system has

been sufficiently damaged even when given model knowledge is uncertain. This attack is

referred to as RPDA.

We note that NC mode has the same system structure discussed in [44], i.e., the analysis

of RPDA under NC mode follows results of [44]. We first briefly review the RPDA strategy

reported in [44] under NC mode operation. Let us assume that both controllers in (4.2)

have the same degree of v1 = v2, nz,1 = nz,2 (denoted as v, nz from now on) and only the

nominal models of the closed-loop system are available to the adversary. Then, by using

subscript n, the following attack-free nominal models (or attacker models) are given,

ẋn(t) = Anxn(t) +Bnun(t),

żn(t) = Snzn(t) + Gnun(t),

η̇n(t) = (Av +Bvφ
T
n )ηn(t) +Bv

(

ψT
n zn(t) + gnCnxn(t)

)

,

un(t) = Cvηn(t),

yn(t) = Cnxn(t),

(4.28)

where xn(t) ∈ R
nx , zn(t) ∈ R

nz , and ηn(t) ∈ R
v are nominal states, un(t) ∈ R and yn(t) ∈ R

are the nominal input and output, and system (4.28) is asymptotically stable. We assume

that the adversary knows
¯
g, ḡ, the lower and upper bounds on g, respectively, such that

0 <
¯
g ≤ g ≤ ḡ. In this formula, the study [44] employs the different type of stealthiness

in which the deviation of ỹ(t) from its attack-free nominal counterpart yn(t) remains less

than the threshold δR, i.e., ‖ỹ(t)− yn(t)‖ ≤ δR. This property evaluates stealthiness in a

different way from the existing version of ‖r(t)‖ > δ, but they basically observe the attack

effects captured on ỹ(t), that is, both definitions actually have the same notion.
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In the attack computation process, the eavesdropping signal u1(t), u2(t) is required in

real time. Consider the nominal dynamics in the attacker’s computer

ẋan(t) = Anx
a
n(t) +Bnu1(t),

żan(t) = Snz
a
n(t) +Gnu1(t),

(4.29)

where xan(t) ∈ R
nx and zan(t) ∈ R

nz are the states that the attacker computes. By combining

of (4.29) and (4.2), we obtain

ẋan(t) = Anx
a
n(t) +Bnu1(t),

żan(t) = Snz
a
n(t) +Gnu1(t),

η̇1(t) = Avη1(t) +Bv

(

φT
n η1(t) + ψT

n z
a
n(t) + gnCnx

a
n(t)

)

+ g1Bv (a(t)− a∗(t)) ,

u1(t) = Cvη1(t),

(4.30)

with the new variable a∗(t) defined by

a∗(t) =
1

g1
(−ψT

1 z1(t) + ψT
n z

a
n(t)

+ (φT
n − φT

1 )η1(t) + gnCnx
a
n(t)− g1Cx(t)),

(4.31)

and dynamics decoupled from the closed-loop system,

ẋ(t) = Ax(t) +Bu1(t),

ż1(t) = S1z1(t) +G1u1(t),
(4.32)

If the attacker knows (4.31) and uses this signal for the attack, i.e., a(t) = a∗(t), the

resulting η1-dynamics in (4.30) are completely decoupled from the x-dynamics and z1-

dynamics in (4.32). Thus, the controller does not receive any information from the physical

plant. Then, without stabilizing action of the controller, the state x(t) will diverge, and

the remaining dynamics of (4.30) are asymptotically stable.

However, a(t) = a∗(t) is not feasible since a∗(t) contains unknown system parameters

ψ1, φ1, g1, C and states z1(t), η1(t), x(t). In this regard, the work of [44] employs the DOB

technique [7], [9] to estimate and compensate the attack signal since the term a(t)− a∗(t)

in (4.30) represents a threat disturbance in the closed-loop model. We omit the detail

computation process of DOB.
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Note that the DOB cannot estimate the exact trajectory of (4.31). This is because,

since the DOB uses low-pass filter, exponentially increasing x(t) contained in a∗(t) cannot

be exactly estimated. This is the fundamental limitation of the DOB technique. As a

result, the unstable trajectory of x(t) is captured on ỹ(t), but it can be relieved to satisfy

‖ỹ(t)− yn(t)‖ ≤ δR via appropriate design of the DOB components. This is the end of

RPDA under NC mode.

For the case of ADC mode, the RPDA is similarly evaluated as above contents. By

taking attack policies (4.29) and (4.31) and i = 2, we achieve asymptotically stable

dynamics as follow,

ẋan(t) = Anx
a
n(t) +Bnu2(t),

żan(t) = Snz
a
n(t) +Gnu2(t),

η̇2(t) = (Av +Bvφ
T
n )η2(t) +Bv

(

ψT
n z

a
n(t) + gnCnx

a
n(t)

)

,

u2(t) = Cvη2(t),

(4.33)

and dynamics decoupled from the closed-loop system,

ẋ(t) = (A+BFC)x(t) +Bu2(t),

ż2(t) = S2z2(t) +G2u2(t).
(4.34)

Once we design the F so that the pole-dynamics of (4.34) has the more dynamically

divergent trajectory of x(t) than system (4.32), (i.e., the real part of unstable eigenvalue

for A + BFC much larger than the that of A), a∗(t) would be oscillate such that DOB

cannot cover, and eventually leads to attack failure, that is, ‖ỹ(t)− yn(t)‖ > δR while

‖x(t)‖ ≤M .

4.4 Simulation

The proposed mechanism of sensor attack detection is validated by simulating quadrotor

control. The quadrotor control system is a representative CPS example, where flight con-

trol is managed by an autonomous navigation system in cooperation with a control tower

that transmits the desired path trajectory and reports the flight status in real time.
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Consider the dynamics of a quadrotor in [18, 58]:

mv̇ = −mge3 + fRE3 +D,

Ṙ = R× Ω,

IΩ̇ = (IΩ)× Ω+ µ− (D × he3),

(4.35)

where v := [vx; vy; vz] ∈ R
3 is the velocity in the inertia frame, Ω := [Ω1; Ω2; Ω3] ∈ R

3 is

the angular velocity in the body frame, and R ∈ R
3×3 is the rotation matrix composed

of roll φ, pitch θ, and yaw angle ψ. f ∈ R is thrust, µ := [µ1;µ2;µ3] ∈ R
3 is torque,

e3 = E3 = [0; 0; 1] is the third standard basis vector, m is the mass of the quadrotor,

I := diag(I1, I2, I3) is the moment of inertia matrix, and h is the height of the propellers

above the center of mass. D is a drag force on the quadrotor modeled as

D = −kdωsRPR
Tv, (4.36)

where kd is the drag constant, ωs =
∑4

i=1 ωi is the sum of the motor speeds ωi, and P :=

diag(1, 1, 0) is a projection matrix. All the parameters are specified in [58]; specifically,

the drag coefficient kd is computed by repetitive experiment kd = 1.314× 10−5 N·s
m·RPM

.

We assume that a linear controller for the quadrotor dynamics in (4.35) and (4.36) is

designed based on a linearization. The linearized dynamics of (4.35) for the state X =

[vx; θ; Ω2] and the input variable µ2 = lkω(ω
2
1 − ω2

3) with positive constant l, kω around

the equilibrium X∗ = 0 and µ∗
2 = lkω((ω

∗)2 − (ω∗)2) = 0 is given by:

Ẋ =







−4kdω
∗

m
4kw(ω∗)2

m
0

0 0 1

−4kdω
∗

I2
0 −2kz l2ω∗

I2






X +







0

0
1
I2






µ2,

y =
[

0 0 1
]

X,

(4.37)

where ω∗ > 0 is the equilibrium of the motor speed. Since the system (4.37) is controllable

and observable, we design an observer-based state feedback controller for the out-loop

controllers. All the controllers and anomaly detectors and positive constants M , δ are

constructed to be feasible for T to satisfy the inequality. For the NC mode, we design gain

matrices L1 and K1 such that matrix (A − BK1) has eigenvalues {−0.9369,−7.4081 ±

6.9228i} and matrix (A−L1C) has eigenvalues {−3.42,−1.5±0.24i}. In the same manner,

we design gain matrix F , L2, and K2 of the ADC mode to such that F = 106, the
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eigenvalues are {−3.42,−1.5 ± 0.24i} for (A + BFC − L2C), and the eigenvalues are

{−0.8765,−7.4381± 6.9509i} for (A+BFC − BK2).

To define the threshold M of safe conditions, we compute the local stability of a

quadrotor control system under NC mode. We generate 1,000 data points for each state

vx, θ, and Ω2, such that vx ∈ [−0.5, 0.5] m/sec, θ ∈ [−0.8722, 0.8722] rad, and Ω2 ∈

[−0.1744, 0.1744] rad/sec. We assess the local stability for each of the 1, 0003 states and

choose M as the smallest ‖[vx; θ; Ω2]‖ among those leading to local instability. Finally, we

obtain M = 0.6095. The threshold δ of the anomaly detector is chosen to be an arbitrary

small value such as δ = 10−4. Now, we compute the minimum switching period (4.21) as

¯
T = 0.0127 sec and the maximum switching period (4.15) as T̄ = 10.1618 sec. Thus, we

choose T1 = 9 sec and T2 = 1 sec to satisfy inequality (4.6). The initial attacker’s state is

chosen to be xa(t0,a) = [−0.402;−0.064; 0.245]× 10−4.

We simulate the case where the attack initially compromises y(t) at t0,a = 39 sec

with the control system operating under ADC mode within the time interval t ∈ [39, 40).

Figure 4.2 shows the state trajectory of the quadrotor (top) and y(t), a(t), ỹ(t) (bottom).

The unstable mode of the quadrotor is triggered, and its trajectories are captured by

state [vx; θ; Ω2] and output y(t) = Ω2; however, compromised sensor output remains at the

origin while t < 49 sec. The deviation of the trajectory is actually captured in t ∈ [39, 40),

but it is too small to lead a notable change in state trajectory on ỹ(t). After the mode

is switched to ADC at t = 49 sec, the unstable trajectory of [vx; θ; Ω2] is revealed on

ỹ(t); consequently, ‖r2(t)‖ > δ at t = 49.05 sec (Figure 4.3, bottom) while ‖[vx; θ; Ω2]‖ is

still smaller than M (Figure 4.3, top). As illustrated, our controller switching mechanism

provides a solution for PDA detection, and Theorems 4.1 and 4.2 are validated.

Next, we simulate our detection mechanism for the RPDA scenario. We assume the

attacker’s knowledge about the parameter kd is uncertain, i.e., kn,d = 0.95kd. The design

parameters of the RPDA are chosen such that α0 = 1, τ = 10, and q(0) = 0. The

RPDA is injected at t = 39 sec. Figure 4.4 shows the state trajectory and sensor output

under RPDA injection. The unstable trajectory of the quadrotor state is captured in ỹ(t)

(Figure 4.4, bottom), even when the control mode is under N ∈ QNC . This is because the

DOB technique cannot exactly estimate (4.31), which includes an exponentially increasing

x(t) in (4.31). This is a fundamental limitation of DOB. Therefore, the RPDA signal is

exposed to the residual signal during NC mode operation (Figure 4.5, bottom). If an
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attacker selects more appropriate design parameters or selects a sufficiently small initial

value of the attack, it may be much small, but RPDA is detected after the switch to ADC

mode.
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Figure 4.2: The state trajectory of the quadrotor (top) and sensor output, PDA, and compro-

mised output (bottom). The attack is initially injected at t0,a = 39sec.
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Figure 4.3: The level of PDA effect on the quadrotor state (top) and attack detection by using

residual signal (bottom). The attack is initially injected at t0,a = 39sec.



Chapter 4. Detection of Stealthy Sensor Attacks for CPSs 67

35 40 45 50

Time [sec]

-5

0

5
10-3

 v
x
 [m/sec]

 [rad]

2
 [rad/sec]

NC to ADC
ADC to NC

35 40 45 50

Time [sec]

-5

0

5
10-3

y(t)
a

rob
(t)

y(t)+a(t)
NC to ADC
ADC to NC

Figure 4.4: The state trajectory of the quadrotor (top) and sensor output, RPDA, and compro-

mised output (bottom). The attack is initially injected at t0,a = 39sec.
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Figure 4.5: The level of RPDA effect on the quadrotor state (top) and attack detection by using

residual signal (bottom). The attack is initially injected at t0,a = 39sec.



Chapter 5

Modeling of Quadrotor Dynamics in

a Wind Field

Interest in unmanned aerial vehicles, including quadrotors, has been continuously in-

creasing due to many potential applications. In support of this interest, many studies

have been carried out in related fields such as autonomous flight control techniques

[15, 23, 36, 43, 62, 92], network and communication channels [34], and monitoring sys-

tems [24, 37]. The trend paves the way to civilian and military applications. For outdoor

applications of unmanned aerial vehicles, the wind is a significant disturbance that affects

the navigation and maneuver. Hence, this paper is devoted to model the effect of wind on

the dynamics of quadrotors.

Thrust of a quadrotor is obtained by four propellers, the model of wind effect on the

rotating propellers can be derived based on the Momentum Theory (MT), Blade Element

Theory (BET), and Blade Element Momentum Theory (BEMT), which are normally stud-

ied in helicopters with a single rotor [54, 80]. Since the airfoil and geometry components

of propeller blade are taken into account for the modeling, the results express detailed

physical dynamics of the propeller. However, it should be noted that the aerodynamic

model naturally contains induced velocity, which is airflow velocity through the rotating

propeller and it is a normally unknown element. There are previous studies interested in

aerodynamic modeling of the quadrotor propellers based on these theories [32,47,75,82].

In [32,47], BEMT is used to derive a precise force and torque model of the quadrotor

propellers. To characterize induced velocity, the work of [47] computes the simultaneous
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solution of induced velocity in the differential thrust model obtained by the MT and the

BET. Solutions are computed for each blade airfoil section to give a differential thrust in

the section. Integration over the propeller geometry follows to obtain the thrust. Reference

[32] carries out similar development simultaneously using BET and BEMT. Although

theoretically accurate, the practicality may be limited due to high computational effort

required for evaluating the effect of wind. Reference [87] numerically solves off-line the

effect of wind using the model [47] and defines look-up tables for the wind effects. Those

tables are used for simulation of hovering quadrotors with three linear controllers.

References [75, 82] avoid the computational issue by approximating induced velocity

as a function of lumped variables instead of dividing the effect by blade airfoil sections.

The work of [82] develop an aerodynamic model of quadrotor under no wind condition

and show that compensating the effect of aerodynamics reduces the position error while

tracking constant-velocity trajectory. The model is validated by indoor experiment. The

work of [75] presents design of sliding mode control in wind field. The aerodynamic model

is employed to determine the bounds of disturbance generated by the wind. The control

performance is evaluated through a simulation. However, both work leave out the effect

on drag force and torque due to the attitude change of the quadrotor itself.

In this paper, we develop an aerodynamic model of quadrotors in the wind that takes

into account both external wind and attitude change on drag force and torque. BEMT

is used to derive a model, and similarly to [75, 82], induced velocity is approximated by

a lumped variables of the quadrotor dynamics. Model parameters are obtained through

wind tunnel experiment. Then, as part of the model validation, a theoretical stability

analysis is carried out for a quadrotor in the wind, the result of which is compared with

experiments. Specifically, the analysis shows that a hovering quadrotor by LQR controller

loses stability when wind exceeds a certain level, and experimental results carried out

closely agree with the analysis.

It has to be pointed out that the model of the quadrotor in the wind does not reduce

to a classical model [18] although external wind disappears. This is because the model

includes the effect of air movement in the propellers due to attitude changes. Also, when

the effect of wind is expressed as torque and force terms, they do not satisfy the matching

condition with the classical model, which implies the effect cannot be completely cancelled

by control.



Chapter 5. Modeling of Quadrotor Dynamics in a Wind Field 71

5.1 Modeling of Quadrotor Dynamics in a Wind Field

5.1.1 Classical Quadrotor Dynamics

Consider a quadrotor shown in Figure 5.1 where the standard vectors e1, e2, e3 form

a basis for the inertial frame and the vectors R1, R2, R3 a basis for the body frame.

Rotational speed of each propeller are, respectively, denoted by ωi, i = 1, 2, 3, 4, the force

in the direction of R3 is denoted by f , and torques along the axis Ri is denoted by τj for

j = 1, 2, 3, respectively.

For the quadrotor and coordinates in Figure 5.1, a widely accepted dynamics is given

in [18]. Adding to the dynamics in [18] an additional force vector fD ∈ R
3 and a torque

vector τD ∈ R
3 which will include the effect of wind and aerodynamic drag leads to the

following equations:

mẍ = −mge3 +R (fe3 + fD) ,

Ṙ = RΩ̂,

IΩ̇ = (IΩ)× Ω + (τ + τD) .

(5.1)

Here, x = [x1 x2 x3]
T is the position in inertial frame, R ∈ R

3×3 is the rotation matrix of

the quadrotor body frame, i.e., R = [R1 R2 R3], τ = [τ1 τ2 τ3]
T is the torque, e3 = [0 0 1]T ,

m is the mass of the quadrotor, I ∈ R
3×3 is the moment of inertia matrix, Ω = [Ω1 Ω2 Ω3]

T

is the angular velocity vector, and Ω̂, the hat map of Ω, is the skew symmetric matrix

given by

Ω̂ =







0 −Ω3 Ω2

Ω3 0 −Ω1

−Ω2 Ω1 0






. (5.2)

Input f and τ are related to the thrust of each motor through the following equation
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, (5.3)

where Ti is thrust of i-th propeller for i = 1, 2, 3, 4, the constant km is positive, and l

is the length from motor to the center of quadrotor. When aerodynamics and the effect
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of wind are ignored, Ti is simply given by Ti = kωω
2
i where kω is positive constant and

fD = τD = 0 in (5.1) [18].

Figure 5.1: Coordinates and inputs of a quadrotor.

5.1.2 Force on a Rotating Propeller

Consider now the quadrotor moving in the wind. Let the wind be represented by W ∈ R
3

in inertial frame. Then, the relative velocity of the quadrotor center of mass can be written

by W − ẋ. Define Vr as the relative velocity in the body frame, i.e.,

Vr = RT (W − ẋ). (5.4)

We assume that Vr is the same at all parts of the propeller since the dynamic spinning of

the propeller could be regarded as a disk. This is a reasonable simplification that helps

modeling process and analysis. Taking into account the rotation of the quadrotor, the
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relative velocity experienced by the i-th propeller, denoted by Vi, is then given by

V1 = −lΩ̂e1 + Vr,

V2 = −lΩ̂e2 + Vr,

V3 = lΩ̂e1 + Vr,

V4 = lΩ̂e2 + Vr,

(5.5)

where e1 = [1 0 0]T and e2 = [0 1 0]T . We note that references [82], [75] do not include

the effect of rotation of the quadrotor as in (5.5). This is the major difference from the

existing work. For notational convenience, we denote the j-th component of the vector Vi

by Vi,j , i.e.,

Vi,j = Vi
T ej, (5.6)

for i = 1, 2, 3, 4 and j = 1, 2, 3.

Consider now the first propeller (1-th propeller) moving in the air shown in Figure

5.2. Here is shown the relative velocity Vi, decomposed by the following two vectors,

Vz,i =







0

0

Vi,3






, Vh,i =







Vi,1

Vi,2

0






. (5.7)

Note that Vz,i is in the direction of R3 and Vh,i lines in the plane generated by R1 and R2.

Also shown is the induced velocity vi which is the airflow induced by the rotating

propeller. We assume that

vi =







0

0

vi,3






, (5.8)

with a scalar vi,3. This means that the component in the direction of R3 is dominating

and other components are negligible [82]. The radius of the disk created by the rotating

propeller is denoted by r and the distance between this disk and the plane defined by R1

and R2 passing through the center of mass of the quadrotor is denoted by d.

According to BEMT, thrust is generated in two directions in Figure 5.2, where the

scalar Ti represents the amount of thrust in the direction of Vz,i (or R3) and the vector

Hi represents the thrust in direction of Vh,i. Note that Ti is given as a scalar in order to

maintain consistency with the well known equation (5.3).
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Figure 5.2: The i-th propeller viewed from the direction perpendicular to the plane made by Vh,i

and Vz,i.

Using BEMT [12,54], the amount of thrust Ti generated by the propeller rotating with

ωi rad/sec is given by

Ti = c1

[

c2

(

1 +
3

2
µ2
i

)

− λi

]

ω2
i , (5.9)

where c1 and c2 are positive constants. The advance ratio µi and the inflow ratio λi are

given by

µi =
||Vh,i||

rωi
, λi =

−Vi,3 + vi,3
rωi

. (5.10)

Now, evaluating the component of induced velocity vi,3 is not a straightforward task

(See [22, 54, 76, 80] for details). In this work, we adopt the approach of [82] where vi,3

is approximated by a linear combination of ωi and Vi,3. This approximation is based on

experimental data obtained while flying the quadrotor upwards and downwards at varying

speeds and with different values of mass m. Then we have

vi,3 = aωi + bVi,3, (5.11)

where a and b are positive constants to be determined.
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Combining (5.9), (5.10), and (5.11), Ti is given by

Ti = kωω
2
i + kzVi,3ωi + kh||Vh,i||

2, (5.12)

where kω, kz, and kh are positive constants to be determined. The total thrust T is given

by T = Σ4
i=1Ti.

For the horizontal thrust Hi, [11] discusses the model of blade flapping, induced drag,

translation drag, profile drag, and parasitic drag. Under the assumption that quadrotor is

flying at a slow speed mode, blade flapping, induced drag, and translation drag dynamics

can be simplified as a bilinear function of horizontal velocity and thrust [6]. Adopting this

result, we let Hi be

Hi = cTiVh,i, (5.13)

where c is a positive constant.

5.1.3 Drag Force and Drag Torque Modeling

While Ti, i = 1, 2, 3, 4, determines f and τ in (5.1) through (5.3), Hi in (5.13) determines

the drag force in quadrotor body frame as fD = Σ4
i=1Hi. By using (5.12) and (5.13), it

can be written as

fD = cT







Vr
T e1

Vr
T e2

0






+ clΩ3







T2 − T4

T3 − T1

0






. (5.14)

Also, drag torque induced by Hi is denoted by τD,i and given by:

τD,1 =







l

0

d






×H1, τD,2 =







0

l

d






×H2,

τD,3 =







−l

0

d






×H3, τD,4 =







0

−l

d






×H4,

(5.15)
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Then, the total drag torque τD is obtained as the sum of all, i.e.,

τD = τD,1 + τD,2 + τD,3 + τD,4

= dcT







−Vr
T e2

Vr
T e1

0






+ dclΩ3







T1 − T3

T2 − T4

0







+ cl







0

0

T1V1,2 − T2V2,1 − T3V3,2 + T4V4,1






.

(5.16)

Finally, the novel quadrotor dynamics in a wind field consists of (5.1), (5.3), (5.4),

(5.5), (5.7), (5.12), (5.14), and (5.16). Note that setting W = 0 does not reduce the newly

proposed dynamics to a widely accepted one in Subsection II.A. Specifically, although

W = 0, (5.12) does not reduce to Ti = kωω
2
i , fD in (5.14) not to 0, nor does τD in (5.16).

This is because the new model takes into account the interaction between the propeller

and the air which does not solely depend on the wind field W but also depends on the

attitude and motion of the quadrotor itself. Clearly, the terms Vr, V1, V2, V3, and V4 in

(5.4) and (5.5) that models the interaction depend on not only W but also on R, ẋ, and

Ω. Hence, they may not become zero for W = 0.

The newly introduced terms in (5.12), (5.14) and (5.16) may be treated as input

disturbances. However, two things are noticed. First, the new terms kzVi,3ωi + kh||Vh,i||
2

in (5.12), fD in (5.14), and τD in (5.16) are functions of the quadrotor states ẋ and Ω.

Therefore treating them as external disturbance may not always work. Second, the term

fD does not satisfy matching condition. Because the first and second entries of fe3 are

always zero, while they are not in fD. Hence, fD cannot be canceled by f .

It must be pointed out that the parasitic drag due to the quadrotor body itself is not

included in the proposed model. This is a topic of future work.

5.2 Wind Tunnel Experiment for Parameter Identification

5.2.1 Wind Tunnel Experiment Setup

In the proposed model, specifically, (5.3), (5.12), and (5.13) parameters kω, kz, kh, km,

and c need to be experimentally identified. For this, wind tunnel experiments are carried
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out. Figure 5.3 shows the wind tunnel facility at Ulsan University in the Republic of

Korea. This equipment is capable of generating constant wind with velocity up to 35m/sec

by rotating a large scale propeller. The relation between the propeller rotation and the

resulting wind velocity is provided in a look-up table. We use the table to setup the wind

velocity instead of directly measuring it in the tunnel.

Figure 5.3: The outside (top) and inside (bottom) photographs of the wind tunnel facility.

First, the experiment for the estimation of kω and kz are explained. We construct the

experiment setup and an apparatus as shown in Figure 5.4. The left side in Figure 5.4

is a ground station located outside of wind tunnel equipment to store measured Ti and

ωi from a rotating propeller. The right side in Figure 5.4 is apparatus placed inside of

wind tunnel equipment so that the blowing direction of the wind is perpendicular to the

propeller’s rotating plane, i.e. W = [0 0 W3]
T where W3 is the wind velocity generated in
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the tunnel. (highlighted by blue arrows in Figure 5.5).

To realize this, we separate a propeller from the AscTec Hummingbird and its axis is

fixed on a rod held by a rotating fixture. This allows a small displacement of the propeller

in the axial direction. The other end of the propeller is connected through a cable to the

force sensor (highlighted in yellow box) mounted on the axis of the other stand. Both

stands are mounted on a flat platform so that their positions are held to the platform.

The propeller is of non-flexible type which comes with AscTec Hummingbird.

Figure 5.4: Configuration of experimental setup for Ti and ωi measurement.

The first laptop of ground station is connected to quadrotor using 2.4GHz Xbee wire-

less communication channel with 0.1kHz data rate (highlighted in green circle), and the

computing device of quadrotor is connected with DC motor in apparatus through cable

communication (white cable with red tap). The ωi is measured from X-3D-BL comput-

ing device of quadrotor and X-BL-52s DC motor controller, and transmit its data to the

first laptop in real time while receiving the ωi commands. Once propeller rotates and Ti

is measured from force sensor, its data is transmitted to the second laptop through the

LabQuest Mini interfaces device of VERNIER (highlighted in orange box) and stored in

real time.
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Figure 5.5: Experimental setup and apparatus for estimate kω and kz: A photo and a drawing

from the top view.

5.2.2 Parameter Estimation

By the experimental setup in Figure 5.4 and 5.5, we have ẋ = 0, Ω = 0, Vr
T e1 = Vr

T e2 = 0,

and Vr
T e3 =W3. Hence, (5.12) becomes, omitting the subscript i,

T = kωω
2 + kzW3ω. (5.17)

The force in the direction of the propeller’s rotational axis is measured while the propeller

is rotating at speeds command varying from 2600 rpm to 4200 rpm by the increment of

200 rpm, and the wind velocity W3 is increased by 1 m/sec from 2 m/sec to 8 m/sec.

Multiple measurements are taken in the steady state at each condition, and averaged

to reduce the effect of measurement noise. The results are plotted in Figure 5.6, where

each averaged T in N are shown in red circle. Using the data, regression analysis is carried

out to obtain

kω = 8.346× 10−8 N

rpm2
, (5.18)

and

kz = 3.349× 10−5 N · sec

m · rpm
. (5.19)
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The R2 of the regressions is 0.909. The estimated values of T using (5.17) with (5.18) and

(5.19) are shown in blue lines in Figure 5.6.

Figure 5.6: Regression for kω and kz. Data points in red circle, and the regression curves in blue,

respectively.

Next, experimental estimation of kh is carried out. For this, we rotate the apparatus in

the wind tunnel as shown Figure 5.7 where blowing direction of the wind is perpendicular

to both R2,R3-axis, i.e. W = [W1 0 0]T where W1 is wind velocity generated in the tunnel.

By the setup, we have ẋ = 0, Ω = 0, Vr
T e3 = 0, and ‖Vh‖ = |W1|. Thus, (5.12) reduces to

T = kωω
2 + khW

2
1 . (5.20)
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Experiments are carried out with the same set of ω and W1 as in the experiments for kω

and kz estimation, and T is measured and averaged for each condition. The estimated kω

in (5.18) is used in the regression for kh, which yields

kh = 0.575× 10−3N · sec2

m2
, (5.21)

with the R2 of 0.771. The estimated values of T using (5.20) with (5.21) are shown in

blue lines in Figure 5.7.

Figure 5.7: Experimental setup and apparatus for estimate kh: a drawing from the top view

(left), and data points in red circles with the regression surface (right).

In order to estimate c in (5.13), we modify the apparatus in order to measure horizontal

force of rotating propeller as shown in Figure 5.8. The end of the propeller support is held

on the rod which is aligned with R3. The force measurement sensor is connected to the

motor through a cable in order to measures ‖H‖. For the convenience of c estimation, we

assume that direction of H in Figure 5.8 is parallel to R1, i.e. H
Te2 = 0, and naturally

Vh = W = [W1 0 0]T . Then, (5.13) reduces to

‖H‖ = cT |W1|, (5.22)
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and, experiments yield

c = 8.366× 10−2 m

sec
, (5.23)

with the R2 of 0.796.

Figure 5.8: Experimental setup and apparatus for estimate c: a drawing from the top view (left),

and data points in red circles with the regression surface (right).

Finally, for km estimation, we position the sensor as shown in Figure 5.9 in order to

measure torque τ3 generated by rotating propeller. The location of the rod is approxi-

mately the center of the quadrotor. This setup reduces (5.3) to

τ3 = kmT. (5.24)

Repeating τ3 measurement for each ω andW values as in previous experiments, we obtain

km = 0.6059m, (5.25)

with the R2 values of 0.959.

Finally, the parameter estimate and its R2 values are listed in Table 5.1.
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Figure 5.9: Experimental setup and apparatus for estimate km: a drawing from the top view

(left), and data points in red circles with the regression blue line (right).

Table 5.1: Estimated parameters and R2 values of regression.

Parameters Estimate values R2

kω 8.346 × 10−8 N
rpm2 0.909

kz 3.349 × 10−5 N·sec
m·rpm 0.909

kh 0.575 × 10−3 N·sec2

m2 0.771

c 8.366 × 10−2 m
sec 0.796

km 0.6059 m 0.959
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5.3 Experimental Validation

For model validation, a direct comparison of the model and the actual dynamics is nec-

essary. However, this is not a straightforward task, since the dynamics of the quadrotor

is unstable. Therefore, as an alternative, we approximate the dynamics at an equilibrium

point, design an Linear Quadratic Regulator (LQR) controller that stabilize the quadrotor

(hovering at the point), analyze the linear dynamics to show that the closed loop stability

is, in fact, affected by the wind, and provide experimental validation. More specifically,

the analysis shows that the closed loop system maintains stability for a set ofW , and lose

stability when W is outside of the set. The existence of such set and its boundaries are

experimentally validated.

In order to further support the validity of the model, we re-examine ten cases where

wind destabilized the quadrotor. For each of these cases, an LQG controller is redesigned

taking into account the specific wind applied to the case, and show that the resulting

system is stable. This provides a strong additional experimental evidence that the derived

model is useful.

5.3.1 Linearization and Controller Design

First, combine and rewrite (5.1), (5.12), (5.14), and (5.16) in the following form

ẋ = F (x, u,W), (5.26)

where x ∈ R
12 is state vector and u ∈ R

4 is input vector defined as,

x =
[

x3 ẋ3 x1 ẋ1 θ Ω2 x2 ẋ2 φ Ω1 ψ Ω3

]T

,

u =
[

ω2
1 ω

2
2 ω

2
3 ω

2
4

]T

,

(5.27)

where φ, θ, ψ are roll, pitch, yaw angles, respectively, parameterizing the rotation matrix

R. The order the state component in x is determined so that the resulting linearization

will have simpler form.

The values of x∗ and u∗ at the hovering point are assigned by

x∗ =
[

x∗3 0 0 0 0 0 0 0 0 0 0 0
]T

,

u∗ =
[

mg
4kω

mg
4kω

mg
4kω

mg
4kω

]T

.

(5.28)
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From (5.26), (5.27), and (5.28), the linear model matrices at (5.28) are obtained by

A =
∂F (x, u,W )

∂x

∣

∣

x=x∗,u=u∗
∈ R

12×12,

B =
∂F (x, u,W )

∂u

∣

∣

x=x∗,u=u∗
∈ R

12×4,

(5.29)

and linear state equation is obtained as follows

ẋ = Ax +Bu

=
(

A0 + Ā
)

x +
(

B0 + B̄
)

u.
(5.30)

Here, A0 and B0 are independent of W , the components of Ā and B̄ depend on W , and

Ā = 0 and B̄ = 0 when W = 0. Hence, Āx and B̄u are the terms that contain the effect

of wind. All four matrices are written out in Appendix.

The fact that W = 0 does not reduce the newly proposed dynamics (5.1), (5.12),

(5.14), and (5.16) to a widely accepted one in [18] is reflected in linear approximation of

(5.30): A0 does not reduce to the system matrix of the linear model described in [13, 79]

which linearly approximates the widely accepted model under the same hovering scenario.

For instance, the Ω1-dynamics in [13, 79] only depends on input signal, i.e.,

Ω̇1 = lkωJ2(ω
2
2 − ω2

4), (5.31)

while Ω1-dynamics from (5.30) is given by

Ω̇1 =− 2kzJ2l
2(ω∗)2Ω1 + 4kωJ2cd(ω

∗)2ẋ2

+ lkωJ2(ω
2
2 − ω2

4).
(5.32)

Also, the terms associated with Ā and B̄ in (5.30) that capture the effect of wind cannot

be viewed as disturbance satisfying matching condition. More importantly, the term as-

sociated with Ā may affect the closed loop stability if not properly taken into account in

controller design.

Now, around the hovering position, the following controller is designed:

u = uc + u∗, (5.33)

where the uc ∈ R
4 represents a stabilizing controller for (A0, B0). Since the matrix pair

(A0, B0) satisfies the controllability condition, we design LQR controller K such that

uc = −K(x− x∗). (5.34)
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Model parameters used for LQR controller design are given bym = 0.575kg, l = 0.17m,

d = 0.03m, and

I =







0.004354 0 0

0 0.004329 0

0 0 0.007237






, (5.35)

through measurement on AscTec Hummingbird. The height of the hovering position is

set to x∗3 = 1m. LQR design parameters P for x and Q for u are chosen to be

P = diag(106, 103, 106, 103, 106, 103,

106, 103, 106, 103, 106, 103),

Q = diag(10−8, 10−8, 10−8, 10−8).

(5.36)

5.3.2 Analysis and Validation of Stability in the Wind Field

Figure 5.11 shows the experimental environment. The quadrotor state are recorded by

VICON motion capture system, and input commands are transmitted from ground station

to quadrotor using 2.4 GHz Xbee wireless communication. For the wind generation, a large

sized electric fan is used as shown in the figure.

The stability of the closed loop system (5.30), (5.33), and (5.34), i.e. eigenvalues of

A − BK, are inspected for the wind vector W . Specifically, first, we calculate Ā, B̄ in

(5.30) by changing W1 and W2 from −16 m/sec to 16 m/sec in 0.1 m/sec increments

and W3 = 0. Second, the eigenvalue of the A − BK matrix is computed to check the

local stability of the closed-loop system. Since the LQR controller K is designed to satisfy

Hurwitz of wind free system A0−B0K, there exist wind velocities causing anti-Hurwitz of

A−BK by non-zero matrices Ā, B̄. The computation results are described in Figure 5.10.

The circle drawn by black line denotes boundary of local stability, that is, the stability of

A − BK is maintained when W lies inside the circle and is lost when W lies outside of

the circle.

In order to validate the theoretical prediction shown in Figure 5.10, we carry out

quadrotor hovering experiments for the wind W shown in the Figure 5.10 by markers

where each case of W is described in Appendix. As shown in the Figure 5.10, Cases 1 to

10 are inside the circle, which means the quadrotor control systems is expected to maintain

stability, while for Cases 11 to 20, stability lost is expected. The process of wind velocity
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Figure 5.10: Theoretical prediction of the stability for the quadrotor.
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Table 5.2: The particular wind speeds for e1, e2-axis and variance σ2 of ||W ||.

Case [W1,W2] σ2 Case [W1,W2] σ2

1 [0, 0] 0 11 [-11.82, 4.75] 3.01

2 [-0.21, -3.68] 0.37 12 [-5.97 12.34] 1.55

3 [-3.08, -5.31] 2.28 13 [-10.62, 12.89] 2.51

4 [-4.11, -1.90] 1.88 14 [-16.83, 2.57] 1.4

5 [-6.54, -4.76] 1.98 15 [-14.36, 6.35] 3.31

6 [-8.85, 4.72] 1.03 16 [-15.17, -10.56] 1.44

7 [-4.72, 7.92] 0.46 17 [-14.95, -5.5] 1.46

8 [-3.69, 4.49] 1.86 18 [-10.89, -14.1] 1.76

9 [-0.57, 5.66] 1.72 19 [-6.82, -12.52] 1.76

10 [-10.66, 3.42] 1.72 20 [-3.13, -13.39] 1.77

measurement in as follows. A sensor of wind velocity (Firstrate’s PCE-FST-200-201 in

Figure 5.12) is located at the position where the quadrotor would hover (highlighted by

yellow box in Figure 5.12). This sensor has the measurement range about 0 to 50 m/sec

wind velocity with the maximal ±5 m/sec error. Once electric fan is switched on, the

sensor rotates and transmits analog voltage data to the Arduino board (highlighted by

green box in Figure 5.12). Voltage data is converted to the wind velocity by analog to

digital converter of the Arduino function, which is connected to monitoring PC station.

We measure for about 120 seconds with 1 m/sec sampling time, i.e., averaging of 120,000

measurement values from the sensor gives ||W || for each case, respectively. The direction

of W is adjusted by the location and the angle of the fan with respect to the hovering

position.

The experiment results are shown in Figure 5.13 for position and Figure 5.14 for roll,

pitch, yaw angles, respectively. The electric fan is turned on at about t = 15 second.

Clearly, the quadrotor is hovering at the equilibrium until the fan is turned on, and the

effect of the wind appears at about t = 19 second. For Cases 1 to 10, the quadrotor

deviates from the hovering point but does not lose stability. However, for Cases 11 to 20,
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Figure 5.11: The configuration of control system testbed with quadrotor, electric fan, and motion

capture system.

Figure 5.12: Experiment setup of wind speed measurement.
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the trajectories of which are shown in dotted line, respectively, the quadrotor becomes

unstable. Once, the quadrotor loses stability, the emergency mode of AscTec Hummingbird

internal controller is activated about t = 20 second in order to prevent the quadrotor

from falling to the ground. The data storing is halted and the quadrotor slowly lands.

The results agree with the prediction made by the analysis and shown in Figure 5.10.

For further validation of the model, we re-design LQR controller for Cases 11 to 20,

respectively for each, and carry out hovering control to show stabilization under wind field.

We repeat LQR design process (5.33)-(5.36) using the matrices A and B, which include

non-zero matrices Ā and B̄ for each case. Therefore, we have different ten matrices A and

B with LQR controllers. The experiment results are shown in Figure 5.15 for position and

Figure 5.16 for roll, pitch, yaw angles, respectively. We turn on a electric fan at about

t = 15 second and its effect appears at about t = 19 second. Clearly, in all ten cases, the

quadrotor with re-designed controller shows some tracking error but maintains stability.

These results further support validation of the newly proposed dynamics (5.12), (5.14),

and (5.16) and demonstrate the efficacy.

5.4 Conclusions

This paper presents aerodynamic modeling of quadrotors taking into account the effect of

wind. The model equations are derived using blade element momentum theory and classi-

cal quadrotor dynamics. Parameters are identified for AscTec Hummingbird propellers by

wind tunnel experiment. Experimental validation of the new model is given. The resulting

model differs from the classical one in two aspects. First, the effect of external wind is

directly included. Second, the drag force and torque generated from its movement in the

air, which exists without external wind, are also included. Both aspects are novel to the

widely used quadrotor dynamics.

A control strategy based on the newly proposed model is a future work.



Chapter 5. Modeling of Quadrotor Dynamics in a Wind Field 91

Figure 5.13: Position trajectories of the quadrotor control for Cases 1 to 20.
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Figure 5.14: Attitude trajectories of the quadrotor control for Cases 1 to 20.
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Figure 5.15: Position trajectories of the quadrotor control for Cases 11 to 20.
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Appendix

Matrices in (5.30)

The wind-free matrix A0 is derived:

A0 =













A0,1

A0,2

A0,3

A0,4













, (A.1)

where each sub-matrix A0,i is defined, respectively,

A0,1 =

[

0 1

0 −4kzω
∗/m

]

,

A0,2 =













0 1 0 0

0 −4ckω(ω
∗)2/m 4kω(ω

∗)2/m 0

0 0 0 1

0 −4kωJ4cd(ω
∗)2 0 −2kzJ4l

2ω∗













,

A0,3 =













0 1 0 0

0 −4ckω(ω
∗)2/m −4kω(ω

∗)2/m 0

0 0 0 1

0 4kωJ2cd(ω
∗)2 0 −2kzJ2l

2ω∗













,

A0,4 =

[

0 1

0 −4kωJ6cl
2(ω∗)2

]

,

(A.2)
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where J2 = 1/I1, J4 = 1/I2, J6 = 1/I3 and I = diag(I1, I2, I3) is diagonal matrix.

Continuously, matrix B0 is derived:

B0 =





















































0 0 0 0

kω/m kω/m kω/m kω/m

0 0 0 0

0 0 0 0

0 0 0 0

−kωJ4l 0 kωJ4l 0

0 0 0 0

0 0 0 0

0 0 0 0

0 kωJ2l 0 −kωJ2l

0 0 0 0

J6kmkω −J6kmkω J6kmkω −J6kmkω





















































. (A.3)

The remaining matrix Ā = [Ā1 Ā2 Ā3 Ā4] decided by W is,

Ā1 =





















































0 0

0 0

0 0

0 −cα1W1

0 0

0 −J4α1α5W1

0 0

0 −cα1W2

0 0

0 J2α1α5W2

0 0

0 0





















































, Ā4 =





















































0 0

0 0

0 0

0 0

0 0

J4α5Φ3W2 J4α4W2

0 0

0 0

0 0

J2α5Φ3W1 J2α4W1

0 0

0 −J6α6Φ1(1, 1)





















































, (A.4)
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Ā2 =





















































0 0 0 0

0 −α2W1 −(Φ2 + cΦ3)W1 0

0 0 0 0

0 −cΦ1(3, 1) Φ1(1, 1)− c(Φ2W
2
1 + Φ3W3) 0

0 0 0 0

0 −J4α5Φ1(3, 1) −J4α5(Φ2W
2
1 + Φ3W3) 0

0 0 0 0

0 −cα2W1W2 −cΦ2W1W2 0

0 0 0 0

0 J2α2α5W1W2 J2α5Φ2W1W2 0

0 0 0 0

0 0 0 J6α3W2





















































, (A.5)

Ā3 =





















































0 0 0 0

0 −α2W2 (Φ2 + cΦ3)W2 0

0 0 0 0

0 −cα2W1W2 cΦ2W1W2 0

0 0 0 0

0 −J4α2α5W1W2 J4α5Φ2W1W2 0

0 0 0 0

0 −cΦ1(1, 3) −Φ1(1, 1) + c(Φ2W
2
2 + Φ3W3) 0

0 0 0 0

0 J2α5Φ1(1, 3) −J2α5(Φ2W
2
2 + Φ3W3) 0

0 0 0 0

0 0 0 J6α3W1





















































, (A.6)

where α1 = 4kzω
∗/m, α2 = 8kh/m, α3 = 2kzcl

2ω∗, α4 = 4khl
2, α5 = mdc, and

α6 = cml2. The functions Φ1(l1, l2), Φ2, Φ3 are defined as,

Φ1(l1, l2) =
4

m

(

kzω
∗W3 + kh(l1W

2
1 + l2W

2
2 )
)

,

Φ2 =
4

m
(2khW3 − kzω

∗),

Φ3 =
4

m

(

kω(ω
∗)2 + kzω

∗W3 + kh(W
2
1 +W 2

2 )
)

.

(A.7)
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Continuously, the matrix B̄ is,

B̄ =





















































0 0 0 0

Θ3/m Θ3/m Θ3/m Θ3/m

0 0 0 0

cΘ1/m cΘ1/m cΘ1/m cΘ1/m

0 0 0 0

−J4(lΘ3 − cdΘ1) J4cdΘ1 J4(lΘ3 + cdΘ1) J4cdΘ1

0 0 0 0

cΘ2/m cΘ2/m cΘ2/m cΘ2/m

0 0 0 0

−J2cdΘ2 J2(lΘ3 − cdΘ2) −J2cdΘ2 −J2(lΘ3 + cdΘ2)

0 0 0 0

J6(kmΘ3 + clΘ2) −J6(kmΘ3 + clΘ1) J6(kmΘ3 − clΘ2) −J6(kmΘ3 − clΘ1)





















































,

(A.8)

where the function Θ1,Θ2,Θ3 are defined as,

Θ1 = (kω + kzW3/2ω
∗)W1,

Θ2 = (kω + kzW3/2ω
∗)W2,

Θ3 = kzW3/2ω
∗.

(A.9)



Chapter 6

Conclusions of Dissertation

This chapter summarizes the main results of this dissertation that have been addressed

so far. The main objective of this dissertation is to analysis the stealthy sensor attacks for

CPS and to provide a proper countermeasure mechanism. The details are listed as follow.

• In Chapter 2, we addressed the problem of resilient state estimation against malicious

attacks on the sensors. We propose a state estimation with a bank of observers

combined through median operations. Then, we show that this method is resilient

in the sense that state estimation converges to the true state despite existence of

attacks on sensors. For practical consideration, the effect of sensor noise and process

disturbance on the proposed state estimation is analyzed. We point out that the

proposed method requires the system states being observable with every sensor,

which is not required for the existing methods. This may not be a critical limitation

because sensors can be chosen in the system design stage in applications where

resiliency is of importance.

We emphasize that the proposed method is computationally efficient compared to

existing methods in the literature, yielding the complexity of O(np) with n being

the number of system states and p being the number of sensors. The gained compu-

tational efficiency helps real-time implementation for feedback systems in practice.

Due to the simplicity of the state estimator structure and computational advantage

over the existing method, the proposed method will benefit the design of resilient

control systems.
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• In Chapter 3, we showed the model-based stealthy attack on sensor that can suc-

cessfully lead the plant state to diverge while maintaining the stealthiness under

the scenario that given CPS model is uncertain. The attack, named as robust pole-

dynamics attack, is the targeting to the CPS, which consist of the plant having

unstable pole-dynamics and its stabilize by using an observer-based state feedback

controller. Since the attack with model uncertainty is defined as the lumped distur-

bance form on the closed-loop system, the DOB is employed for the adversary. The

DOB play a role of estimator and compensator for uncertain model effect, in this

regard, uncertain model of plant, controller, as well as, eavesdropping input signal

are required to adversary.

It should be pointed out that the fundamental idea of the RPDA against model

uncertainty is originated from RZDA, but these attacks have clearly different target

systems. Until now, it has been considered that the model-based stealthy attack can

be detected sufficiently if the exact model of CPS is not given to adversary, and the

physical plants do not have unstable zero-dynamics. However, from the results of

this work, it was confirmed that CPS, which consist of the plant having unstable

pole-dynamics and stabilize through observer-based state feedback controller, is no

longer safe from attack. Therefore, we address that this study brings out the re-

sults expanding the range of target systems for model-based stealthy attacks under

the situation that given CPS model is uncertain. In addition, we expect that such

the robust attack construction method is applicable to other model-based stealthy

attacks as well, which remains our future work.

• In Chapter 4, we showed the detection mechanism of the stealthy sensor attack for

CPS. Our key idea of detection mechanism is to induce the intentional uncertain

model knowledge for the adversary by the secret entity design, as is ADC mode.

Control mode switching has been applied to hide the presence of ADC mode, espe-

cially the secret entity from the adversary, and the NC mode performs this mission.

We derived the prerequisite of the secret entity and the appropriate period’s compu-

tation for each control mode whose control systems ensure successful PDA detection

before the state of the physical plant falls into the unsafe region. Even if the pres-

ence of secret entity is known to the adversary, they must have the information of
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switching mechanisms to maintain the stealthiness, but it is definitely hard to meet,

that is, the switching mechanism plays a second defense role of control systems.

• In Chapter 5, we presented aerodynamic modeling of quadrotors taking into account

the effect of wind. The model equations are derived using blade element momentum

theory and classical quadrotor dynamics. Parameters are identified for AscTec Hum-

mingbird propellers by wind tunnel experiment. Experimental validation of the new

model is given. The resulting model differs from the classical one in two aspects.

First, the effect of external wind is directly included. Second, the drag force and

torque generated from its movement in the air, which exists without external wind,

are also included. Both aspects are novel to the widely used quadrotor dynamics. A

control strategy based on the newly proposed model is a future work.
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요 약 문

악의적인 센서 공격에 대한 제어시스템 보안 설계

악의적인공격에대한제어시스템보안이슈가최근많은관심을받고있다. 제어시스템은

컴퓨팅 디바이스 및 통신 기술의 발전으로 센서, 액추에이터 및 기타 하위 시스템이 보다

밀접하게 통합된 시스템으로 개발되고 있으나, 이에 따라서 악의적인 공격에 대한 시스템

취약성이 증가시키게 되었다. 이에 대하여, 본 학위 논문의 주요 주제는 센서의 측정값을

변질시키는악의적인공격에대해서고신뢰/고안정성을갖춘제어시스템을설계하는것이

다. 센서 공격에 집중하는 이유는, 센서는 제어시스템의 피드백 루프에 직접적으로 연결된

시스템 요소로써 센서 공격은 제어 성능에 직접적으로 영향을 끼칠 수 있기 때문이다. 제

어시스템 관점에서 센서 공격은 두 가지 범주로 나뉜다. 첫 번째는 바이어스, 랜덤 및 주기

신호와같은잘못된신호를총칭하는 integrity공격으로,물리시스템의상태궤적을원하는

궤적으로부터 벗어나게 함으로써 제어시스템의 성능을 저하시킨다. 두 번째는 기만 공격

(deception attack)으로, 불안정하게 동작하는 물리시스템이 마치 안정하게 동작하는 것

으로 보이도록 속이는 공격이다. 이러한 공격의 가장 주목할만한 점은 은밀한 (stealthy)

특성을갖는다는것이다.은밀특성은센서가공격을받아제어시스템이오작동을일으키고

있을지라도 공격검지기에 의해 검지 되지 않음을 의미한다. 이와 같은 은밀한 센서 공격에

대응하기 위한 제어 시스템 기술이 필요하다.

Integrity 공격에 대한 대응책으로서,실시간 자율복원 상태추정 (resilient state estima-

tion) 기술을 제안한다. 이 기술은, 다수의 센서 중에서 일부 센서가 공격을 받았을 지라도

올바른물리시스템의상태를추정하는알고리즘으로,중앙값연산기법과다수의상태추정

기로구성된다.또한제한된크기를갖는센서의측정잡음과프로세스의외란이알고리즘의

상태추정 성능에 끼치는 영향을 분석한다.

기만 공격에 대해서, 먼저 새로운 유형의 센서 공격이 가능함을 보이고 공격으로부터

제어시스템의 성능 복원력을 향상시킬 수 있는 검지 기술을 제안한다. 새로운 유형의 공

격은 극 역학 (pole-dynamics) 공격이라고 불안정한 극점을 갖는 선형 시스템을 타겟으로

하는 공격이다. 이 공격의 전략은 센서 출력에 나타나는 물리시스템의 불안정한 동작이

마치 안정한 것으로 보이도록 속이는 것이다. 결과적으로, 물리시스템의 불안정한 동작은

컨트롤러에 피드백 되지 않게 되어 제어시스템의 안정화가 불가능하게 된다. 이 공격은

액추에이터에치명적인공격으로보고되었던제로 역학 (zero-dynamics) 공격과유사하다.
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극역학공격이은밀성을유지하기위해서제어시스템의정확한동역학모델지식이요구되

며, 대상 시스템 역학에 대한 제한된 지식만이 공격자에게 주어졌을 지라도 물리시스템이

치명적인 손상을 입을 때까지 은밀성을 유지할 수 있는 강인한 (robust) 극 역학 공격을

추가로 제시한다. 이는 불확실한 동역학 모델의 영향을 실시간으로 추정하는 외란 관측기

(disturbance observer)와 유사한 메커니즘을 응용하여 개발된다. 공격에 의한 물리시스템

의 손상 정도는 시스템 상태의 기준이 특정한 임계 값을 초과하는 것으로 정의된다.

극 역학 공격의 검지 기법으로 두 가지 제어 모드의 전환 메커니즘을제안한다. 첫 번째

제어 모드는정상 제어 (normal control, 이하 NC) 모드로서 선형제어기와 상태관측기 기

반공격검지기로구성된다.두번째제어모드는공격검지모드 (attack detection control,

이하 ADC)로서 NC 모드와 다른 선형 제어기와 공격 검지기가에 추가적으로 비밀 요소

(secret entity)로 구성된다. 비밀 요소는 공격자가 침투할 수 있는 네트워크와 독립된 채

널을 사용하여 물리시스템에 연결되기 때문에, 비밀 요소의 존재는 공격자에게 알려지지

않았음으로 가정한다. ADC 모드로 제어시스템이 동작하게 되면, 제어시스템 공격자에게

주어진 모델과 인위적으로 다른 동역학 모델을 갖게 되고 결과적으로 극 역학 공격의 은

밀성을 불가능하게 만든다. NC 모드는 공격 검지 기능은 갖지 않지만 공격자로부터 ADC

모드의 존재를 숨기는 역할을 한다. 두 가지 제어 모드의 스위칭 주기는, 공격 검지 성능

과 제어시스템의 전체적인 안정성 보장하도록 결정된다. 마지막으로, 자기 부상 시스템을

(magnetic levitation) 사용하여제안한 실시간자율복원상태추정기술의성능 검증을위한

실험 결과를 보이고, 쿼드로터 타입의 무인기 비행 제어시스템의 시뮬레이션으로 극 역학

공격과 검지 메커니즘을 검증한다.

주요어휘: 센서에 대한 악의적 공격, 은밀한 공격, 통합 그리고 기만 공격, 보안성 폐 루프

제어 시스템, 센서 공격으로부터 자율 복원 가능한 제어 시스템.

115


	1 Introduction
	1.1 Background and Related Work
	1.2 Problems Addressed
	1.3 Contribution and Outline of Dissertation

	2 Resilient State Estimation for Control Systems
	2.1 Problem Formulation
	2.2 Resilient State Estimation
	2.2.1 Median Operation
	2.2.2 Design of Resilient State Observer
	2.2.3 Effect of Measurement Noise and Process Disturbance

	2.3 Experiment
	2.3.1 Modeling
	2.3.2 Attack Scenario and State Estimation Results
	2.3.3 Comparison with Existing Methods

	2.4 Conclusion

	3 A Stealthy Sensor Attack for Uncertain Cyber-Physical Systems
	3.1 Related Work
	3.1.1 Deception Attack
	3.1.2 Zero-Dynamics Attack
	3.1.3 Robust Zero-Dynamics Attack

	3.2 System Description
	3.3 Pole-dynamics Attack with Precise Model Knowledge
	3.4 Robust Pole-dynamics Attack with limited Model Knowledge
	3.5 Attack Illustrations
	3.5.1 Control of Quadrotors
	3.5.2 Control of Inverted Pendulums

	3.6 Conclusions

	4 Detection of Stealthy Sensor Attacks for Cyber-Physical Systems: A Secret Entity and Control Mode Switching Approach
	4.1 System Description
	4.2 Revealing Pole-Dynamics Attack by the Secret Entity
	4.3 Design of Mode Switching Periods
	4.3.1 Problem Statement
	4.3.2 Main Results
	4.3.3 Robust Pole-Dynamics Attack under Mode Switching Mechanism

	4.4 Simulation

	5 Modeling of Quadrotor Dynamics in a Wind Field
	5.1 Modeling of Quadrotor Dynamics in a Wind Field
	5.1.1 Classical Quadrotor Dynamics
	5.1.2 Force on a Rotating Propeller
	5.1.3 Drag Force and Drag Torque Modeling

	5.2 Wind Tunnel Experiment for Parameter Identification
	5.2.1 Wind Tunnel Experiment Setup
	5.2.2 Parameter Estimation

	5.3 Experimental Validation
	5.3.1 Linearization and Controller Design
	5.3.2 Analysis and Validation of Stability in the Wind Field

	5.4 Conclusions

	6 Conclusions of Dissertation
	국문초록


<startpage>30
1 Introduction 1
 1.1 Background and Related Work 1
 1.2 Problems Addressed 6
 1.3 Contribution and Outline of Dissertation 7
2 Resilient State Estimation for Control Systems 11
 2.1 Problem Formulation 12
 2.2 Resilient State Estimation 15
  2.2.1 Median Operation 15
  2.2.2 Design of Resilient State Observer 16
  2.2.3 Effect of Measurement Noise and Process Disturbance 18
 2.3 Experiment 22
  2.3.1 Modeling 22
  2.3.2 Attack Scenario and State Estimation Results 23
  2.3.3 Comparison with Existing Methods 24
 2.4 Conclusion 28
3 A Stealthy Sensor Attack for Uncertain Cyber-Physical Systems 29
 3.1 Related Work 30
  3.1.1 Deception Attack 30
  3.1.2 Zero-Dynamics Attack 31
  3.1.3 Robust Zero-Dynamics Attack 31
 3.2 System Description 32
 3.3 Pole-dynamics Attack with Precise Model Knowledge 33
 3.4 Robust Pole-dynamics Attack with limited Model Knowledge 35
 3.5 Attack Illustrations 38
  3.5.1 Control of Quadrotors 38
  3.5.2 Control of Inverted Pendulums 41
 3.6 Conclusions 45
4 Detection of Stealthy Sensor Attacks for Cyber-Physical Systems: A Secret Entity and Control Mode Switching Approach 49
 4.1 System Description 50
 4.2 Revealing Pole-Dynamics Attack by the Secret Entity 53
 4.3 Design of Mode Switching Periods 56
  4.3.1 Problem Statement 56
  4.3.2 Main Results 57
  4.3.3 Robust Pole-Dynamics Attack under Mode Switching Mechanism 60
 4.4 Simulation 62
5 Modeling of Quadrotor Dynamics in a Wind Field 69
 5.1 Modeling of Quadrotor Dynamics in a Wind Field 71
  5.1.1 Classical Quadrotor Dynamics 71
  5.1.2 Force on a Rotating Propeller 72
  5.1.3 Drag Force and Drag Torque Modeling 75
 5.2 Wind Tunnel Experiment for Parameter Identification 76
  5.2.1 Wind Tunnel Experiment Setup 76
  5.2.2 Parameter Estimation 79
 5.3 Experimental Validation 84
  5.3.1 Linearization and Controller Design 84
  5.3.2 Analysis and Validation of Stability in the Wind Field 86
 5.4 Conclusions 90
6 Conclusions of Dissertation 99
국문초록 114
</body>

