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ABSTRACT 

Modern Cyber-physical Systems (CPS) in the automobile industry are equipped with various 

sensors to provide the safety and the convenience such as the obstacle detection and the adaptive cruise 

control.  However, those systems could be vulnerable to sensor attacks (e.g., GPS spoofing) and the 

malicious sensory data causes the system to be in the danger. Therefore, the robustness and resilience 

against the abnormal conditions is essential to improve the safety of the system. To achieve the robustness 

and resiliency, multiple sensors measuring the same physical (i.e., redundancy) can be used. Sensory data 

obtained from the multiple sensors is fused using various sensor fusion models to detect and identify the 

malicious sensor data. In this thesis, sensor fault/attack detection methods are elaborated, which can be 

classified into two types: Hardware redundant method and analytical redundant method. The hardware 

redundant method is based on the sensor data obtained from multiple sensors. It has the advantage that 

doesn’t require the process of modeling. However, using multiple sensors causes the high cost and the 

limitation of the space to be implemented. In contrast, the analytical redundant method is based on the 

model of the system. It doesn’t require the several sensors. However, modeling a system is complicated 

and if the modeling has the error, it could result in the false alarm during the fault evaluation. In this 

thesis, we first focus on the hardware redundant method using several sensors measuring the same 

physical value. Then, we also handle the analytical redundant method by modeling the unmanned ground 

vehicle.  
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I. Introduction 

Modern Cyber-physical Systems (CPS) in the automobile industry are equipped with 

various sensors to provide the safety and the convenience such as the obstacle detection and the 

adaptive cruise control. Even though these technologies provide benefits to drivers, the safety 

issue is still one of imperative works for those systems since it is vulnerable to the sensor 

faults/attacks. To have the high robustness and resiliency against the abnormal conditions, the 

system uses multiple sensors measuring the same physical value (e.g., velocity measured by GPS, 

IMU and encoders). The value obtained multiple sensors is more stable than the value of a 

singular sensor Herein, the sensor fusion techniques can be used to detect and identify the 

abnormalities using multiple sensors. In order to design the resilient system,sensor fault/attack 

detection methods are elaborated, which can be classified into two types: hardware redundant 

method and analytical redundant method. 

The hardware redundant method is based on the sensor data obtained from multiple 

sensors. It has the advantage that doesn’t require the process of modeling. However, using 

multiple sensors causes the high cost and the limitation of the space to be implemented. In 

contrast, the analytical redundant method is based on the model of the system. It doesn’t require 

the several sensors. However, modeling a system is complicated and if the modeling has the error, 

it could result in the false alarm during the fault evaluation. In this thesis, we fist focus on the 

hardware redundancy to detect abnormalities in the presence of transient faults. Unlike the 

permanent faults, the transient faults shouldn’t be considered as the abnormalities since this 

faults disappear shortly without any damage of the system during the normal operation. 

Therefore, we proposed the adaptive transient fault model (A-TFM), which is the improved 

version of the existing transient fault model (TFM). Then, for a more practical experiment, we 
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also analyze the performance of various sensor fusion models (naïve averaging, moving 

averaging, median filter, iterative filter and Marzullo filter) for the pedal system in brake-by-wire 

system. The data is collected from the pedal sensor and the pedal effort sensor. The fused result 

is evaluated using the electromechanical brake (EMB) bench. To operate the EMB bench, 

CANoe is used since the bench is working on controller area network (CAN) communication. 

Lastly, as the analytical redundancy, we designed the hybrid fault diagnosis system, which is 

based on Kalman filter and A-TFM. Unlike the general Kalman-based, the hybrid fault diagnosis 

system provides the adaptive thresholds and considers the transient faults to diagnose the fault of 

the system using A-TFM.  For our work, the unmanned ground vehicle called Jackal is used to 

validate its effectiveness. Jackal has multiple sensors and the data obtained from those sensors is 

exploited for the experiments in this work. 

The rest of the thesis is organized as follows. Chapter II describes the adaptive transient 

fault model for sensor attack detection, which formulates the problem of the existing model. In 

Chapter III, The performance of sensor models is analyzed for the pedal system.The hybrid 

diagnosis system in the presence of the transient faults will be elaborated. This Chapter also 

explains how the Jackal robot is modeled and how the A-TFM is used for the system in Chapter 

IV. Lastly, this thesis is concluded with future works in Chapter V. 
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II. Adaptive Transient Fault Model for Sensor Attack Detection2 

AsCyber Physical Systems (CPS) have been widely used in various areas such as 

Intelligent Transportation Systems (ITS), ensuring the safety of such CPS becomes imperative. 

Modern CPS are equipped with multiple sensors. Some of the sensors may be vulnerable to 

sensor attacks such as sensor spoofing [1, 2, 3]. The attacked sensors may provide malicious data 

to the system, thus threatening the safety of the system. 

Multiple sensors in CPS can provide redundant sensory information that can be employed 

to not only increase the robustness of the system [5, 16, 17] but to also defend against malicious 

sensor attacks [4], [13 ~ 15]. For example, the speed of a vehicle can be measured from GPS, 

wheel encoders and IMU separately. This redundant sensory information on the speed of the 

vehicle can be used for detecting and/or masking some sensor attacks. R. Brooks et al provide a 

sensor fusion algorithm for multiple redundant sensor measurements and the worst-case analysis 

result for the bounded number of faulty sensors [5]. D. Dolev et al provide an attack-resilient 

version of methods in [5], which considers a sensor communication schedule to limit the 

capability of the attacker [13]. M. Fischer et al extend the sensor fusion algorithm in [5] by 

incorporating measurement history into sensor fusion [14]. The authors of [4] observe that some 

sensors can exhibit transient faults in the course of normal system operation (e.g., GPS in a 

tunnel, wheel encoder when the wheel slips), which should not be treated as sensor attacks. The 

authors in [4] propose a method to detect sensor attacks based on the transient fault model, which 

extends the abstract sensor model in [5] to differentiate transient faults from non-transient attacks. 

                                                 
2 The content described in this chapter is the collaborative project with Prof. Insup Lee’s laboratory in 

University of Pennsylvania.   
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From the perspective of the existing sensor attack detection work in [4],we consider 

systems that have multiple operating modes in this work. For example, an unmanned ground 

vehicle can have different operating modes such as high-speed and low-speed cruise control. To 

use the attack detection method in [4] for such a vehicle system with multiple operating speeds, 

one could conservatively train one set of transient fault model parameters at the maximum 

operating speed, and use it for all operating speeds at runtime. However, with those model 

parameters, the attack detection would not be effective at lower operating speeds because we 

observe that there is a correlation between the vehicle's speed and the worst-case noise bound 

(i.e., at a lower speed, the speed sensor noise tends to be smaller, so is the worst-case noise 

bound). At a lower speed, one could use more precise transient fault model parameters to 

increase the attack detection performance while preserving the soundness of the attack detection. 

In this chapter, we focus on addressing the problems of the existing transient fault model, 

and propose an adaptive method designed to make the transient fault model be adaptive to the 

current operating mode of the system. To do this, we propose an automatic method to train 

transient fault model parameters to construct the lookup table for the adaptive transient fault 

model parameter selection. We conduct a real-world case study using data obtained from an 

unmanned ground vehicle called Jackal [12], and demonstrate the effectiveness of our proposed 

system in attack detection for various sensor attack scenarios. 

 

2.1. Problem Formulation and Preliminaries  

We consider a system with multiple sensors that measure the same physical variables. 

Before they are fused together to be sent to the system’s controller, the attack detection is 
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performed to detect and discard the attacked sensors. In the next subsection, the sensor model 

that is used for sensor fusion and attack detection in this work is explained. 

2.1.1. Abstract Sensor Model 

Multiple redundant sensor values can be fused together to provide a better estimate value 

to a controller. To perform sensor fusion, the first thing to consider might be the choice of a 

sensor model. In this paper, we consider the abstract sensor model [5,6,8,9,11]. Unlike 

probabilistic sensor models [7], the abstract sensor model does not assume any noise 

distributions [4]. The abstract sensor model is well suited for the worst-case analysis of sensor 

behavior such as attack detection [4].  Marzullo hasproposed an interval-based fault tolerance 

fusion algorithm [5], where the accuracy of those algorithms is better than individual sensor 

inputs, and the fusion interval size is bounded if the number of faults is bounded. An abstract 

sensor is represented by an interval [𝑦 − ϵ, 𝑦 + ϵ], which is made by error bound ϵ and sensor 

measurement𝑦. The length of an interval determines the accuracy of the sensor. In this way, each 

sensor measurement is converted to an interval, and the Marzullo’s fusion algorithm produces a 

fusion interval with respect to the assumption on the maximum number of faults [5]. This 

method can also be used as a conservative way to detect sensor attacks [4]. 

2.1.2. Attack Detection with the Transient Fault Model 

Extending the abstract sensor mode, the transient fault model has been developed to 

differentiate mere transient faults from sensor attacks[4]. The Transient Fault Model (TFM) is 

represented by 3 parameters (𝜖𝑖, 𝑒𝑖, 𝑤𝑖) for sensor𝑠𝑖, where 𝜖𝑖 and 𝑒𝑖 respectively represent 

the error bound and the maximum number of transient faults per given window𝑤𝑖. The key 

concept of the attack detection method [4] is two types of pairwise comparisons of inconsistency 

between sensors: Weak Inconsistency (WI) and Strong Inconsistency (SI). WI between two 
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sensors, 𝑠𝑖  and 𝑠𝑗  at time 𝑡  means that at least one of the sensors provides a faulty 

measurement at that time. WI happens if the intervals of the two sensors do not overlap with 

each other. SI between two sensors, 𝑠𝑖 and 𝑠𝑗 at time 𝑡 means that at least one of the sensors 

is non-transiently faulty, thus considered to be attacked. SI happens when WI happens more 

frequently than a certain threshold. 

The researchers in [4] also suggests thescheme to obtain the transient fault model 

parameters(𝜖, 𝑒, 𝑤) from training data because sensor manufactures may not provide such model 

parameters.To find the values for the parameters, one first needs to analyze the sensor noise of 

training data. In a given window size𝑤, the transient fault number indicatesthe number of data 

points that are higher than the error bound𝜖.The maximum number of transient faults in a 

window becomes the parameter 𝑒. To select the best parameter set, a graph is drawn by varying 

the error bound (e.g., Fig. 1) and used to choose the knee point of the graph [4]. 

 

Fig. 1 Example plot of error bound vs. e/w for Jackal Robot System. 

 

Fig. 1 shows the example plot obtained from GPS sensor of Jackal Robot to be explained 

in detail in Section IV. In Fig. 1, each color of the line represents the window size. The point to 
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consider is where the slope rapidly changes, which is called theknee point. The knee point for the 

window size 100 becomes where the error bound is 0.04 in Fig. 3, which means that the error 

bound of TPM would become 0.04 for this sensor. The calculated TFM parameters for different 

window sizes are also listed on the table in Fig. 3. It is important to use proper TFM parameter 

values because of the attack detection that is performed upon these parameter values, which 

affects the detection performance. 

 

 

Fig. 2 Example of transient fault system. 

 

 Fig. 2 shows an example to explain how the attack detection method using TFM works 

to detect the attack. First of all, the interval is constructed for each sensor using its sensor 

measurement and error bound for each time round as shown in the top of Fig. 1. The vertical 

dotted line indicates where the true value is. When intervals do not intersect with each other at a 

certain time, WI occurs, as there is an edge between sensor S1 and S2in the WI graph at t = 1in 

Fig. 1. When the number of WI accumulated is greater than a certain threshold, SI occurs as 

shown in the SI graph at time 3 in Fig. 1. This implies that at least one of them is attacked, thus 

raising an attack detection alarm. 
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2.1.3. Motivation and Example 

In this subsection, we illustrate a motivating example where the attack detection fails due 

to the use of the conservative TFM parameter in a multiple operating mode system. To illustrate 

this example, we use the data from the Jackal robot system to be explained in Section III.A, and 

perform transient fault modeling as shown in Fig. 1. 

We consider the example scenario of reference speed decreasing from 1m/s to 0.4 m/s, 

and examine the consequence of the existing system [4] using the fixed conservative TFM 

parameter for a multiple operating mode system. 

 

 

Fig. 3 Changed speed from 1 m/s to 0.4 m/s and attack in GPS. 

 

The data for the example scenario is collected by changing the vehicle’s speed from 1.0 

m/s to 0.4 m/s as shown in Fig 3, which shows the sensor measurements for left and right 

encoders and GPS. A simulated bias attack (magnitude of 0.22) is added to the GPS data when 

the system runs at the low speed mode (0.4 m/s), as shown at the bottom graph in Fig. 3. 
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Fig. 4. Results of attack detection using the existing system, depending on the size of the interval. 

 

Fig. 4 shows the results of attack detection using the existing system [4] with the window 

size of 100. Fig. 4 shows the number of WI (i.e., y axis) and the red line representing the 

threshold of the number of WI to raise SI (which is the sum of the number of faults allowed for 

two sensors), where: 

 WI (L. Enc, R. Enc): WI Between Left Encoder and Right Encoder 

 

 WI (L. Enc, R. Enc): WI Between Left Encoder and Right Encoder 

 

 WI (L. Enc, R. Enc): WI Between Left Encoder and Right Encoder 

 

If the number of occurrence of WI goes over the red line in the graph,it indicates that 

there is an SI detected, meaning that there exists a non-transient fault (assumed to be an attack) 

present in the system. In Fig. 4, the results show that the existing transient fault system does not 

detect the attack present in the GPS signal in this attack scenario. 
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2.1.4. Problem Statements 

In this subsection, we formulate our problem statements. The first problem that we consider is 

as follows: 

PROBLEM 1. Adapt the attack detection method to use the transient fault model parameter set 

which is suitable to the system’s operating mode. 

To address this problem, we, in the next section, propose an attack detection method 

which uses a lookup table that contains the values of parameters for the transient fault model, 

which are trained for each operating speed. As the transient fault modeling is currently done 

manually, it is necessary to automate the transient fault model process to perform it multiple 

times for each operating speed. Thus, the second problem that we consider is as follows: 

PROBLEM 2. Given a training data, automate the transient fault modeling procedure (i.e., 

heuristic algorithm to find the knee point). 

To address this problem, we propose an automatic transient fault modeling method to be 

explain in the next section. 

 

2.2. Adaptive Transient Fault Model 

In this section, we explain our proposed system using adaptive transient fault model. Our 

proposed system uses the lookup table which contains multiple TFM parameter values trained 

for the different operating modes of the system. To construct such a lookup table, we propose an 

automatic process for the transient fault modeling which has been done only manually in the 

existing work [4]. 
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2.1.1. Detection Scheme with Adaptive Transient Model 

 

Fig. 5. The architecture of our proposed system. 

 

Fig. 5 shows the architecture of our proposed system. First of all, the measured values 

from sensors are sampled at a certain sampling rate. For example, in our case study to be 

explained in the next section, we use 10 Hz of sampling rate because the attack detection is 

performed based on the latest frequency among sensors (i.e., GPS in our system). The system 

uses sampled measurements and the parameters from the lookuptable to detect if there is any 

attack present to the system. Then, when the reference speed changes, the values for TFM 

parameters are also updated according to the system’s reference speed. When the speed is not 

listed on the lookup-table, the system uses the parameter values of the lowest speed which is 

higher than the reference speed in the look table. In the next subsection, we will explain how to 

construct the lookup table which is used in the adaptive TFM parameter selection. 

2.1.1. Automating the Transient Fault Modeling Process 

Selecting the suitable values for TFM parameters is important for the attack detection 

performance. In the previous work [4], transient fault modeling has been done manually. 

Therefore, it is necessary to repeat the modeling process for the different sets of training data in 

order to construct the lookup table for a multiple operating mode system. Therefore, we propose 
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an automatic method to find the proper values for parametersusing the characteristic of knee 

point (i.e., rapid increase of slope), reducing the manual efforts for transient fault modeling. 

 

 

Fig. 6  Sample graph of 𝜖 vs. 𝑒/𝑤. 

 

Fig. 6 shows a sample plot of the proportion of faults in a window (𝑒/𝑤) against the 

error bound (𝜖), which can be drawn following the description on transient fault modeling in 

Section II.B and in [4]. Let 𝜖𝑚𝑎𝑥 denote the maximum value of the error boud. To find the knee 

point of the graph, we make the descending diagonal line from the point (0, 1) to the point 

(𝜖𝑚𝑎𝑥,0) in the graph, which has the function of y = −
1

𝜖𝑚𝑎𝑥
𝑥 + 1. According to the Lemma 4 of 

[4], we only consider the points under 0.5 of 𝑒/𝑤 as the parameter values because otherwise no 

detection can be made by the attack detector. From each original point of the graph, we calculate 

the perpendicular distanceto the diagonal line (i.e., the shortest distance from a point to the 

diagonal line). Finally, we select the point as the TFM parameter which has the longest 

perpendicular distance. The reason is that, as 𝜖  decreases in the graph, the perpendicular 

distance gradually increases at first, becomes the maximum at the knee point, and decreases 
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again after passing that point. In the next section, we will show the result of applying this 

automatic transient fault modeling method to a real world data set obtained from an unmanned 

ground vehicle. 

 

2.3. Case Study 

In this section, we evaluate our proposed system by conducting a real-world case study 

using an unmanned ground vehicle called Jackal [12]. We compare the performance of our 

system with that of the existing system [4]. 

 

2.3.1. Jackal Robot System Description 

 

 

Fig. 7 Jackal Robot. 

 

Jackal in Fig. 7 is an electric unmanned ground vehicle that has many sensors including 

two encoders, IMU, and GPS [12]. We use both encodersensors for the left and right wheel and 

GPS to measure the velocity of Jackal.To evaluate our proposed system explained in the previous 

section, we first gather data for each sensor by driving Jackal on straight lines at a constant speed. 

Both encoder sensors provide measurements at 20 Hz and GPS sensor offers measurements at 

10Hz. The attack detection is performed at 10 Hz which is the lowest frequency of the sensors. 
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2.3.2. Lookup Table 

This subsection presents the constructed lookup table for the Jackal robot system 

applying the automatic method (explained in the previous section) for transient fault modeling. 

We ran the Jackal robot in various operating modes (i.e., different reference speeds such as 0.4 

m/s, 0.7m/s, 1.0m/s, 1.3m/s and 1.6 m/s) and collected the training data from the runs. The 

transient fault modeling result for all speeds is summarized in Table 1. Let vdenote the speed 

from 0.4 m/s to 1.6 m/s and w is the window size from 25 to 200. The error bound tends to 

increase as the speed is faster. Encoder for both right and left wheel shows the definite difference 

in the relationship between the error bound and the speed, but GPS also shows the same tendency. 

We can also see that as the speed is faster, the number of transient faults in a given window 

slightly decreases. As mentioned before, the large window size shows a smaller error bound, 

especially in GPS. In summary, note that as the speed increases, the error bound changes, and so 

can cause problems for the transient fault system in some environment using the fixed values for 

parameters. 

 

TABLE I. Set of values for parameters to each speed for the Jackal sensors  
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In Table I, we can see that the system’s running speed affects the TFM parameter values. 

We can also see that the lookup table is finite because it is impossible to calculate and store all 

possible reference speeds. Thus, when selecting the TFM parameter for the given reference speed, 

if the reference speed is not contained in the lookup table, our system chooses the parameters of 

the next higher speed. For instance, in case of 0.5 m/s, since the lookup table does not contain the 

speed of 0.5 m/s, the parameters of 0.7 m/s are used for the speed instead of using the parameters 

of 0.4 m/s. The reason is to be sound in the attack detection avoiding any false alarms raised. 

To validate the results obtained from our automatic modeling method proposed, we also 

manually conducted the TFM parameter selection for all the cases above. We observed that the 

result of the automatic method coincides with the one that is found manually in all cases. 
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2.3.3. Evaluation on Motivating Example 

We recall the motivating example in Section 2. In this subsection, we use the motivating 

example to evaluate our proposed system by comparing it with the existing system [4]. First of 

all, we compare our system with the existing system in the normal case where there is no attack 

present. In case of the existing system, it uses the most conservativeTFM parameter values (the 

error bounds are 0.1, 0.1 and 0.14 for left and right encoders and GPS respectively), which 

means that it uses a knee point of 1 m/s even for 0.4 m/s speed as well.In contrast, our proposed 

system uses the adapted TFM parameter values according tothe given reference speed to the 

system. At 1 m/s our system uses the same TFM parameters to the ones that the existing system 

uses while, at 0.4 m/s, our system uses the error bounds of 0.04, 0.04 and 0.11 for left and right 

encoders and GPS respectively.At the speed of 0.4m/s, WI occurredslightly more in our proposed 

system, but its frequency did not exceed the threshold for SI, thus raising no false alarms. 

Now, we consider the attack scenario of the motivating example,where the reference 

speed is high (1 m/s) at the beginning and dropped to be low (0.4 m/s) after a while, and the 

biased attack (magnitude of 0.22) is added in GPS when in the low speed mode as shown in Fig. 

3. While the existing system uses the conservativeerror bound parameter, our proposed system 

uses the adaptedTFM parameter values according to the system’s reference speed. Fig. 8shows 

the number of WI for the result of attack detection. The threshold to determine the existence of 

attacks is represented as the red line in Fig. 8. If WI goes above the red line, it is considered that 

an attack is detected. As shown in Fig. 5 in Section 2, the existing system does not detect any 

attack in this scenario. However, Fig. 8 shows that our proposed system detects the attack soon 

after the attack begins. 
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Fig. 8 Number of WI for the result of biased attack detection. 

 

Moreover, we also consider another scenario, a variation of the motivating example, 

where the random attack (of uniform distribution with magnitude of 0.22) is manifested instead 

of the biased attack. Fig. 9 shows the GPS measurements where the random attack is added. For 

the existing system, thesame problem happens like the first attack scenario. Fig. 10(a) shows the 

results of the existing system. Although the number of WI increases, it is still less than the 

threshold, and eventually does not raise any SI. On the other hand, our proposed system is 

sensitive to the reference speed and the running speed of the system by using the proper values 

of parameters, thus being capable of detecting the attack, as shown in Fig. 10(b). 

 

 

Fig. 9 Random (uniformed) attack in GPS. 
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(a) Results of the existing system 

 

 

(b) Results of the proposed system 

Fig. 10 Number of WI for the result of randomattack detection. 

 

2.3.4. Further Evaluation 

To provide a more thorough comparison, we employ 12 different test data sets obtained 

from the multiple runs of the Jackal robot system where the operating mode changes from the 

high speed mode (i.e., 1 m/s) to the low speed mode (i.e., 0.4 m/s). First of all, we calculate the 
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false alarm rate for both systems in the normal operation where there is no attack present. Table 

II summarizes the result that both systems did not make any false alarms. 

 

TABLE II. False alarm  

 

 

Now, we calculate the detection rate for both detection systems against random and 

biased attacks of varied magnitudes (0.11, 0.22 and 0.33) manifesting for each sensor. The 

magnitude of the attack is decided to be roughly as large as the size of the largest error bound 

(i.e., GPS). As Table III shows that when the magnitude of the attack is large (i.e., 0.33), both 

systems have an equally good performance in the case of biased attacks, while our proposed 

system showed a better performance for random attacks. The reason is that since the attack 

magnitude is large, both systems are able to easily detect the attacks. On the other hand, when 

the magnitude of the attack is small (i.e., 0.11), both systems can detect less attacks, but we can 

see that our proposed system has a better performance than the existing system. Lastly, if the 

attack magnitude is medium, our proposed system outperforms the existing system. 

 

TABLE III. Detection rate  
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2.4. Conclusion 

In this paper, we addressed the problem of sensor attack detection for multiple operating 

mode systems. The existing system uses the most conservative TFM parameter to be sound in 

detection, thus not being effective to use for a multiple operating mode system. We proposed the 

adaptive transient fault model to address the problem of the existing system. Our system uses the 

suitableparameter values in accordance with the reference speed (i.e., system’s operating mode) 

using the lookup table method. The lookup tableis constructed using the automatic transient fault 

modeling method presented in this paper. By conducting a real-world case study, we 

demonstrated that our proposed system outperforms the existing system in various attack 

scenarios. 

As future work, we plan to study the onlinelearning scheme for finding the proper TFM 

parameter values at runtime. Additionally, we plan to incorporate system dynamics in our attack 

detection system to improve the detection performance against various stealthy and collusion 

attacks. 
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III. Performance Analysis of Sensor Fusion Models for Pedal System in a 

Brake-by-Wire System3 

With the increasing demand for the driving safety, many technologies, such as antilock 

braking systems (ABS), electronic stability programs (EPS) and traction control systems (TCS), 

have been developed by many researchers and companies.Eventually, the trend of the 

development in the brake technology will progress towards brake-by-wire and this system in a 

brake will be considered as an essential element for hybrid vehicles and electric vehicles as well 

[17], [18]. In general, “brake-by-wire” system could be categorized into two implementations: 

electrohydraulic braking (EHB) systems andelectromechanical braking (EMB) systems. 

In case of the EHB system, the current hydraulic brake fluid is still used for the braking 

system. It generates the hydraulic pressure for each wheel in accordance with the signal obtained 

from a pedal. However, using hydraulic fluid brings disadvantages, such as the lack of longevity 

of hydraulic components, the need for additional devices, and the leakage of hydraulic oil. In 

contrast, the EMB system uses the electronic signal instead of the pressure of the fluid in order to 

convert its value to clamping force which controls a motor for each wheel. It has many 

advantages, such as more accurate control of the braking force and the faster response using fast 

motor dynamics. EMB systems are now being developed by well-known automobile companies, 

such as Continental and Bosch [19, 20]. Since failures of the brake-by-wire system might cause a 

serious traffic accident, making the brake systemfault tolerant is critical in terms of driver’s 

safety. Fault detection and diagnosis, and more accurate control should be supported in the robust 

brake-by-wire systems. For recent works, Schwarz et al. have developed the method to estimate 

                                                 
3 The content described in this chapter is the collaborative project with Ph.D. Seonghun Lee’s research 

team in Convergence research center for future automotive technology  
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the clamping force of the disk brake [21, 22]. Hoseinnezhad et al. have studied on an accurate 

and robust method to estimate the position and speed of actuators using the resolver signal of the 

motor, and the automatic calibration of resolver parameters that are changed according to the 

temperature, pad wear, and aging has been developed [23, 24].In addition, a hardware 

redundancy is employed in a brake-by-wire system to ensure fault-tolerant for the safety [25, 26] 

and the sensor fusion method for brake-by-wire has been developed by [27]. While most 

researches are mainly focused on the motor and actuator parts, the improvement of the safety by 

exploiting sensors redundancy for the brake pedal is also needed. In EMB systems, a pedal is 

equipped with sensors indicating the level of the brake force demanded by a driver.With the 

redundant information from multiple sensors and fusion techniques, the EBM system can be 

more fault tolerant and have the safer performance as well. 

In order to have the resiliency to the bake-by-wire system for driver’s safety, we 

investigate the sensor fusion models and conduct experiments with real measurement and EMB 

test bench to confirm whether the model is well suitable for the bake-by-wire system. In this 

paper, based on the result of the sensor fusion, we propose the hybrid method using multiple 

models to have the resiliency and to detect the faulty sensor as well. 

To do this, Section II describes the brief explanation of EMB systems and a sensor fusion 

model. Then, in Section III, each sensor fusionmodel is elaborated to explain how it works. In 

Section IV, the case study shows the system architecture and the evaluation performance for 

sensor fusion models. Then, the hybrid method is introduced. Then, this paper is concluded with 

future works in Section V. 
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3.1. EMB System and Sensor Fusion Model 

In this section, the basic idea of EMB systems and sensor fusion techniques are discussed 

for the better understand. With the hardware redundancy, the sensor fusion method can be used 

for a brake pedal in EMB systems. Sensor fusion techniques make the brake pedal more resilient 

against abnormalities. 

3.1.1. Electromechanical Brake Systems 

 

Fig. 11 General architecture of EMB systems. 

 

EMB systems are already on the recent market for the electric park brake (EPB) and 

many companies have tried to develop EMB systems.The EMB system consists of a motor, a 

reduction gear, and a screw gear. It is basically similar to the existing brake systems except for 

using the hydraulic pressureIn Fig.11, it shows the general architecture of EMB systems. A driver 

gives an electrical signal to a brake control unit (BCU) using sensors (e.g., pedal sensor). The 

required braking force is calculated in the BCU from the electrical signal. The calculated braking 

force is converted into the motor position and is transmitted to the motor driver to rotate the 

motor. 

The motor position generates a clamping force between the pad and the disk, which offers 

the braking torque. In addition, the information (i.e., the electrical signal) of the percentage for 

the pedal position is broadcasted through controller area network (CAN) bus. Therefore, if the 
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sensor signal is faulty, thecontrol of braking is not stable, which could make the system in a 

catastrophic situation. 

3.1.2. Sensor Fusion Models 

In general, malicious attacks, severe faults, and external noise are considered as factors 

making the system unreliable. To address these factors, many researchers in various areas have 

studied on the effective sensor fusion method with multiple sensors [17, 28]. One important 

consideration is the sensor model to improve the accuracy of the value measured by a sensor 

since the resilient system suffered from unexpected conditions such as attacks, faults, 

environmental uncertainty is related to how well the system responds or adapts to those.In 

general, there are two main classes of sensor models: probabilistic and abstract [7]. In the case of 

the former, it uses pre-designed noise distributions (e.g., Gaussian) and provides the estimation 

calculated with the distributions. On the other hand, in the later, it could be based on the intervals 

that are constructed by each sensor measurement, which doesn’t assume any effect of the noise 

distribution. Therefore, it doesn’t rely on the assumption compared to the probabilistic models.  

In this paper, we focus on the sensor fusion techniques that don’t require system dynamics (i.e., 

estimate a value only using sensor measurements). 

 

3.2. Sensor Fusion Model 

In this section, we consider the system that has multiple sensors measuring the same 

physical value (e.g., the velocity measured by an encoder, IMU, and GPS), and describe how 

each sensor fusion model works. Among the sensor fusion methods, five models(naïve average 

method, moving average method, median method, iterative method, and Marzullo method) are 
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chosen for this work. These all methods don’t require a system model and estimate the optimal 

value by measurement data obtained from multiple sensors. 

3.2.1. Naïve Average Model 

A naïve averaging method is the most general method to merge multiple values. Let 𝑠𝑖 

denote the i-th sensor among multiple sensors n and 𝑉𝑖 the measurement value obtained from 

sensor 𝑠𝑖. Then 𝑣 represents the estimated value, which is written as below: 

�̂� =
𝑣1 + 𝑣2 + 𝑣3 ⋯ 𝑣𝑛

𝑛
 

(1) 

wheren is the number of sensors. If we assume that there is a malicious sensor 𝑠𝑘, who sends a 

different measurement, the estimated value 𝑣is significantly influenced by the malicious value. 

It is because that the range of the malicious sensor 𝑠𝑘is unlimited (i.e., 𝑣𝑘 ∈  (−∞, ∞)). 

Therefore, the naïve averaging method is not well fault-tolerant. 

3.2.2. Moving Average Model 

A moving average is used to analyze data by generating the series of averages of different 

subsets over time. The type of this method can be classified into three types: simple, cumulative, 

and weighted forms. With a series of numbers and a fixed subset size, the first element of 

moving average is calculated by taking the average of the initial fixed subset. Then, the subset is 

shifted forward to calculate the next element. Herein, the subset excludes the first number and 

includes the next number of the subset. This process is repeated over the entire data series. In 

general, the moving average is used with time series data to smooth out short-term fluctuations 

and find long-term trends. The simple moving average can be expressed as below.  

�̂�𝑡 = 
𝑣𝑡 + 𝑣𝑡−1 + ⋯+ 𝑣𝑡−(𝑛−1)

𝑛
 

(2) 



  

- 26 - 

where𝑣𝑡 is the time series and represents the output, and n is the number of sensors in a given 

subset. 𝑣𝑡 is the latest value and it is updated every time the subset is shifted forward. After 

calculating the first value, a new value comes into the sum. At that time, the oldest value is 

excluded. Using this method, the transient fault could be alleviated. It is because the estimated 

value is calculated with the time series of measured values. 

4.2.3. Marzullo’s algorithm 

Marzullo has proposed an interval based fault tolerant fusion method [4]. Each sensor 

makes its interval [𝑣𝑖 − 𝜖, 𝑣𝑖 + 𝜖] that is determined by the measurement value 𝑣𝑖 and the error 

bound 𝜖. For example, if the measured value is 7 and the error bound is 2, the internal can be 

represented as [21, 25]. Here, the error bound can be obtained from the specification that a 

manufacturer provides. If the manufacturer doesn’t provide it, the error bound can be calculated 

by the scheme [7]. Fig. 12 shows the example of interval based fusion process. The red interval 

represents the malicious measurement. The fused result is different according to ∩𝑓,𝑛, where f is 

the of the number of faults and n is the total number of sensors. As shown in the Fig. 2, when the 

number of faults increases, the interval becomes larger, where the length indicates the accuracy 

of the fused result. 

 

Fig. 12 Example of Interval-based fusion process. 
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4.2.4. Median Filter 

Median filtering is a nonlinear digital filtering and it is often used to remove 

noise/abnormalities (e.g., faults and attacks). The key idea of this filter is to use the median value 

among neighbors. For instance, let’s consider the system that has several sensors 𝑠𝑖=1⋯,𝑛. We 

denote 𝑋 = {𝑥1, ⋯ , 𝑥𝑛} the set of measured values from the sensors and𝑣𝑡 the estimated value 

(i.e., output). The equation for the median filter is like below. With this method, the faulty value 

(even extreme value) can be removed. 

 

𝑣𝑡 = [
𝑥𝑚,   𝑤ℎ𝑒𝑛 𝑛 𝑖𝑠 𝑜𝑑𝑑  𝑎𝑛𝑑  𝑚 = (

𝑛 + 1

2
)

1

2
(𝑥𝑚 + 𝑥𝑚+1),𝑤ℎ𝑒𝑛 𝑛 𝑖𝑠 𝑒𝑣𝑒𝑛 𝑎𝑛𝑑 𝑚 = (

𝑛

2
)

 

(3) 

 

4.2.4. Iterative Filter 

Iterative filtering is one of the methods using the weighted average. By iterating the 

weight averaging calculation, the measured values are converged on one output. This method can 

be used for the secure data aggregation technique for wireless sensor networks in thepresence of 

collusion attacks in [29]. Let’s consider a system with multiple sensors 𝑠𝑖=1⋯,𝑛.Then, we also 

assume that the system works on one block of the measurement where each block comprises of 

measured value at T consecutive instants. Therefore, a block of the measurement is represented 

as a matrix 𝑋 = {𝑥𝑖 ∶  𝑖 = 1 ⋯𝑛}  where 𝑥𝑖 = {𝑥𝑖
𝑡 ∶ 𝑡 = 1⋯𝑇}  is a sequence of readings 

obtained from sensor 𝑆𝑖 .The gathered values are iteratively and simultaneously computed with a 

sequence of weights 𝑤 = {𝑤1, 𝑤2, ⋯ , 𝑤𝑛} which reflects the trusty measurements. The iterative 

process starts with the equal weight to all sensors (i.e., the initial weight = 1 to each sensor). 



  

- 28 - 

�̂�𝑙+1 =
𝑋 ∙ 𝑤𝑙

∑ 𝑤𝑖
𝑙𝑛

𝑖=1

 
(4) 

Here,𝑣 is the estimated value andlis represented as the round of iteration (l≥ 0). From the 

second round, each sensor has the different weight that is calculated based on the distance from 

each sensor to the previous value calculated using weight averaging. This process is iteratively 

performed until the value is converged. The method to obtain the weight is explained in [15]. 

 

4.3. Case Study 

In this section, we introduce the experiment environment and compare each sensor fusion 

model in three fault scenarios: 1)a zero fault, 2)a biased fault, 3)a random fault, by conducting a 

real-world case study using the real measurement data from a vehicle and the EMB system bench. 

Besides, the issue of measuring the different physical variables between the pedal sensor and the 

pedal effort sensor is addressed through the curve fitting process. 

4.3.1. System Description  

 

Fig. 13 Structure of EMB mechanism and the structure. 
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Fig. 14 Diagram of EMB mechanism 

 

Fig. 13 shows the system architecture that is used for this work. When a driver pushes a 

pedal (i.e., driver’s input), three signals are obtained from a pedal sensor and a pedal effort 

sensor as shown in the Fig. 13. The pedal sensor provides two signals, which indicates a level of 

a pedal position and both signals show the same measurement (i.e., the redundancy). 

In the case of the pedal effort sensor, it gives one signal that is considered as the pressure 

force from a driver. Since two sensors measure the different physical variables: the level of the 

pedal position and the level of the pressure force, the function based on the relationship between 

the pedal position and the pressure force is needed (i.e., curve fitting problem). Therefore, the 

signal of the pressure force is converted into the position of the pedal using the curve fitting 

function. Then, the sensor fusion process is performed using several sensor fusion models 

described in Section III. The fused result is broadcasted to main ECUs andBCUs through CAN 

bus using CANoe to control a motor of EMB bench. This EMB bench shows how the fused 

results influence on a motor, a disk and a pad in a brake system by measuring the clamping force 
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measured by the load cell.If the clamping force is higher than the normal state, it results in the 

sudden braking. In contrast, lower clamping force causes the long braking distance. 

As shown in the diagram of the bench in Fig. 14, the EMB mechanism consists of 

severalcomponents, such as the reduction gear, the spur gear, the ball bearing and so on. The 

reduction gear decreases the revolution speed of a motor to increase the enough torque for the 

movement of the motor. The spur gear is used to transfer the power to the under gear. By moving 

the ball screw forward/backward, the head pushes the brake pads to grab the brake disk. The 

detailed specifications for each component, such as the name of the model and the gear ratio are 

summarized in Table IV. 

 

 TABLE IV. Components for EMB system 

 

 

4.3.2. Curve Fitting Problem 

As mentioned above, the pedal sensor measures the level of the pedal position and the 

pedal effort sensor provides the measurement of the pressure force when a driver pushes a pedal. 

Fig. 16 represents the difference between the pedal sensor and the pedal effort sensor.As shown 

in Fig 16(a), when a driver slightly presses a pedal (after 20 seconds), the obvious difference 

between two sensors is shown. It is because each sensor measures difference physical variables. 
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Therefore,the process to convert the pressure force measured from the pedal effort sensor into the 

level of the pedal position is needed. Therefore, we handle this issue using the curve fitting 

method. 

 

Fig.15 Example plot of position against pressure force. 

 

The first thing to do this process is to find the relationship between two sensors. The left 

figure in Fig. 15 shows the relationship between the pedal effort and the pedal sensor. Based on 

the relationship, the virtual curve that indicates the relationship of two sensors is determined. The 

right figure shows the example plot of the process, where X axis represents the pressure force 

and the Y axis is the position of a pedal. Using the process, the physical value of the pressure 

force is converted to the level of the position. Herein, the polynomial and the parameters used for 

this process are expressed like below. 

f(x) = 𝑝1𝑥5 + 𝑝2𝑥4 + 𝑝3𝑥3 + 𝑝4𝑥2 + 𝑝5𝑥 + 𝑝6       (5) 

where the function is the fifth-order equation and parameters p1, p2, p3, p4, p5 and p6 are 23.53, 

-79, 97.81, -55.27, 13.5, and 0.2217 respectively. 
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Fig. 16 Relationship between a pedal and a pedal effort sensor. 

 

Fig. 16(b) shows the result of the curve fittingprocess. In this figure, we can see thatthe signal of 

the pedal effort sensor has a more similar pattern to the signal of the pedal sensor. Therefore, the 

sensor fusion can be performed after the pedal effort signal is converted into the pedal position. 

To provide a more thorough result, another data is employed for the curve fitting process using 

the same function. As shown in Fig. 17, the result shows that the obtained curve fitting function 

is working well for other real measurement data sets as well. 

 

 

Fig. 17 Further evaluation of the curve fitting process. 
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Fig. 18 Three sensor signals. 

 

4.3.4. Performance Evaluation: Sensor Fusion 

In this section, we evaluate the performance of each fusion model to find the well-suited 

fusion model for EMB system. Five models described in Section III are used for the experiments 

with several fault scenarios. Fig. 18 shows each signal of sensors for the sensor fusion. Fig 18(a) 

is the pedal effort sensor value after the curve fitting and other two figures represent the value of 

the pedal sensor. Each sensor value is sampled with 20Hz. We first conduct the experiment of the 

sensor fusion without faults (i.e., normal operation). It is found that all of the sensor fusion 

methods show the similar results in the normal operation. To evaluate the performance of each 

model in the fault situation, we consider three fault scenarios. 

 

 One of three signals provides the zero value 

 One of three signals provides the biased value 

 One of three signals provides the random value 

 

Herein, we also assume that among three signals, only one of three signals provides 

faulty measurement. The first scenarios are the scenario of zero value fault.Among three signals, 
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one of pedal signals (i.e., pedal sensor 1) provides zero value. In this fault scenario, it is shown 

that the average method is slightlyinfluenced by the fault unlike other methods.For themore 

evaluation, the biased value (magnitude: 1) is inserted (from time 2.5s to 7.5s) in the pedal 

sensor 1 as shown in Fig. 19. The magnitude of the fault is decided to be roughly as large as the 

size of the half of the maximum value. The result shows that only average method is significantly 

influenced the biased value. Other methods remove the effect of the fault.  Here, it is confirmed 

again that the average method is not well fault-tolerant.Lastly, we evaluate the fusion models 

with the random fault (i.e., uniformed distribution).  

 

 
(a) Biased fault scenario in pedal sensor 

 

(b) Result for each model with biased fault 

Fig. 19 Result of sensor fusion in biased value fault. 



  

- 35 - 

In the Fig. 20, the result shows that the random fault influences on the signal more than 

other faults. However, except for the average method, all of other models significantly reduce the 

effect of the random fault. In the case of the average method, it shows the unstable fused values 

in the time where the fault is present.Table V summarizes the result of theperformance of each 

method, which is analyzed using the Root Mean Square Error (RMSE). The RMSE value 

represents the difference between the fused results with faults and the fused results without any 

faults (i.e., normal operation). Therefore, the smaller value indicates the less effect of the faults. 

Each table shows different sensor fault scenarios. 

 

 

(a) Random fault in the pedal sensor 

 

(b) Result of random fault 

Fig. 20 Result of sensor fusion in random value fault. 
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TABLEV. Value of RMSE for each method  

(a) RMSE value in case of the pedal effort sensor failure 

 

 

(b) RMSE value in case of the pedal sensor failure 

 

 

To summary, the effect of the random fault is more influential than other fault types. In 

all fault scenarios, the average method is obviously not resilient against faults. It leads the system 

to the unstable and malfunctioning state, which could cause the catastrophic accidents. In the 

case of the moving average, it shows the better resiliency against the faults than the average 

method. However, it is still influenced by faults. In addition, the moving average method has the 

better performance while the window size increases. The iterative filter is resilient in all fault 
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scenarios, but when the malicious value is too extreme, it takes time to converge the optimal 

value.Lastly, the median method and Marzullo filter show the similar performance. Unlike other 

methods, these two methods remove the extreme value using its own scheme (i.e., the median 

value and the overlapped interval). Besides, compared to median filter, Marzullo filter can 

identify which sensor has the malicious faults [4], but this method needs the additional 

information (i.e., error bound) or the advanced process [7] to obtain the error bound for 

determining intervals. Based on the result of the sensor fusion, the median and Marzullo model 

are selected for the hybrid sensor fusion in order to have the better resiliency and to detect the 

faulty sensor as well. 

 

4.3.5. Hybrid method using Median and Marzullo model 

 

Fig 21. Architecture of Hybrid method. 

 

In the result of the performance evaluation for sensor fusion models, it is found that the 

median filtering has the better performance than other models. However, even though the effect 

of the faults is discarded using sensor fusion models, it is also important to note the faults happen 

in the system for the potential dangers. Among the fusion models used in the work, Marzullo’s 

algorithm is capable of detecting faults present in the system. Marzullo model uses the intervals 
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to check whether the faulty sensor exists in the system or not. If there is the interval which is not 

overlapped with any other intervals, this interval is considered as the faulty measurement. 

Therefore, by using the median filter and Marzullo’s algorithm, we can benefit from both then. 

Fig. 21 shows the architecture of the hybrid method using the median and Marzullo model. From 

the multiple sensors measuring the same physical value, the measured values are used as the 

input for both models. In the hybrid method, the median model generates its own sensor fusion 

value and the Marzullo’s model runs parallel with the median filter to determine whether the 

fault exists in the system or not. 

 

4.3.5. Motor control using CANoe 

CANoe is the simulator to make virtual ECUs and broadcasts messages on CAN bus. 

With this simulator, VN1630 device is used in order to control the motor of the EBM system 

bench in our work. As briefly described in subsection A in this section, the fused signal is 

converted into the percentage that indicates the position of the pedal. For instance, when a driver 

fully steps on a brake pedal, the percentage indicates 100%. We first make the virtual ECU to use 

CAPL function in CANoe, which is our developed program to read the fused result file and make 

the CAN message based on the fused result. When constructing the message, the information of 

CAN ID and the transmission period are required. In our work, the CAN ID is set as 0Xf1 and 

the message is broadcasted with the 10 ms period for the EMB system bench. The constructed 

virtual ECU is connected to the main ECU (i.e., hardware) to control the motor via VN1630 

device. In accordance with the message, the motor moves and the load cell measures the pressure 

between the disk and pads, which is called the clamping force. 
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4.3.5. Performance evaluation: Clamping force 

Based on the results of subjection C, the evaluation for the clamping force is conducted to 

see how the malicious fused results influence on the motor using the EMB bench. The EMB 

bench used in this work is for the front wheel of a vehicle. For this experiment, we only choose 

the three of fusion models (i.e.., naïve average, moving average, and median filter). It is because 

that the naïve average and the median shows the worst and best performance among others and 

the moving average has the delay that other methods do not have. 

 

(a) Biased fault scenario 

 

(b) Random fault scenario. 

Fig 22. Result of measuring clamping force using EMB test bench. 

 

Fig. 22 shows the result of experiments. Each line represents the clamping force 

measured by the load cell and the different color indicates each method of the fusion model. The 
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measured clamping force represents the pressure to grip the disk by pads.In the case of the naïve 

average, it is found that due to the biased signal, the clamping force suddenly increases between 

2 s to 6 s. In contrast, the random fault causes the clamping force to decrease (1s to 5s) unlike the 

biased attack. Since the motor repeatedly moves forward and backward with the fast speed, the 

motor can’t generate the enough clamping force. The result of moving average shows that even 

though it reduces the effect of the biased faults, the clamping force in the random fault is lower 

than even the naïve averaging method. In addition, moving average makes the delay because the 

output value is calculated using the average of values in a given window size. Therefore, if the 

window size is too large, it can’t directly reflect the intention of a driver, which couldn’t be well 

suited for the brake system. Lastly, the median filter almost removes the effect of the biased and 

random faults and shows the most similar result to the normal operation. 

 

4.4. Conclusion 

In this paper, in order to design the sensor fusion model having the better resiliency and 

the capability to detect faulty sensors for the brake pedal in EMB system, we analyze the 

performance of several sensor fusion models. The fault tolerant model in the brake system is 

imperative for the safety of a driver. The system uses the pedal and the pedal effort sensor to 

measure the intention of a driver. However, since both sensors measure the different physical 

value (i.e., the pedal sensor measures the position of the pedal and the pedal effort sensor 

measures the pressure force), the process to convert into the same value is needed, which is 

called the curve fitting. After the process of curve fitting, the sensor fusion is performed in 

several faults scenarios. In the result, the naïve average method shows that it is significantly 

influenced by all of faults compared to other methods. The moving average reduces the effect of 
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faults, but since this method uses the average of values in a given window size as output, it can’t 

directly reflect the intent of a driver. This delay could cause to increase the braking distance, 

which might not be well suited for the braking system. Based on the result of the sensor fusion, 

we propose the hybrid sensor fusion method using both the median and the Marzullo model to 

benefit from both.The proposed method provides the stable estimated value and detects the faulty 

sensor as well under the fault situation. 

For a more practical evaluation, with the results of the sensor fusion, we conduct the 

experiment using EMB bench to know how the fused result influences on the motor. The result 

shows that the median has the most similar clamping force to the normal compared to others. 

Also, it is found that the biased fault causes to increase the clamping force while the random 

fault results in decreasing the clamping force. The inappropriate clamping force causes in the 

sudden braking or the long braking distance. For our future work, we plan to model the EMB 

bench and develop the model based fault diagnosis system. Therefore, even though the faults 

occur in the system, the system can detect the fault and reconfigure the system to accommodate 

the faults. 
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IV. Hybrid Diagnosis System in the Presence of the Transient Faults4 

With the increase in the consideration of a security in CPS, the issues of safety for the 

system become imperative work these days. Malicious attacks exploiting security vulnerabilities 

cause a catastrophic damage on CPS. For example, several attempts are targeted at the 

vulnerabilities of the in-vehicle network (e.g., CAN Communication) to hijack a modern vehicle, 

and perform sensor spoofing [1, 2, 3]. Therefore, the development of an efficient diagnostic 

scheme for abnormalities becomes one of the most important and challenging problems.In 

general, fault diagnosis techniques can be categorized into two directions: hardware-redundancy-

based fault diagnosis and analytical redundancy-fault diagnosis. 

Hardware redundancy technique is typically based on sensor devices and data obtained 

from the multiple sensors (i.e., redundancy). This technique considers the system with multiple 

sensors measuring the same physical variable (e.g., the velocity measured from GPS, IMU and 

Encoder). In the previous works, to find the alignment error, vision-based signal processing is 

used, and the integrated sensor system is developed to measure the indoor air quality [30, 31]. 

However, the cost and the space of using redundant sensors could be the limitation of this 

technique. Therefore, the analytical redundancy technique has been the main stream of a fault 

diagnosis research [32]. Unlike the hardware redundancy technique, this technique requires the 

comprehensive analytical understanding of the system to detect abnormalities. O. Moseler and R. 

Isermann have presented a model-based fault detection technique for a DC motor [33] and S. N. 

Huang et al. have developed a linear state observer to monitor the cutting tool wear [34]. Y. Diao 

et al. have shown the interval model technique for the robust fault detection in [35]. Model based 

                                                 
4 The content described in this chapter is the collaborative project with Ph.D. Seonghun Lee’s research 

team in Convergence research center for future automotive technology 
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fault diagnosis system significantly relies on the use of model to monitor the consistency. 

Checking the consistency is conducted by the computation of the difference (i.e., residual) 

between the predicted value from the model and the measured value from sensors. If the residual 

is higher than a certain threshold, the system determines that the fault occurs. It is important to 

note that the fault can be categorized into two types: Permanent fault and Transient fault. When 

the permanent fault happens, the system could lose the control and the performance of the system 

degrades. However, unlike the permanent fault, the transient faults could occur in a normal 

operation and disappear soon without any damage to the system. Therefore, transient faults 

should not be considered as abnormalities. If not, it results in the false alarm. To address the 

problem, the techniques of an adaptive threshold and an artificial intelligence were proposed [36]. 

However, those techniques have some limitations such as the complicated algorithm and the 

requirement of the large time consumption to calculate it. 

In this chapter, we focus on addressing the problem of the fault diagnosis method to 

detect abnormalities in the presence of transient faults. Our proposed hybrid fault diagnosis 

method uses Kalman filter and Adaptive transient fault model (A-TFM). A-TFM detects 

abnormalities in the presence of transient faults and provide and adaptive threshold. With a 

straightforward method and requirement of much less computation time, our proposed system 

handles with the problem of transient faultsand we demonstrate its effectiveness using real 

measurement data obtained from an unmanned ground vehicle called Jackal [11]. 

 

3.1. Problem Formulation and Proposed Method 

In this section, we fist introduce the motivation of our works and formulates the problems. 

Then, our proposed hybrid method is elaborated to describe how the system works. The hybrid 
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method basically uses Kalman filter and A-TFM to have the robustness against transient faults by 

providing proper parameters (i.e., threshold and the maximum number of transient faults in a 

given window), which will be more discussed in the proposed section. 

 

3.1.1. Motivation and Problem Statements 

Herein, we discuss the motivating example where the fault diagnosis using only fixed 

predefined threshold could make false alarms when the transient faults occur as shown in Fig 23. 

It shows the measured value of the left encoder from the unmanned ground vehicle. The red 

circle in the figure represents one of the transient faults. These transient faults could happen in a 

normal operation and disappears soon without any damage to a system (e.g., GPS signal in a 

tunnel or high buildings). If we consider the transient faults as the abnormalities, the system 

results in false alarms in a normal operation. 

 

Fig.23 Motivation for transient faults. 

 

We expect that the diagnosis system using thefixed threshold could result in false 

alarmsin the system due to transient faults. Therefore, the proper method having the robustness 

against the transient faults is needed to detect abnormalities, and to address this issue, we define 

the problems like below. 
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PROBLEM 1. With a given unmanned ground vehicle, model the platform for the system 

dynamics to estimate the state of the system. 

PROBLEM 2. With a set of training measurement data obtained from the system, develop the 

hybrid diagnosis method, which is based on Kalman based fault diagnosis method using A-TFM 

to have the robustness against the transient faults. 

 

To address these above problems, we propose the hybrid diagnosis method, which is 

Kalman based fault diagnosis to detect faults using A-TFM. Also, we model the unmanned 

ground vehicle called Jackal for system dynamics to estimate the state of the system and 

compare it with measured value as well. We verifythe effectiveness of our proposed solutions 

with the real-world data set obtained from Jackal. 

3.1.2. Proposed System with A-TFM 

 

Fig. 24 Motivation for transient faults. 

 

The basic idea of our proposed system is to use the Kalman based fault diagnosis and A-

TFM. Kalman based approach has been considered as a well-known tool for many researchers 

[37,38]. Then,Park et al. have proposed the transient fault model based method to detect such 
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abnormalities in the presence of the transient faults [7] and A-TFM is developed by [39] to 

improve TFM. 

Fig. 24 shows the proposed system which is based on the model-based approach and A-

TFM. Here, u(t) and y(t) represent the input and the output. Then, �̂� is denoted as the estimated 

value calculated by Kalman filter. As shown in Fig. 24, the residual is determined by the 

difference between �̂�and y. In the residual evaluation process, it checks if the abnormalities 

happen using the residual. To determine whether the residual is abnormal or not, the threshold is 

needed. Therefore, A-TFM provides three parameters (𝜖, 𝑒, 𝑤). 𝜖 , 𝑒 and 𝑤 represents the 

threshold, the maximum number of transient faults in a given window size and the window size 

respectively. After that, the look-up table should be constructed for each mode using training data 

to provide proper TFM parameters to the residual evaluation process [38]. Based on the look-up 

table, TFM parameters are updated when the reference value changes. The system measures the 

value y and the model-based fault diagnosis calculates the estimated value y. In the residual 

generation process, the residual that is the difference between the measured value and the 

estimated value is generated. The residual r is evaluated in the residual evaluation process to 

determine the fault is transient or not. 

 

3.1.3. Kalman-based Approach for Fault Diagnosis 

This method detects abnormalities using system dynamics. Using an input and the 

measured value, Kalman filter estimates value �̂�. By calculating the difference between the 

predicted value from the model-based process and the measured value from sensors, the value of 

a residual is determined. If the calculated residual is higher than a certain threshold, the system 

determines that the fault occurs. Various approaches for the fault diagnosis using mathematical 

models have been studied for last several decades [40]. Fig. 25 shows the general architecture for 
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detecting faults using Kalman based approach. In the residual evaluation process, the residual is 

compared with the predefined threshold determined by experiment. This threshold plays an 

important role to determine whether the abnormalities occur in a system. Kalman filter can be 

used for the model-based fault diagnosis method [41]. 

𝑟 = 𝑦 − �̂� (1) 

  

Here, r represents the residual (i.e., the difference between measurement value y and 

calculated value�̂� from model based). In the residual evaluation process, it determines whether 

the fault happens or not using the residual. 

 

Fig. 25 General architecture of model-based fault diagnosis. 

 

3.1.4. Approach of Adaptive Transient Fault Model (A-TFM) 

Using the interval based abstract algorithm, the system to detect abnormalities in the 

presence of transient faults is developed [7]. The transient fault model has 3 parameters 

(𝜖𝑖, 𝑒𝑖, 𝑤𝑖) for sensor𝑠𝑖, where 𝜖𝑖 and 𝑒𝑖 represent the error bound and the maximum number 

of transient faults per given window𝑤𝑖, respectively. Pairwise comparison of inconsistency 

between sensors is their key concept for the system: Weak Inconsistency (WI) and Strong 

Inconsistency (SI). WI between two sensors, 𝑠𝑖 and 𝑠𝑗 is weakly inconsistent if and only if one 

of them provides a faulty measurement in time t. In particular, if two intervals obtained from the 
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sensors do not intersect with each other, we define that one of them provides a faulty 

measurement since the true value should lie in one of the intervals. SI can be defined when WI 

occurs more than 𝑒𝑖 per the given window.As noticed in thedefinition for WI and SI, the set of 

parameters(𝜖𝑖, 𝑒𝑖, 𝑤𝑖) about each sensor is important for a boundary point to determine whether 

the fault is transient or permanent. The paper [7] also suggests thescheme to experimentally 

obtain the parameters from each sensor just in case manufactures do not provide the specification. 

 

 

Fig. 26 Example of detecting abnormalities using TFM. 

 

Fig. 26 shows an example to explain how the transient fault model works to detect the 

attack. First of all, each sensor constructs interval using the measurement and the error bound, 

and both the error bound and the maximum number of faults in the given window are needed 

(See the table on the right-hand side of Fig. 2). When intervals do not intersect each other, WI 

occurs at t = 1 between sensor (S1,S3 ) and (S2,S3) as shown in Fig. 1, and the number of WI is 

accumulated in the given window 3. Here, it is important to note that in a given window for 

determining SI, WI cannot be over than the number of 𝑒 in the given window, Wiin normal 

operation. In case of Fig. 1, the maximum number of transient faults between S1 and S3 in the 

given window W3 is 2 (1 for S1 and 1 for S2). If WI between S1 and S2occurs more than 2 times 



  

- 49 - 

in the given window (Wi= 3), it makes SI between them. The current status with SI is considered 

as being attacked in the system. However, using the fixed conservative TFM parameters results 

in problems to detect the abnormalities in multiple operation systems. To address this problem, 

[39] proposed A-TFM using Lookup-Table and the automatic TFM modeling process. When the 

operation mode changes, the parameters for TFM are also updated based on Lookup-Table. In 

our proposed method, TFM parameters obtained from A-TFM makes the method have the 

robustness against the transient faults. 

 

3.2. Case Study 

In this section, we discuss the process of the modeling. To design our proposed system, 

the first thing to consider is to model the unmanned ground vehicle for system dynamics. Then, 

based on the system dynamics, the estimated value �̂� is calculated and compared with the 

measured value from sensors. The difference between two values is determined if it is abnormal 

or not with TFM parameters obtained from A-TFM. 

 

3.2.1. Jackal and Its Modeling 

This section describes the unmanned ground vehicle called Jackal.It has many sensors 

including two encoders for the right and left wheel, IMU, and GPS [11] and has the maximum 

velocity of 2 m/s. In this work, both encoder sensors is used to measure the velocity of Jackal. 

Fig. 27 shows the diagram of Jackal.The Jackal robot is basically connected with a joystick via 

Bluetooth and each encoder is used for two wheels for right and left side. The two wheels for 

each side are connected to each other using the chain. Both encoder sensors provide 
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measurement at 20 Hz. For this work, the velocity data are obtained in multiple modes (i.e., 

different velocity). 

 

Fig. 27 System diagram of unmanned ground vehicle 

 

 

Fig. 28 Performance of Kalman Filter 

Using the structure of the platform, the system dynamics were designed to estimate the 

speed of the Jackal robot. In order to obtain the dynamical model of the vehicle, the standard 

differential drive vehicle model is used. The state equation of the system can be represented as 

below: 

�̇�(𝑡) = 𝐴𝑥(𝑡) + 𝐵𝑢(𝑡) (2) 

𝑦(𝑡) = 𝐶𝑥(𝑡) (3) 

𝑥(𝑡) = [𝑖𝑎 𝜔𝑣]′ (4) 
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whereand𝑖𝑎and 𝜔𝑣 represent the armature motor current and wheel speed respectively.The 

motor is modeled by using the standard equation for the brushed dc motor. 

𝑉𝑎 = 𝑅𝑎𝑖𝑎 + 𝐿𝑎𝑖̇̇𝑎 + 𝐾𝐸𝑀𝐹𝜔𝑚 (5) 

  

where𝑉𝑎is the armature voltage, 𝑅𝑎is the armature resistance. 𝐾𝐸𝑀𝐹 ,  𝜔𝑚and𝐿𝑎represent the 

back-EMF(electromotive force) voltage constant, the motor rotational speed and the armature 

inductance respectively. The motor torque 𝑇𝑚 and the load torque 𝑇𝑣can be represented as 

below: 

𝑇𝑚 = 𝐽𝑚�̇�𝑚 + 𝐵𝑓𝜔𝑚 + 𝑇𝑣 (6) 

𝑇𝑚 = 𝐾𝑚𝑖𝑎 (7) 

𝑇𝑣 = 𝐽𝑣�̇�𝑣 + 𝐵𝑣𝜔𝑣 (8) 

  

,where𝐾𝑚 is the motor torque constant, 𝐽𝑚and 𝐽𝑣indicates the moment of inertia of the motor 

and vehicle respectively. 𝐵𝑓and𝐵𝑣 represent the viscous friction coefficient of the motor and 

vehicle respectively. With the gear ratio of 25:1 (N=25), the system matrices can be expressed as 

below: 

𝐴 =

[
 
 
 
 −

𝑅𝑎

𝐿𝑎
−

𝐾𝐸𝑀𝐹𝑁

𝐿𝑎

𝐾𝑚𝑁

𝐽𝑣

−(𝐵𝑓 + 𝐵𝑣)

𝐽𝑣 ]
 
 
 
 

 (9) 

𝐵 = [1 𝐿𝑎
⁄ 0]

′

, 𝐶 = [0 1] 
(10) 

  

The values of the parameters used for the experiments are listed on Table VI. As shown in Fig.28, 

it is found that the Kalman filter well estimates the actual velocity of the platform.  
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TABLE VI. Values of parameters 

Parameters Values Parameters Values 

𝑉𝑎 24 𝐾𝐸𝑀𝐹 4.49e-2 

𝑅𝑎 0.5 𝐾𝑚 4.45e-2 

𝐿𝑎 2.2e-4 𝑗𝑚 5.5e-4 

𝐵𝑣, 𝐵𝑓 0.05 N 25 

 

 

3.2.2. A-TFM for Proposed System 

We recall the process of the residual generation in Fig. 3. In this subsection, we analyze 

the residual which represents the difference between the estimated value from Kalman filter and 

the measured value from the sensor. For our experiment, we consider the scenario of the cruise 

control with 0.4 m/s of the reference speed. 

 

 

Fig. 29Result of residual 

 

Fig. 29 shows the result of the residual. As expected, the transient faults happen during 

the normal operation. To find the proper parameters for the threshold and the number of 

transients faults in the given window size, the residual is analyzed using the method [7].Fig. 30 

shows the result of analyzing the residual. Each color of lines in the figure represents the size of 

the window and the parameters for each window size are listed on the table. In the figure, the 
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point to consider is where the value rapidly increases (i.e., knee point). For instance, the window 

size of 100 has the values of 0.04 and 12 for the threshold and the number of transient faults in 

the window size 100 respectively. 

 

Fig. 30Example plot of relationship between 𝑒/𝑤 and ϵ for residual. 

. 

As mentioned in [39], each parameter can be difference in the system having the multiple 

mode. Therefore, proper parameters for each model should be provided. Table VI shows the 

values of parameters for each mode. It is found that the values increase in the high speed. Using 

this lookup table, the proper values are provided when the mode changes. 

 

TABLE VI. Set of values for parameters to each mode 

 

Velocity 

( v ) 

w = 100 Velocity 

( v ) 

w=100 

𝜖 𝑒 𝜖 𝑒 

0.4 m/s 0.06 10 1.3 m/s 0.14 6 

0.7 m/s 0.11 6 1.6 m/s 0.18 5 

1.0 m/s 0.11 5 1.9 m/s 0.2 4 
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3.2.3. Comparison and Evaluation 

In this section, we evaluate our hybrid system and compare the system having the fixed 

threshold. For the evaluation, we compare the system having fixed threshold. The scenario of the 

experiments is the cruise control (i.e., using with the constant speed) as below. 

 Decreasing speed from 1.3 m/s to 0.4 m/s 

 Increasing speed from 0.4 m/s to 1.3 m/s 

 

 
(a) Fixed high threshold in the biased fault when decreasing speed 

 
 

 
(b) Fixed low threshold in normal operation when increasing speed 

 

Fig. 31 Fixed low/high threshold for residual evaluation 

 

The data are gathered by driving Jackal on the straight lines with theseveral constant 

speeds. Fig. 31(a) shows that the vehicle drives with 1.3 m/s for 50 seconds and changes the 

speed to 0.4 m/s from 51 to 100 second and the red line represents the threshold. If the residual is 

higher than the red line, the system considers the value as the faults. In the low speed, the biased 

fault (magnitude:0.06) was inserted (from 70 to 90 seconds). As shown in the figure, since the 
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fixed threshold uses the large value to determine the faults, the biased fault is not considered as 

the attack in the system. In contrast, Fig.31(b) shows the scenarios that the vehicle first drives 

with 0.4 m/s for 50 seconds and increases the speed to 1.3 m/s. In this case, since the threshold in 

the low speed is used to determine the faults in the high speed as well, the transient faults in high 

speed are considered as the attack during the normal operation. It makes the false alarms in the 

system.  

As the solution for the problem of the fixed threshold, A-TFM is exploited for the system to 

provide the adaptive threshold according to the speed and the number of transient faults in the 

given window. Based on the Table I, the parameter values are provided. When Jackal drives with 

0.4 m/s, the threshold and the transient faults are 0.06 and 10 respectively. Unlike the fixed 

threshold, the proposed system makes the alarm when the number of transient faults is higher 

than the maximum number of faults in the given window. For instance, in 0.4 m/s speed, the 

threshold is 0.06 and the maximum number of transient fault in window size 100 is 10. Therefore, 

when the number of faults in the window size is higher than 10, the system makes the alarm.  

 

 
(a) Number of transient faults in normal operation when increasing speed 
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(b) Proposed threshold in the biased fault when decreasing speed 

 

Fig. 32 Proposed threshold for residual evaluation 

 

In Fig. 31, the red line represents the threshold for the fault detection. Since the number of 

transient fault is less than the threshold, the system doesn’t make any alarm. We recall thebiased 

fault scenario in Fig. 31(a) to evaluate the proposed system with faults and the result is shown in 

Fig 32(a). It shows that when the biased fault occurs, the system detects the faults immediately. 

Besides, since the proposed system provides the proper parameter values (i.e., threshold and the 

number of transient faults) using A-TFM, the threshold can be adaptive to the speed. Fig. 32(b) 

shows the second scenario of changing the speed from 1.3 m/s to 0.4 m/s. Herein, when driving 

with 1.3 m/s, the threshold and the number of transient fault are 0.14 and 6 respectively. Then, 

the parameter values are updated to 0.06 and 10 when decreasing the speed to 0.4 m/s (see Table 

I for the parameter list). 

To provide a more thorough comparison, the 12 different test data sets are employed by 

obtaining from multiple runs of the Jackal robot. With the biased fault scenario, we also 

evaluated the performance with another fault type scenarios, where the random (uniform 

distribution) fault is manifested. The magnitude of the faults are divided into 3 levels to evaluate 

the performance according to the different magnitude. First of all, the false alarm rate is 

evaluated for the system (i.e., any faults are not manifested in the system). Table VIII 

summarizes the result and shows that unlike the high threshold and the proposed method, using 



  

- 57 - 

the low threshold makes the false alarms during the normal operation, which is because of the 

transient faults.Now, the detection rate for the system is calculated against the random and biased 

fault with varied magnitudes (0.06, 0.12 and 0.18) and the table IX shows the result of the 

detection rate. 

 

TABLEVIII. False alarm rate 

 

 

TABLEIX. Detection rate 

(a) Detection rate (%) for biased fault 

 

 

(b) Detection rate (%) for random fault 

 

 

3.3. Conclusion 

In this paper, we considered the problem of using a fixed threshold for the model-based 

fault diagnosis system. The system using the fixed threshold is not effective to detect faults in the 

presence of transient faults, which results in the false alarms during the normal operation. To 

address this problem, we proposed the model-based fault diagnosis system using A-TFM. Our 
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proposed system uses A-TFM to detect faults in the presence of transient faults. A-TFM provides 

TFM parameters to the residual evaluation process to determine the threshold of the residual 

evaluation. Using the real measurement data, we demonstrated that our proposed system 

outperforms the system using the fixed parameters in various fault scenarios. 

As future work, weplan to integrate the adaptive transient fault model on the machine 

learning methods, such as the neural network to detect faults present in a system. 
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V. Conclusion and Future Work 

As the increasing interest in ensuring the safety, in this thesis, we addressed the fault 

detection techniques in the system, which are categorized into two directions: Hardware 

redundancy and Analytical redundancy. In chapter 1 and 2, the hardware redundancy technique 

was considered with multiple sensors. Chapter 1 proposed A-TFM to detect sensor attacks 

present in the system. The adaptive transient fault model is the improved version of the existing 

transient fault model for the system having multiple modes. By using the lookup table, the TFM 

parameters to determine faults are updated when changing the mode. The lookup table is 

constructed using the automatic transient fault modeling method. To validate the effectiveness of 

the proposed system, we demonstrate and compare the proposed system with the existing system 

with real-world measured data and the result showed that our proposed system outperforms the 

existing system in various attack scenarios. Chapter 2 analyzed the performance of various 

sensor fusion models for the pedal system in the electromechanical brake (EMB) system. For the 

hardware redundancy, we tried to use the pedal and pedal effort sensor. However, the pedal 

sensor provides the information of the pedal position. In contrast, the pedal effort sensor 

measures the force when a driver pushes a pedal. Since two sensors measure the different 

physical variable, the curve fitting methods is used to convert the force measured from the pedal 

effort sensor to the pedal position. For more practical evaluations, EMB test bench was exploited 

to measure the motor position in the brake system. Based on the result of analyzing the 

performance of each sensor fusion model with various fault scenarios, we proposed the hybrid 

method using Median and Marzullo filter to provide the stable value and detect the faulty sensor 

as well. In the last chapter, unlike the other chapters, it handled the analytical redundancy 

technique, which is mainly based on the comprehensive analytical understanding of the system. 
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Chapter 3 proposed the hybrid fault detection system in the presence of the transient faults, 

which is based on Kalman filter and A-TFM. The transient fault causes the false alarm when 

using the fixed threshold. Therefore, unlike the conservative method, our proposed system 

provided the adaptive threshold for the residual evaluation process using A-TFM. We 

demonstrated that our proposed system is more resilient against the various faults and the 

environment compared to the conservative methods 

For our future work, we plan to conduct experiments with more various attack types, such 

as stealthy and collusion attacks. Also, we will investigate other fault/attack detection methods 

and the hybrid method using the hardware redundancy and analytical redundancy as well. 
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요 약 문 

오류 및 공격 검출을 통한 강인성 과 고 신뢰성 획득 

 

최근 사이버 물리 시스템이 다양한 분야에서 활용됨에 따라, 많은 시스템이 다양한 센서를 

탑재하고 있다.이는 운전자에게 다양한 정보와 편의성을 제공하는 반면,이를 악용하여 악의적인 

공격이 이루어질 수 있다.이러한 공격을 대비하여 시스템의 안정성을 높이기 위해 많은 연구자들이 

오류 및 공격 검출 방법을 제시하였고 이러한 방법은 크게 Hardware redundant 방법과, Analytical 

Redundant 방법으로 구분할 수 있다. Hardware redundant 방법은 다양한 동종 혹은 이종 센서를 

사용하여 센서 기반의 오류 검출 방법이다.하지만,센서를 탑재할 공간과 비용 문제로 적은 센서와 

수학적인 모델링을 통한 Analytical redundant 방법을 선호하는 연구자들이 늘고 있다.본 

논문에서는 두 방법을 모두 다루며 첫 번째 섹션에서는 순간적인 오류를 고려한 공격 검출 방법을 

제시하면서 차량 플랫폼의 GPS 와 Encoder 센서를 이용해 속도를 측정하여 실험하였다.두 번째 

섹션에서는 전자식브레이크에서 페달 센서와 답력 센서를 이용하여 다양한 센서 퓨전 모델 (Average, 

Moving average, Median, Iterative filter, Marzullo filter)의 성능을 실험하였다.세 번째 섹션은 

앞의 두 섹션과는 다르게 자동차 플랫폼의 모델링과 Encoder 센서를 이용한 Analytical redundant 

방법을 다룬다. 제안한 방법의 성능을 평가하기 위해 실제 차량 플랫폼과 자동차 페달 센서를 

이용하여 실험을 하였고,기존의 방법보다 더 나은 강인성과 고 신뢰성을 보여주었다. 

 

 

 

핵심어: 오류 및 공격 검출,강인성,고 신뢰성, Hardware redundant, Analytical redundant 
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