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Abstract: Cloud storage has become eminent, with an increasing amount of data being produced daily;
this has led to substantial concerns related to privacy and unauthorized access. To secure privacy,
users can protect their private data by uploading encrypted data to the cloud. Data encryption allows
computations to be performed on encrypted data without the data being decrypted in the cloud,
which requires enormous computation resources and prevents unauthorized access to private data.
Data analysis such as classification, and image query and retrieval can preserve data privacy if the
analysis is performed using encrypted data. This paper proposes an image-captioning method that
generates captions over encrypted images using an encoder–decoder framework with attention and a
double random phase encoding (DRPE) encryption scheme. The images are encrypted with DRPE
to protect them and then fed to an encoder that adopts the ResNet architectures to generate a fixed-
length vector of representations or features. The decoder is designed with long short-term memory
to process the features and embeddings to generate descriptive captions for the images. We evaluate
the predicted captions with BLEU, METEOR, ROUGE, and CIDEr metrics. The experimental results
demonstrate the feasibility of our privacy-preserving image captioning on the popular benchmark
Flickr8k dataset.

Keywords: image captioning; deep learning; privacy preserving; double random phase encoding;
deep neural networks

MSC: 68P27; 68T07; 68P25; 68U10

1. Introduction

With the growing access that people have to digital cameras and mobile devices with
cameras, the number of images captured daily has grown tremendously. When facing prob-
lems involving storage capacity, individuals or organizations outsource or move massive
numbers of images to the cloud; information security and intellectual property are, there-
fore, of great concern [1]. The cloud also involves other computational demands, such as
sharing, retrieval, and analysis [2]. Images contain sensitive information that could reveal
the privacy of an individual or organization, and to effectively provide security, the images
must be encrypted. Optical encryption techniques have attracted significant attention due to
their remarkable parallel processing characteristics and multiple degrees of freedom [3–9].
Double random phase encoding (DRPE) [9] is a technique that encodes an image to a
stationary white noise using two statistically independent, random phase-only masks,
which are respectively located on the input image plane and in the Fourier-transform do-
main. When using DRPE, no information can be visually obtained from the speckle (white
noise). Inspired by DRPE, many researchers have further developed the DRPE scheme by
implementing it in different domains, such as the Fresnel-transform domain, the fractional
Fourier-transform domain, the gyrator-transform domain, and the canonical-transform
domain. Furthermore, DRPE-based encryption for color images have been presented using
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fractional Fourier transforms, lensless Fresnel-transform holograms, gyrator-transform
domains, and an orthogonal encoding scheme [10–13]. Optical encryption systems based
on imaging mechanisms such as ghost imaging, diffractive imaging, and interferometric
imaging have also been shown to be applicable for securing information [3]. Data encryp-
tion for use in the cloud allows computations to be performed on encrypted data without
the data needing to be decrypted, thus avoiding unauthorized access to information. Data
processing based on encrypted data such as content-image retrieval, image classification,
and sharing has become critical in social multimedia applications, medical applications,
and cloud computing [1,2,14–17].

With the continued advancements in computing power, such as graphics process-
ing units, the availability of huge numbers of data, and advances in learning algorithms,
deep learning has achieved tremendous success in various computer vision and image-
processing tasks, and natural-language processing (NLP) tasks; these include image classi-
fication where ResNet [18], Inception Net [19,20], and DenseNet [21] are considered to be
good classification architectures. For semantic segmentation and object detection, architec-
tures such as UNet [22], DeepLab [23], Faster R-CNN [24], and Mask R-CNN [25] are used.
Likewise, these architectures can be extended for deconvolution, reconstruction, denoising,
and super-resolution tasks. Deep learning models are also used in the classification of
encrypted text [26], the classification of encrypted images [17], and the cryptanalysis of
ciphers and encrypted images using optical encryption schemes [3,5,27–31]. For crypt-
analysis, the trained deep neural network (DNN) can be regarded as an equivalent key
to the cryptosystem. Automatic image captioning has recently attracted much research
interest as it is considered to be an interdisciplinary task that combines computer vision
and NLP [32,33]. The objective of automatic image captioning is to automatically generate
sentences or captions that describe the content of an image, which has significant potential
in various domains such as virtual assistants, image indexing, and assisting people with
disabilities [34] (p. 50). To describe an image using natural language, it is necessary to
correctly understand the image contents and then generate corresponding sentences with
correct words, grammar, and structures [35]. Recent image-captioning works are primar-
ily built upon DNN with the encoder–decoder pipeline and optimized in an end-to-end
manner. An image is generally encoded into a fixed-length feature vector by a convolu-
tional neural network (CNN) and decoded by a language model such as a recurrent neural
network (RNN) to produce sentences [35].

This paper proposes an image-captioning method based on encrypted color images.
This method is crucial for cloud computing, particularly for data encryption in use. Thus,
the models are trained with encrypted data without having the images decrypted, which
increases computational efficiency. Therefore, captions can be generated based on encrypted
images uploaded into the cloud using the DRPE method for color images using the trained
models on the cloud. We develop four models using the encoder–decoder approach (CNN-
LSTM). We utilize the ResNet [18] architecture in the encoder to obtain feature vectors
from the encrypted images, and we utilize long short-term memory (LSTM) in the decoder
to obtain captions related to the image. We also investigate whether the use of attention
models for captioning encrypted images would increase the performance of the models.

To sum up, our contributions are as follows: (1) we demonstrate automatic encrypted
image captioning using four encoder–decoder models; (2) we employ ResNet50, ResNet101,
and ResNeXt101 in the encoder to extract visual features in the DRPE-encrypted images;
(3) we use LSTM as a language model with and without attention mechanism to generate
descriptive sentences and decode the vectors from the encoder; (4) we evaluate the predicted
sentences using well-known metrics BLEU, ROUGE, METOR, and CIDEr.

2. Background
2.1. Image Captioning

Automatically generating a single sentence or caption that describes the context of
a given image—in a manner similar to how human beings describe images—is the goal
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of image captioning. Image captioning has attracted substantial research interest. The
models for image captioning can be categorized into template-based, retrieval-based, and
neural-network-based models.

Template-based models generate captions based on detected objects and attributes
such as actions that are discovered within the image. These methods are typically hard-
designed and rely on fixed templates; they, therefore, achieve poor performance in gen-
erating variable-length sentences [36]. The retrieval-based model generates captions of
a given target image by retrieving similarly captioned images from the training dataset,
combining the captions or descriptions of the retrieved images, and transferring them to
the target captions. Compared to template-based methods, transfer-based approaches can
generate sentences that are more human-like and flexible. However, the performance of
transfer-based methods is highly dependent on the training dataset, and they have high
computational complexity [35].

Neural-network-based models are inspired by the successful use of CNNs in object
detection, image classification, and instance segmentation and the use of RNNs in machine
translation, the cryptanalysis of classical ciphers [27], and the classification of ciphertext [26].
In most cases, the encoder–decoder structure [37] is adapted for image-captioning tasks. A
CNN is used as an encoder to extract features [38], while an RNN is used as a decoder that
serves as a language model to process the extracted features in parallel with the text label,
which in turn generates predicted captions for the input images [39]. In [40], a recurrent
fusion network (RFNet) is proposed for image captioning in which multiple CNNs serve as
encoders to provide diverse and more comprehensive descriptions of input images. These
interactions are then translated to the RFNet, which can fuse and embed the semantics from
the multiple encoders to generate meaningful textual representations and descriptions [39].
Recent works have also shown the benefits of convolutional networks for machine transla-
tion and conditional image generation. This has inspired the use of the CNN as both an
encoder and a decoder for image-captioning tasks [39,40]. The attention mechanism allows
the architecture to focus on salient and relevant features of the input data, and this mech-
anism has been utilized in natural-language processing, computer vision, and machine
translation. Attention mechanisms in computer vision can be categorized based on data
domains. These include channel attention, spatial attention, temporal attention, and branch
attention [41]. In addition, Mozaffari et al. [42] proposed an IrisNet model that places
emphases on the core features of an input image using a RetinConv block based on periph-
eral vision. The attention mechanism has been incorporated in various image-captioning
methods, such as soft and hard attention [43], adaptive attention [44], and top-down and
bottom-up attention [45]. Chen et al. proposed a spatial and channel-wise attention CNN
that dynamically modulates the sentence generation context in multi-layer feature maps,
encoding where and what visual attention is in the task of image captioning [46].

2.2. Double-Random-Phase-Encoding Scheme

In DRPE encryption [9], a plaintext image is converted to white noise using two
random phase masks in the spatial and Fourier domains. Figure 1 shows the optical setup
of DRPE for encryption. Let p(x, y) be the plaintext image, and let ns(x, y) and n f (µ, ν)
denote the two uniformly distributed random noises over range [0, 1] in the spatial domain
and frequency domain, respectively. The two random phase masks are independent and
serve as the two secret keys of the cryptosystem.

Let M(x, y) denote the first random phase mask (RPM1) in the spatial domain and
be represented by exp[i2πns(x, y)], and let N(x, y) denote the second random phase mask
(RPM2) in the frequency domain and be represented by exp{i2πn f (µ, ν)}. The ciphertext
c(x, y) can be expressed mathematically as:

c(x, y) = F−1[F{p(x, y) ·M(x, y)} · N(µ, ν)], (1)

where F−1 denotes the inverse Fourier transform and F denotes the Fourier transform.
The decryption procedure is the reverse of the encryption procedure. Plaintext p(x, y, 3) is
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decomposed into red, green, and blue components, pR(x, y), pG(x, y), and pB(x, y), for color
images before DRPE is applied to each component with the same key information. After
DRPE, the three encrypted image channels, cR(x, y), cG(x, y), and cB(x, y), are concatenated
to obtain the ciphertext, c(x, y, 3). The encryption process is depicted in Figure 2.
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3. The Proposed Model

This section presents the image-captioning model we propose for optical cryptanalysis.
The proposed model is trained with pairs of ciphertext images and plaintext sentences. In
cryptanalysis, according to “Kerckhoffs’ principle”, it is always assumed that the attackers
know the cryptosystem’s details aside from the encryption key. In our approach, it is
assumed that the attackers have the ability to obtain the corresponding cipher-text image
of any plaintext image without knowing the keys, and that they attempt to directly predict
the plaintext sentence from the subsequently intercepted ciphertexts without the keys. The
proposed model is designed on the encoder–decoder structure based on the CNN and the
RNN. We also utilize attention [33,43] in the decoder to allow the model to focus on the
image’s relevant parts to better predict the sentence.

In the encoder–decoder method, given an image, the model directly maximizes the
probability of the correct caption using the following formulation:

θ∗ = argmax
θ

∑
(I,y)

log p(y|I; θ), (2)

where θ are the parameters of the model, I is an image, and y = y1, . . . , yN is the corre-
sponding or correct caption. With y being any sentence of variable length N, the chain rule
is applied to model the joint probability over y as:

log p(y|I) =
N

∑
t=1

log p(yt|I, y1, . . . , yt−1), (3)

Log-likelihood log p(yt|I, y1, . . . , yt+1) is modeled by the RNN (see Figure 3a) as:

ht+1 = f (ht, xt), (4)

where ht is the hidden state of the RNN, xt is the input (images and words), and f is the
non-linear function. For f , we adopt the LSTM model, which has demonstrated state-of-the-art
performance on sequence tasks such as translation and the cryptanalysis of classical ciphers.
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3.1. Language Model

LSTM (see Figure 3b) models are used in the domain of NLP. These models have a
memory cell associated with them that allows them to retain information from previous
training examples [32]. LSTM networks are successfully used to accomplish the tasks of
machine translation and sequence generation [34] (p. 50). The following equations define
input gate it, forget gate ft, output gate ot, candidate memory cell C̃t, cell state Ct, and
hidden state ht:

it = σ(Wi · [ht−1, xt] + bi), (5)

ft = σ
(

W f · [ht−1, xt] + b f

)
, (6)

ot = σ(Wo · [ht−1, xt] + bo), (7)

C̃t = tanh(Wc · [ht−1, xt] + bc), (8)
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Ct = ft � Ct−1 + it � C̃t, (9)

ht = ot � tanh(Ct), (10)

where � is element-wise multiplication. The output gate reads out the entries from the cell.
The input gate decides when to read data into the cell and governs how many new data
are considered via C̃t. The forget gate is a mechanism for resetting the content of the cell;
it addresses how much of the old memory cell content Ct−1 is retained. Thus, (4) can be
rewritten as:

ht+1 = LSTM(xt, ht, Ct), (11)

Likewise, a Gated Recurrent Unit (GRU) can be used in place of LSTM. A GRU (see
Figure 3c) has fewer gates than LSTM. The input and forget gates of LSTM are combined
into a single gate, update gate z, in the GRU [26]. Update gate zt addresses how much of
the previous-state information is brought into the current state. Reset gate rt controls the
degree to which the GRU ignores the status information of the previous moment [47]. The
GRU is defined according to the following equations:

zt = σ(Wzxt + Wzht−1), (12)

rt = σ(Wrxt + Wrht−1), (13)

h̃t = tanh(Wxt + W(rt � ht−1)), (14)

ht = (1− zt)ht−1 + zt h̃t, (15)

3.2. Attention Mechanism

Soft attention [43] is implemented by including an additional input of the attention
gate into LSTM that helps concentrate selective attention [34]. The attention model depends
on the features extracted from the CNN model, v, and the previous hidden state of LSTM,
ht−1. The following equations describe the attention mechanism:

zt = wT
h tanh(Wvvt + Whht−1), (16)

αt = softmax(zt), (17)

ct = ∑k
i=1 αtivti, (18)

where αt represents the attention weights and ct is the context vector.

3.3. Reflective Position Module

The reflective position module proposed by [33] is designed to further enhance the
captioning quality in the decoder. This is achieved by injecting the word-position infor-
mation during training as a guide for the decoder to perceive its relative position. When
decoding the t-th word, its actual relative position It

r and predicted relative position Ip
t are

calculated as follows:
It
r =

t
n

, It
p = σ

(
Wlh2

t

)
, (19)

where n is the length of the sentence, σ is the sigmoid function, Wl is the trainable relative-
position-embedding matrix, and h2

t is the output of the second LSTM. The reflective position
module aims to minimize the differences between It

r and It
p by designing a loss function

that refines hidden state h2
t by enabling it to perceive more sequential information about

its relative position. Using the reflective position module (see Figure 4c), the syntactic
structure in natural language can be well preserved, and the model is equipped with a
strong perception of the relative position of each word in the caption.
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(d) Attention decoder. Att in (b,d) refers to the attention mechanism, which determines the attention
distribution over an input image. (e) Baseline decoder; without the extracted features, v, as input to
LSTM, it is denoted as Baseline-A, otherwise as Baseline-B.

3.4. Encoder

CNNs are primarily used as feature extractors for images in most image-captioning
tasks because of their invariance or robust property, such as recognizing objects in images
regardless of their size, rotation, translation, and illumination in appearance. Feature
extraction is achieved through the operation of the CNN’s convolving filters over images,
which generate feature maps from the receptive fields from which filters are applied.
The CNN helps to identify objects and their interactions in a given image [39]. The skip
connections utilized in residual networks solve the problem of exploding and vanishing
gradients with the increase in depth in deep neural networks. Residual networks help
maintain a low error rate very deep in the network. The ResNet [18] CNN model is adopted
as the encoder model to extract features from ciphertext images as annotation vectors. These
vectors serve as input to the decoder and the initial hidden states of LSTM. The features are
extracted from either the lower convolutional or pooling layers based on whether or not
the attention mechanism is used.

We experiment with three different types of ResNet models: ResNet50, ResNet101 [18],
and ResNeXt101 [48]; the number in the model name represents the number of layers. The
output size of the annotation vectors depends on whether the attention mechanism is used.
When the attention mechanism is used, the output size is B× 14× 14× 2048, otherwise
B× 2048, where B refers to the batch size.

3.5. Decoder

In this paper, we experiment with four different decoders that are categorized into
two groups: decoders with attention and decoders without attention. The first decoder
uses the features extracted by the CNN to initialize the hidden and cell states of LSTM,
which are only denoted as Baseline-A. By contrast, the second decoder (see Figure 4e)
utilizes the features as input to LSTM with the embedded word and the initialization of
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the hidden and cell states denoted as Baseline-B. The attention decoders used are those
of soft attention, proposed by Xu et al. [43] (see Figure 4d), and RDNpos, presented by
Ke et al. [33], which uses the reflective position module and attention mechanism described
above (see Figure 4b).

4. Experiments
4.1. Dataset and Metrics

We report our results on the popular Flickr8k dataset [49], which contains 8092 images
with five descriptions for each image. We adopt the Karpathy split setting [50], which uses
6000 images for training, 1000 images for validation, and 1000 images for testing. Each
image is resized to 256× 256 using bilinear interpolation and is converted to ciphertext
using the encryption process for color images (see Figure 2). Figure 5 shows examples of
DRPE-encrypted images. There are the amplitude and phase parts of the images in the
figure because the encrypted images are complex. The amplitude and phase parts of the
encrypted image are concatenated to form a 256× 256× 6 tensor that serves as the input
to the models. All captions are converted to lowercase, and words that occur less than
three times are removed, ultimately leading to a 3369-word vocabulary. Tokens <start> and
<end> are added at the beginning and end of each caption, respectively, and the captions
are padded to a fixed length of 52 to resolve the issues of different lengths of captions. We
evaluate our models using ROGUE [51], METEOR [52], BLEU [53], and CIDEr [54].
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of the encrypted image, (c) amplitude part of the encrypted image, and (d) corresponding caption of
the original image.

4.2. Experimental Results

Table 1 lists the dimensions of the attention layers, the hidden size for each LSTM
layer, and the word embedding size. It also includes the number of LSTM cell layers used
in the respective decoder models. The encoded dimension used for the CNN models is
2048. The initial learning rate is set to 0.0004, which is decreased by a factor of 8 when the
BLEU-4 value does not increase after 8 epochs. The batch size is set to 64, except for when
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training models with Res-NeXt101, as the batch size is set to 32. The number of epochs for
training is 50. We use Adam optimization with a weight decay of 0.0001 and a dropout
of 50%. The loss function used is cross-entropy loss, and the model is validated using
BLEU-4 during training. During inference, since the length of the predicted sentence is
unknown, the relative position information is removed for the RDNpos model. A beam
size of 3 is used in the decoding process.

Table 1. Hyperparameters used during training.

Decoder No. of LSTMs Embedded
Dimension Hidden Size Attention

Dimension

Baseline-A 1 1024 1024 -

Baseline-B 1 512 512 -

Attention 1 1024 1024 1024

RDNpos 2 1024 1024 512

Tables 2–5 list the results of the four models based on the evaluation metrics (where
B-N is the BLEU score with N-grams, M is METEOR, R is the ROGUE score, and C is
the CIDEr score). From Tables 2–5, we can conclude that in terms of the CIDEr score,
the Baseline-B model for all the CNN encoders performs better than all the other models.
In terms of the Bleu-4, METEOR, and ROUGE scores, Baseline-B performs better for
ResNet50 and ResNet101, but for ResNeXt101, RDNpos performs better for Bleu-4 and
Attention for METEOR and ROGUE.

Table 2. Performance on test splits for Baseline-A model.

CNN B-1 B-2 B-3 B-4 M R C

ResNet50 42.01 22.56 11.93 7.11 12.46 32.91 14.55

ResNet101 45.67 26.38 14.81 9.11 12.88 35.06 16.90

ResNeXt101 45.31 24.21 13.65 8.16 11.8 32.82 16.15

Table 3. Performance on test splits for Baseline-B model.

CNN B-1 B-2 B-3 B-4 M R C

ResNet50 46.09 26.91 15.18 9.36 13.37 35.28 20.09

ResNet101 48.33 28.96 17.12 10.08 13.59 36.16 22.51

ResNeXt101 44.09 24.05 13.42 8.21 12.30 32.93 17.80

Table 4. Performance on test splits for attention model.

CNN B-1 B-2 B-3 B-4 M R C

ResNet50 46.19 26.67 14.86 9.06 12.41 34.31 16.10

ResNet101 43.74 24.18 13.07 7.89 12.56 33.83 20.32

ResNeXt101 44.53 24.58 13.40 8.25 12.98 34.18 15.64

Table 5. Performance on test splits for RDNpos model.

CNN B-1 B-2 B-3 B-4 M R C

ResNet50 42.95 24.62 14.29 9.11 12.54 33.96 18.00

ResNet101 45.37 25.34 14.20 8.82 12.69 34.57 18.30

ResNeXt101 43.61 25.78 14.78 9.12 12.44 34.11 17.71
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For comparison, the same models are used to predict captions for the original images
without DRPE encryption. In this case, the input image size is 256× 256× 3. Table 6 lists
the results for the models based on the evaluation metrics (we omit metrics Bleu 1–3). From
Table 6, it can be seen that the models with the attention mechanism had better scores for
the metrics than the baseline models.

Table 6. Performance on original images.

CNN Bleu-4 Meteor Rouge L CIDEr

Baseline-A
ResNet50 20.04 20.46 47.37 68.65
ResNet101 20.10 20.78 47.83 69.39

ResNeXt101 21.22 21.17 48.30 71.60

Baseline-B
ResNet50 20.16 20.79 48.17 73.12
ResNet101 20.73 20.95 48.03 71.66

ResNeXt101 19.56 20.34 46.43 67.75

Attention
ResNet50 21.62 21.00 47.58 71.00
ResNet101 21.87 21.46 48.58 74.57

ResNeXt101 22.59 21.84 49.63 78.20

RDN
ResNet50 21.35 21.21 48.24 71.48
ResNet101 22.30 21.44 48.40 73.97

ResNeXt101 21.36 21.13 47.65 73.66

We can assume that the Baseline-B model (Table 3) performs better than the attention
models (Tables 4 and 5) because the images are encrypted, unlike the original images.
Figure 6 shows the predicted captions of the corresponding images from the models. For
illustrative purposes, we use the original images instead of the encrypted images.
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We further investigate the robustness of the models against noise attacks and partial
pixel loss. To simulate a partial-pixel-loss attack, we randomly exclude 20%, 40%, and
60% of the pixels from the encrypted images. The excluded pixel locations are given a
value of 0 in the attack. Figure 7 presents the encrypted images with some pixels having
been randomly excluded. Only the amplitude images are shown in Figure 7. Table 7
lists the CIDEr scores of the models on the test images with some pixels having been
randomly excluded.
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Table 7. CIDEr-score performance based on partial-pixel-loss attack.

CNN 20% Exclusion 40% Exclusion 60% Exclusion

Baseline-A
ResNet50 9.65 9.85 9.76

ResNet101 11.52 12.42 11.49
ResNeXt101 11.57 10.82 10.61

Baseline-B
ResNet50 14.13 14.97 11.77

ResNet101 17.31 15.29 12.83
ResNeXt101 17.00 13.54 11.74

Attention
ResNet50 13.92 15.05 12.12

ResNet101 17.71 12.58 10.02
ResNeXt101 12.62 9.51 9.00

RDN
ResNet50 11.27 10.96 10.11

ResNet101 13.66 11.08 10.45
ResNeXt101 13.33 13.81 13.48

We add noise based on the expression (see Equation (20)) to simulate the noise attack:

E′ = E× (1 + n×m), (20)

where E′ is the DRPE-encrypted image with noise, E is the DRPE-encrypted image, n
is the noise weight, and m is the matrix in which the element values are randomly set
between 0 and 1. We perform the noise attack test for three different weight values: 0.25,
0.5, and 1. Figure 8 shows the encrypted images with additive noise attacks. Similarly,
Figure 8 only shows the amplitude images. Table 8 lists the CIDEr score of the models
for the corresponding test images. As presented in Tables 7 and 8, the proposed models
can achieve good CIDEr-score performance during noise attacks but relatively low scores
during partial-pixel-loss attacks.
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(c) encrypted image with noise weight of 0.25, (d) encrypted image with noise weight of 0.5, and
(e) encrypted image with noise weight of 1.
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Table 8. CIDEr-score performance based on noise attack.

CNN Weight of 0.25 Weight of 0.5 Weight of 1.0

Baseline-A
ResNet50 10.31 10.22 9.98

ResNet101 16.94 19.52 15.51
ResNeXt101 16.25 15.66 15.27

Baseline-B
ResNet50 19.38 18.68 17.03

ResNet101 22.35 21.91 21.32
ResNeXt101 17.66 17.84 17.75

Attention
ResNet50 16.01 15.69 15.55

ResNet101 20.37 20.02 19.32
ResNeXt101 15.44 14.41 13.86

RDN
ResNet50 17.76 17.78 16.54

ResNet101 17.87 18.10 17.53
ResNeXt101 17.31 17.21 16.00

5. Conclusions

This paper proposes an image-captioning method based on a DRPE encryption scheme
and deep learning. In this proposed approach, the images are first encrypted using the
DRPE method. These encrypted images have a white-noise structure and provide no
information to third parties. The proposed models are designed with an encoder–decoder
architecture. Using the proposed models, we generate descriptive captions based on the
encrypted images; because the models are trained with encrypted images, no information
is leaked during training. Our Baseline-B model performs better than the attention models,
which is likely attributable to the appearance of the images and the difficulty involved in
obtaining specific areas to attend. The results suggest that the models generate comparably
good captions for the images. The proposed models can, therefore, be helpful for data
encryption in the cloud, as they ensure data privacy.
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