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Abstract

In this thesis, | develop an eavesdropping method for uplink wideband code division
multiple access (WCDMA) system. In order to achieve effective eavesdropping of uplink
WCDMA message, one of the most demanding systematic characteristics is the scrambling
code information. While the previous works of identifying the scrambling code use only one
antenna and cannot operate well in practical environments having low signal to noise power
ratio (SNR), | propose an improved method for robust identification performance in more
practical scenarios by using multiple antennas. The proposed method exploits not only
multiple antennas but also non-coherent combining (NCC) which enables combining the
received signals of each antenna without any channel state information (CSI). Through
numerical simulation, | demonstrate that the proposed method is effective for both slow and
fast fading environments and evaluate the performance using various system parameters.

In the second Chapter, | explain the conventional scrambling code identification method.
This method consists of chip-level processing, min-sum algorithm, and scrambling code
identification. Chip-level processing makes the received signal to the shifted m-sequence
from upper shift register sequence (SRS) of the scrambling code generator. Min-sum
algorithm is used to reliably detect the shifted m-sequence in the presence of interference.
Finally, scrambling code identification determine the uplink scrambling code by using shifted
m-sequence and transition matrices. In the third Chapter, | described the proposed NCC in
order to obtain better performance, discuss how the proposed method differs from the

conventional method, and analyze how the performance gain in performance is achieved.

- 11 -



I. INTRODUCTION

Although 3G communication becomes less used, it is still being provided in many
countries [1]. Especially, North Korea is recently providing WCDMA system to senior
officials. Therefore, the research for eavesdropping the WCDMA messages is still
receiving much attention, e.g., identifying the messages between enemies for military
purposes.

Since constructing the uplink WCDMA message contains the scrambling operation, it
is necessary to obtain the scrambling code information to achieve effective
eavesdropping. While some of the previous works provide blind identification method of
the scrambling code, practical issues in real-world implementations have not been widely
considered. For example, one of the recent works related to this thesis for identifying the
scrambling code of the WCDMA message is provided in [2]. However, since [2] assumes
relatively simple and impractical communication environment, the algorithm works
properly only in relatively high SNR. We may improve the detecting performance over
[2] by increasing the size of the parity check matrix or the length of the input bit
sequence for min-sum algorithm [2]. However, such increment does not provide
satisfactory improvement in performance and even might result in prohibitive
computational complexity.

For an alternative choice, | focus on exploiting non-coherent combining (NCC) using
multiple antennas. Since NCC can combine the signals of each antenna, NCC-based
blind scrambling code identification might be a wise solution for practical
implementation without any channel estimation procedure. By jointly employing the
NCC with multiple antennas, | pursue the scrambling code identification to operate in

practical SNR without noticeable computational complexity increment.

-12 -
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Furthermore, this thesis provides NCC-based scrambling code identification algorithm
is along with numerical performance evaluation in various practical scenarios. To be
specific, the performance for different sizes of the parity check matrices and numbers of
antennas in various channels are discussed. In addition, the performance of NCC is

compared with maximal ratio combining (MRC), which is the optimum combiner that

Spreading
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N,

<

T ®—

...............

provides the lower bound of possible error rate with perfect CSI.

Next, the generation process of the uplink WCDMA message is provided, which
consists of constructing the channelization and the scrambling codes. The channelization
codes and scrambling code are selected according to 3rd generation partnership project

(3GPP) standard [3]. Figure 1.1 is the overall process of generating a WCDMA message
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C3’0 == (1,1,1,1)

Cz,o =(11)
C3'1 == (1,1, _1, _1)
C1,0 =(1)
C3’2 = (1,_1,1,_1)
Cz,1 =(1,-1)
C3'3 = (1, _1, _1,1)

Figure 1.2 Code tree for channelization code

consisting of spreading operation and scrambling operation, where c;, and c. are the
channelization codes for dedicated physical data channel (DPDCH) and dedicated
physical control channel (DPCCH) which convey the data and control data, respectively,
k is the index of DPDCH, and S,; and . are gain values that are signaled by higher
layers.

The rest of this thesis is organized as follows. Detailed procedure of uplink WCDMA
signaling is explained in the remaining part of chapter Il. Also, conventional uplink
scrambling code identification method is explained in chapter Ill. Uplink scrambling
code identification algorithm using NCC is developed in chapter V. After that, chapter V
presents simulation results and performance analysis, and | conclude our paper in chapter

VI.

1.1 Channelization code

Channelization codes are generated by following the structure of the orthogonal
variable spreading factor (OVSF) codes construction. These codes maintain

orthogonality with other physical channels and can be defined using code tree of Figure

- 14 -



1.2. The channelization code is denoted as Csr, Where SF denotes the spreading factor

and t is

.
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Figure 1.3 Scrambling code generator

the code index. DPCCH is always spread by as c, = C56 0. When only one DPDCH is
transmitted, the code of DPDCH is decided as ¢4 1 = Csp sp/4- And if more than one
DPDCHs are to be transmitted, the codes of all DPDCHs are ¢4 = C4¢ Where t =1

if ke{1,2}, t=3 if ke{3,4},and t =2 if k € {5,6}.

1.2 Scrambling code
Scrambling code is constructed from the scrambling code generator which has two shift
register sequences (see Figure 1.3). Let x,,(k) and y(k) be m-sequence from the upper
and the lower SRS with the primitive polynomials of X25 + X3+ 1 and X2° + X3 +
X2 + X + 1, respectively, where the initial conditions are

Xm(0) = my, ..., X (23) = my3,x,,(24) = 1,m; € {0,1} 1)
and

y(0) =y(1) = =y(24) = 1. ()
- 15 -



Then, two real-valued sequences c; ,,(k) and c,,,(k) are represented by
c1m(k) = Zp (k) (©)
and
Com(k) = Zm((k + 16777232)mod (2%° — 1)) 4)
where Z,,(k) =1 — 2(x,,,(k) ® y(k)) and k = 0,...,22> — 2. Finally, the scrambling

code sc,, (k) is obtained from (3) and (4) as

sem(I) = c1m(®) (1+(-D¥erm (2[2])), ©)

1.3 Generation of the WCDMA message
The process for the generation of the WCDMA message consists of spreading and
scrambling operation. The spreading operation is used to control data rate in uplink. After

that, the scrambling is performed for dividing users in uplink.

1.3.1 Spreading operation

An uplink WCDMA message consists of DPDCHs and a DPCCH. Each of the
physical channels undergoes spreading process to increase the bandwidth of the signal
defined by a channelization code. In this thesis, for brevity, only one DPDCH

transmission scenario is considered, and the spread signals for DPDCH and DPCCH are
DPDCHg(k) = DPDCH, (k/SF)Chgpacn (k) (6)

and

DPCCHg(k) = DPCCH (k/256)Chgpccn(k), k =0, ...,38399, (7)
respectively, where Chapacn (k) = [Csr,sr/4s CsF,sp/a - CsF sp/al1x38400 and

Chapecn (k) = [Ca56,0, C256,0 -+ » C256,0]1x38400- After the spreading operation, the spread

- 16 -



DPDCHs and DPCCH are weighted by S; and f., respectively. Next, the weighted

signals are multiplexed into I-path and Q-path.

1.3.2 Scrambling operation
After spreading operation, the multiplexed signal is scrambled by a predefined
scrambling code (see Figure 1.3). Then, the transmitted signal is represented by
T(k) = scy(k)(BaDPDCHg(k) + jB.DPCCHs(k)). (8)
where k = 0,1, ...,38399. The scrambling operation does not change the bandwidth of

signal, but divide users in uplink.

1.4 Lemmas
Before discussion the following lemmas are introduced for further explanation.

Lemma 1.1. (Property of m-sequence) [4]

m(k + 1) = m(k + 1,)®m(k + 13) (6)
and

m(2k) = m(k + t,) @)
where @ is the exclusive or, m(k) is the m-sequence, and 74, 75, 73, and 7, are the
unique delays. In other words, the decimated m-sequence and the m-sequence adding

differently shifted versions are also the m-sequence with different time offset.

Lemma 1.2. (Property of channelization and scrambling code) [2]
Note that DPDCHg(k), DPCCHg(k), and sc,, (k) satisfy the following properties as
DPDCHg(2k + 1)DPDCHg(2k) = 1, (8)
DPCCHg(2k + 1)DPCCH(2k) = 1, (9)

-17 -



DPCCHg(2k + 1)DPDCHg(2k) = DPDCHs(2k + 1)DPCCH;(2k), (10)

and
scym(2k + 1)sc;,(2k) = =2jX (k)Y (k) (11)
where X(k)=1-2%(k) and Y(k)=1-2(yQ2k) ®yRk+1) D yQRk+4) ®

y(2k +6) @ y(2k + 17)).

-18 -



1. CONVENTIONAL UPLINK SCRAMBLING CODE

IDENTIFICATION METHOD

Chip level processing

D(k) D(2k) Dim (k) \

R (k) Differential o o ] o — !
N P»1  Decimation > —imag (") > x Y (k) i

multiplication !

l'

Dg (k)
x(k) A o Sy
M Min-sum algorithm | Detection of the initial ",
condition of upper SRS

Figure 2.1 Overall process of scrambling code identification

In this chapter, the conventional uplink scrambling code identification process with a
single antenna is discussed, where the overall process is illustrated in Figure 2.1. The
received signal is represented as

R(k) = scy(k)(B4DPDCHg(k) + jB.DPCCHs(k)) + n(k) (12)
where n(k) is the circular symmetric complex random noise that follows the complex

Gaussian distribution GV (0, 62).

2.1 Chip level processing

The purpose of chip level processing is to obtain expression for X¥(k) where
X(k) = x,, 2k) ® x,, 2k + 1) @ x,, 2k + 4) & x,,, 2k + 7) @ x,,(2k + 18). (13)
From Lemma 1.1, it is clear that X (k) is the shifted version of the m-sequence from the

upper SRS. After the antenna receives the signal, the differential multiplication is

performed as

-19 -



D(k) =R*(k)R(k +1) = P(k) + I(k) (14)
where
P(k) = sc,,(k + 1)sc;, (k)
X {B5DPDCHg(k + 1)DPDCHg (k) + BZDPCCHg(k + 1)DPCCHg(k) + jB.Ba
X (DPCCHg(k + 1)DPDCHs(k) — DPDCHg(k + 1)DPCCHs(k))} (15)
is the signal term and
I1(k) = scp(k + 1)(B4DPDCHg(k + 1) + jB.DPCCHg(k + 1)) x n* (k)
+sc (k) (BaDPDCHs (k) — jB.DPCCHg(k)) X n(k + 1) (16)
is the interference term. Then D (k) is decimated as
D(2k) = P(2k) + 1(2k)
= sc, (2k + 1)sc;, (2k){BZDPDCHs(2k + 1)DPDCHg(2k)
+B2DPCCHy(2k + 1)DPCCHg(2k)
+jB.Ba(DPCCHs(2k + 1)DPDCHs(2k) — DPDCHg(2k + 1)DPCCHg(2k))}. (17)
From Lemma 2, (17) can be rewritten as
D(2k) = =2j(BF + BHX )Y (k) + 1(2k) (18)
where X(k)=1-2%(k) and Y(k)=1-2(yQ2k) ®yRk+1) D y(Rk+4) ®
v(2k + 6) @ y(2k + 17)). After that, the output Dg(k) of the chip level processing is
obtained by exploiting the imaginary part of D(2k), that is, the negative value of the
imaginary part of D(2k) is
Dim (k) = —imag(D(2k)) = 2(B3 + B2 X (k)Y (k) — imag(I(2k)). (19)
Then, since Y (k) x Y(k) =1, the input vector of min-sum algorithm Dg(k) is
computed by using D;,,,(k) and Y (k) as

Dx(k) = Dim ()Y (k) = 2(BZ + BHX (k) — imag (1(2k))Y (k) (20)

- 20 -



Parity check matrix

[=)

111000
100 10 1)%|_,
0101 1 0f|x
0010 11

X6

Received codeword

Site node

Check node

Figure 2.2 One example of Tanner graph generation

where k =0,1,...,M —1 and M is the length of the input vector of the min-sum
algorithm.

Since the detection performance is degraded due to the interference term
imag(1(2k))Y (k) in (20), once Dz(k) is obtained, the min-sum scheme is employed
for reliable identification. To this end, the detailed discussion of detecting X (k) will be

provided in the following.

-21 -



S Usc c

Site node @ ® Check node

YS nuC—>S

v

A

Figure 2.3 Local and intermediate cost functions

2.2 Min-sum algorithm
In this subchapter, min-sum algorithm is discussed which is the generalization of well-
known decoding algorithms such as the Viterbi algorithm and consists of initialization,
iteration, and termination [5]. First, the Tanner graph corresponding to the parity check
matrix for %(k) has to be decided. Since %(k) is the shifted version of x,,, the parity
check matrix can be decided by the primitive polynomial of the upper SRS in Figure 1.3
as
9x, (D) =X + X3 +1. (21)

Then, the parity check matrix can be easily determined by using (21) as

Hiemp 0 0 \
0 H 0

Ho=| . " / . (22)
0 0 0 Heemp (M—25)xM

where Hyermp = (100100 ---00 1),,,5 is the binary representation of g, (D). The
Tanner graph can be also determined corresponding to (22) (see Figure 2.2). The
parameter terms used in Tanner graph are defined as follows (see Figure 2.3): 1) there is

one local cost function for each site denoted by s, (X), and 2) for each pair for site and
check nodes, there is one site-to-check intermediate cost function u,_,. and check-to-site
intermediate cost function u._,. In this algorithm, y;, (X) is used to compute final cost

function p, on which the final decisions are based.

-22 -



2.2.1 Initialization
In the initialization step, | have to define the local cost functions g, (X) to each side
node as
—logP(Dg(k)|X),k=01,..,M — 1 (23)
where X = 4+1. Furthermore, every intermediate cost function pus,. and p..s are

initially set to zero.

2.2.2 lteration
After the initialization of g, ()?) Usoe, and u._s, the iteration process is performed.

Note that u,_. is updated as the sum of the site’s local cost and all contributions coming
into s except the one from c, that is,

Us-c(X) = vs(X) + Tsecticrwctieros (X) where X = 1 or — 1. (24)
And u._ is also obtained by examining all locally valid configurations on s’ that
match X = [[gec.sr2s(Xsr) 0N the site s, by summing all contributions coming into ¢
except the one from s. Then u._ is obtained by minimizing the summation of p/_,

as

He-ss (X) = ming_y,

s'ec:s’ s

(xg1) Xsrec:s’=s Hs' ¢ (xs’ ). (25)
2.2.3 Termination

After sufficient number of iterations, the final cost functions u, (X) are updated as

HUs; (X) = Vsk()?) + ZskEc’ #c'—»sk()?)' (26)
By comparing ysk()? = 1) with usk()? = —1), the k-th codeword for each site can be

determined as

- 23 -



-1, ,usk(l) > /lsk(_l)
Dy () = { 1, g, (1) < p, (—1)'

(27)
Then, the parity check is performed using the modified codeword and parity check
matrix. If the parity check is successful, it is directly delivered to the following detection
stage. Otherwise, the iteration stage is repeated until the parity check is successfully
performed with the updated local cost functions
Vs (X) = p5,(X) (28)
or it meets the maximum number of iterations.
Using (21), one can employ the redundancy model to improve the performance of the

min-sum algorithm [6]. That is, different primitive polynomials can be used to generate

the same sequence.
(G (D)? = X35 4 X327 11 (29)
where j is a nonnegative integer. In this regard, H, is defined as the parity check

matrix generated from (gxm(D))Z" with n redundancies as

Ho
(30)

Using (30) as parity check matrix in min-sum algorithm, the performance of min-sum

algorithm can be improved.

2.3 Scrambling code identification
In this stage, | determine the initial condition of x,,(k) by using ¥(k) extracted by

min-sum algorithm. First, X .cim(2k) is defined as

X(k) = Zgecim (2k) (31)

- 24 -



where

CHONCEENNNCHON®
A «
NN U U

Figure 2.4 Fibonacci feedback generator

Xgecim(K) = X (k) @ xp(k + 1) @ x,(k +4) B xp(k +7) D x,,,(k + 18). (32)

Next, Sz and Sg, .~ are defined as
Sz = [%(0),%(1), ..., (2], (33)
and
St gecim = [Zdecim(0), Zaecim (1), Xgecim (2) o) Raecim 2H]", (34)

respectively, which satisfy

Fdecim TS5 (35)
where T is the transition matrix [7]. The process for obtaining T is as follows. Let A
be an m-sequence and A, by the sampled m-sequence by sampling every o-th chip of

A. In addition, denote A, and A,, by pth chip of and A and A,, respectively. Then

the below equation is established.

Ay = Ao 0,
A1 = Ao,p'
AZ = Ao,Zp'

- 25 -



An = Aoup (36)
where op =1 (mod 2" — 1) and r is the number of shift register. Let o be root of the
generator polynomial g(X), then a™? is

a P =Y gpu 37)
where g,,, € {0,1},and 4,, is
Aop = 2020 Ipaudon- (38)
Finally, by defining Ty, as an r X r matrix of where the u-th row of the matrix
consists of the coefficients of «™*” (0 < u < r — 1), the relationship between A™ and
Aj, can be expressed as
AT = Tnp A, (39)

By setting p = 2 and k = 2", T isrepresented by

10 0000 0 0 O0 O 0
0 01000 O O0O O0 O 0
0 000 0 0 O O0 0 O 0
0 0001 0 0 0 0 O 0
{0 0 0 0 0 0 0 0 0 O 1
r= 01 0010 0O O0O O0 O 0 (40)
0 001 00 1 0 0O 0
0 00001 0 0 1 O 0
oo0oo0o0O0OO0O+ <« 01 0 0 1
01 0 010 0 O 0 1 0/ z5x2s

Using (32) to obtain x,,(k), | can define the transition matrix P as [8]. That is,

Fibonacci feedback generator (see Figure 2.4) is considered with the parameter S,

SO,e
S1e
SZ,
Se=| 7| . (41)
Sr—Z,e

Sr-1e rx1

- 26 -



where s,_1, is the (r — 1)th content in shift register sequence at time index e. Then,

the contents at time e + 1 are

So,e
Sle
Sze

Soet1 =0 1 0 0 - 0)
Sp— 2,e
Sr—1,e
|

Slel

S
Sle

Ste+1=(0 0 1 0 - 0)

\____/ \____/ \____/
I
N
©

—
\n
S
Qx o

S2.e
Sze+1=(0 0 0 1 0) : = S3.e
Sr—z e
Sr—le
SO,e
S1e
coe Sz'e
S2e+1 = (gr Ir-1 YGr-2 YGr-a gl) :
Sr—z,e
Sr—l,e

- grSOe +gr 1516 +gr 1513 +glsr 1l,e-

Using (32) and (42), P isthen obtained as

01 00 0O 0

/0 01 .0 0O 0\
P=I0 0 01 0O Oi

0 000 1 O0 0

ki o0 1/

1 0 01 0O 0/ 25%25

Finally, I can obtain the initial condition S, of upper SRS as

Sy =(I+P+P*+ P74+ P18)71g;

Xdecim'
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I11.UPLINK SCRAMBLING CODE IDENTIFICATION USING NCC

Non-coherent combining
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\ ! X(k) | Detection of the initial Sx
\\\ // »|_Min-sum alqorithm > coiji(ffil)onnoof up;e)elrlSI:S

Figure 3.1 Overall process of scrambling code identification using non-coherent

combining

In this chapter, | provide the uplink scrambling code identification process, where the
overall process is illustrated in Figure 3.1. Since the chip-level processing and
scrambling code identification are identical to the procedures in the previous chapter, we

only discuss NCC and min-sum algorithm in this chapter.

3.1 Non-coherent combining
The received signal in each antenna is represented as
R;(k) = hyscyy(k)(B4DPDCHg(k) + jB.DPCCHs(k)) + n;(k) (45)
where 1 <i <N, N is the number of antennas, and h; and n;(k) are the Rayleigh
slow fading channel and the circular symmetric complex random noise with ¢V (0, 62)
for i-th antenna, respectively. After each antenna receives the signal, the differential

multiplication is performed as
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Dy(k) = R (k)R;(k + 1) = |h;|*P (k) + I;(k) (46)
where P(k) is the signal term and I;(k) is the interference term. Then, it can be

combined as

Dyec(k) = z Di(k) = (Iy|? + - + [y )P (k) + I, (k) + I (k) + - + I, (k)

= ([he|? + -+ |y D) P () + Incc (k) (47)
where Iycc(k) = XN, I;(k). Note that from (47), one can notice that the signal
combining does not require any channel estimation procedure since D;(k)’s are directly

accumulated.

3.2 Chip-level processing
Similar to the chip-level processing with single antenna scenario, the input vector
Dy (k) of min-sum algorithm of chip level processing is represented by
Dg(k) = 2(lhy|? + -+ + |hy 1D (BE + BYX (k) — imag(Incc(2K)Y (k) (48)
where k =0,1,...,M —1 and M is the length of the input vector of the min-sum
algorithm. When comparing (48) to (20), the desired term 2(B3 + B2)X(k) is

multiplied by gain (|h,|? + - + |hy]?).

3.3 Min-sum algorithm

In this subchapter, | explain the method for obtaining the initial values of each site
node. After the chip-level processing with NCC, the min-sum algorithm is similarly
applied as in the single antenna scenario. However, from (23) and (48), one can notice

that identifying P(Dz(k)|X) is quite difficult since the channel information (|h|? +
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-+ + |hy|?) is not given. Therefore, | numerically observed its distribution by histogram

and

Numerical distribution of D 4 (k) (N = 5)

-30 -20 -10 0 ) 10 20 30
Approximated P(D 3 (k)| X (k)) (N =5)
T

0.2 - P(Dg(k)| X (k) = -1
0.1 — ]

0 1 1 1 1 - 1 h ~

-30 -20 -10 0 10 20 30

Numerical distribution of D3 (k) (N = 1)

05 T T T T T T T

0 | 2 | Lied, sl |

-20 -15 -10 -5 0 5 10 15 20

Approximated P(Dy (k)| X (k)) (N = 1)
05 T T T T T — P(DXUC)‘X(]C) _1
~ P(Dx (k)| X (k) = ~1
7N
/
O | | 1 1 | ~ | |
-20 -15 -10 -5 0 5 10 15 20

Figure 3.2 Examples of the histogram and its approximated distributions of Dy (k)

(N =1,5)

could notice that P(Dz(k)|X) can be approximated to Gaussian distribution (see Figure
3.2). To this end, | extracted the samples of positive side of histogram of Dz (k) to

compute the unbiased estimated sample mean and the variance as

q
N 1ZD
Ums = — k
qk=1

and

q
~ 1 ~ 2
Oms = TlZ(Dk - .ums) ’
q k=1
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respectively, where D, are samples of the positive side of Dz(k) and q is the number
of samples in the positive side. Then, (23) can be roughly approximated as

- T 74 2
(Dx(k) Ams(X))) )) (49)

S 1
)/Sk (X) = _log(amsm EXp( zams
where k=01,...M—1, f[(,,(1) =/, and [A,s(-1) =—f,,s . With such
approximation, the min-sum algorithm is performed identically to that of the

conventional scrambling code identification method.
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IV.Eavesdropping the WCDMA messages

[ Descrambling J

A

St (k)

Scrambling code
generation

B

?[ Despreading H Accumulation / mapping ]—>

6256,0

Despreading H Accumulation / mapping ]—>
—J TC64- 16

Figure 4.1 Process for eavesdropping WCDMA messages

Using the scrambling code identified by the procedures in the previous chapters, one

can achieve WCDMA message eavesdropping by following the structure shown in

Figure 4.1. To be specific, this process consists of scrambling code generation,

descrambling, despreading, accumulation, and bit detection.

Using obtained scrambling code $c,,(k), descrambling operation is represented by

1 A

Rasc(k) —% m(R(K) = 2 5t (k)scy (k) (BaDPDCHs (k) + jB.DPCCHs(k)) (50)

2

where R(k) is the received signal'. If §t,,(k) = sc,,(k), Rasc(k) can be rewritten as

Rasc(k) = BaDPDCH;(k) + jB.DPCCH;(k). (51)

After that, using the channelization codes Cg416 and C,s6, for DPDCH and

DPCCH respectively, despreading operation is performed as

Rasp apach (k) = Rasc(k)Chapacn (k) (52)

and

Rdsp_dpcch (k) = —JRasc (k) Chdpcch (k) (53)

1 For brevity, the channel information and AWGN terms are omitted.
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where Rgsp apacn(k) and Rygp apeen(k) are the despread DPDCH and DPCCH,
respectively,  Chgapach(k) = [Cea16) Coa16 --» Coa16l1x38400 » aNd  Chgpeen(k) =

[6256,0; C256,0 ) C256,0]1X38400-
Next, the accumulation stage converts the chip-unit signal into the bit-unit signal.
Because SF for DPDCH is 64, the accumulation term is
DPDCH;pp () = X220 Rasp apacn(64n + k), n =0, ...,599. (54)
Similarly, since SF for DPCCH is 256, the accumulation term is
DPCCH (1) = X228 Rasp_apecn(256n + k), n =0, ...,149. (55)
Finally, the bit detection stage detects the positive values to +1 and the negative
values to —1. That is, the mapping operation for DPDCH and DPCCH are
DPDCH, (n) = sign(DPDCHy,, (1))
and

DPCCH, (n) = sign (DPCCHtmp ), (56)

respectively, where sign(+) is the signum function [11].
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V. SIMULATION RESULTS & PERFORMANCE ANALYSIS

In this chapter, numerical simulation results are provided for different parameters such
as the number w of redundancies and the number of antennas N, and the appropriate
parameters for proper operation in practical SNR ranges. In the simulation, the SNR is
defined as E./N, where E. is the energy associated with each chip and N, is the
noise spectral density. In addition, the performance of NCC is compared with the optimal
MRC assuming perfect CSI at the receiver, since such MRC provides the optimal
performance. | use the detecting failure probability P as a performance metric, that is,

Pz = P(S, # Sy). (49)
The communication system is assumed as the speech service of 12.2kbps with
SF =64, B4 =11/15,B.,=1,and M = 4,000 [9]. And the maximum number of

iterations for the min-sum algorithm is 20.

5.1 Error rate evaluation for slow and fast fading channels

| assume the Rayleigh slow fading channel as a quasi-static channel during 10ms per
frame, and the Rayleigh fast fading channel as dynamic time varying channel during
10ms are assumed. To be specific, the Rayleigh fading channel is characterized by
h(k + 1) = ah(k) + V1 — a?w(k) (50)
where  w(k) = (1/v2)(X(k) +jY (k)),X(k),Y(k)~ N(0,1) and k =0,..,38399 .
Note that since the smaller the value of « is, the faster the channel variation is, and thus
the slow and fast fading channels are assumed by h with a =1 and a = 0.9,
respectively.
As shown in Figure 5.1 and Figure 5.2, one can observe that as the number of antennas
increases, the performance becomes better. For example, when using two antennas rather
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than using only one antenna, around 5dB gain in E./N, can be achieved at error rate
of P = 107! (see Figure 5.1 and 5.2). On the other hand, when N = 15, one can
notice that around 1.5dB gain is obtained compared to N = 10 scenario. In addition,
as provided in Figure 5.3, one can also find that when n = 6, very small gain in E./N,
is achieved over that of n = 4. Therefore, in order to achieve near-optimal performance,
N =15 and n = 6 might be a wise choice for E./N, = —12dB at P = 1071 It is
worthwhile noting that WCDMA 12.2kbps speech messages should be successfully
decodable at E./N, of —17dB at the lowest at the base station (BS) in AWGN
channels [9] and some margins are necessary for fading channels. Simulation results
show that the proposed method can operate around E./N, of —12dB in Rayleigh
fading channels. Therefore, one can expect that the proposed method is suitable for the

practical environments.

5.2 Comparison of NCC and MRC

Next, the performance of NCC is compared to MRC, which provides the optimal
detection performance due to the genie-aided setup. MRC method provides weight
vectors defined as h;/||h||, to receive antennas and combine them for further process
[10], where the rest of the detection procedure is identical to NCC.

As observed in Figure 5.4, NCC and MRC perform similarly in single antenna
scenario. On the other hand, the performance gap between NCC and MRC increases with
the number of antennas. This is because after the differential multiplication, the signal
term P(k) of NCC and MRC is the same but the interference terms Iyc-(k) and
Iyrc (k) are different. To be specific, the average power of Iycc(k) and Iygc(k) are

represented by
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E[|Ivcc 1] = 4(B + By |* + -+ + [hy|*) 07 + Noy (51)
and
E[llmrc(1?] = 4(BG + BZ)(Ihe]? + - + |hy [P a7 + 0. (52)
From (51) and (52), one can notice that the average power of Ijz-(k) does not depend
on N while the average power of Iy.-(k) increases with N. Thus, the performance
gap between NCC and MRC increases as N increases. However, there is still significant
gain even for large N with the proposed NCC scheme. Nevertheless, the performance
gap when exploiting a small number of antennas is quite marginal. Thus, MRC
performance is considered as a benchmark lower bound.
In spite of the performance difference between MRC and NCC, NCC is suitable for
eavesdropping scenarios due to unknown CSI. Therefore, NCC is more practical method

than MRC in eavesdropping scenarios.
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PE VS EC/N0 in slow fading
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Figure 5.1 Performance of NCC in slow fading channel (¢ =1, n = 6)

100

PE Vs EC/N0 in fast fading
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Figure 5.2 Performance of NCC in fast fading channel (a = 0.9, n = 6)
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PE VS EC/N0 in slow fading
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Figure 5.3 Performance for different n (¢ =1, N = 15)

— & — # of antennas = 1,MRC
—<&— # of antennas = 1,NCC

1071 ] # of antennas = 2,MRC \
|| —A— # of antennas = 2,NCC *
| — % — # of antennas = 5,MRC \
# of antennas = 5,NCC \
T T T T | | |
-20 -18 -16 -14 -12 -10 -8 -6 -4 -2 0
EC/N0 (dB)

Figure 5.4 Performance comparison of MRC and NCC (a =1, n = 6)
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V1. CONCLUSION

In this thesis, I improved the performance of identifying the scrambling code in uplink
WCDMA systems by using multiple antennas based on NCC. In addition, the numerical
simulation results showed that the proposed method achieves substantial gain in SNR
than conventional schemes. Furthermore, | also provided a proper parameter selected for
achieving effective scrambling code identification in practical environments.

In the second chapter, | have explained the conventional scrambling code
identification method. Also, if only one antenna is used, the larger size of parity check
matrix is required for obtaining the better detecting performance, which is highly likely
to substantially increase the computational burden. In order to prevent such scenario
while improving the performance, in the third chapter, the proposed scrambling code
identification method named by NCC is proposed in order to obtain significant gain with
negligible increment of the computational complexity. Since NCC does not require the
channel estimation, it is also suitable for practical eavesdropping scenarios.

In forth chapter, the simulation results for the proposed method have been shown. Also,
the system parameters have been provided for obtaining near-optimal performance.
When compared with case of only one antenna, near-optimal case of NCC has around

11dB gain. And the proposed method can well operate in extremely fast fading channel.
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Acronyms
WCDMA - Wideband code division multiple access
NCC - Non-coherent combining
SNR - Signal-to-noise ratio
DPDCH - Dedicated physical data channel
DPCCH - Dedicated physical control channel
OVSF - Orthogonal variable spreading factor
SF - Spreading factor
MRC - Maximal ratio combining
3GPP - 3 generation partnership project
SRS - Shift register sequence
CSI - Channel state information
AWGN - Additive white Gaussian noise

BS - Base station
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