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Abstract

As UWSN have received attention, a need for an efficient and secure communication protocol has arisen to overcome the low device
performance, node failure, and high propagation latency. However, existing works are either specialized for one-to-one communication or
cannot satisfy low latency constraints. Therefore, this work proposes a secure communication protocol with fine-grained access control
for UWSN that support secure and efficient one-to-many communication and considers potential internal attackers for high security level.
Specifically, we adopt lightweight ABE to achieve fine-grained access control at low cost, and introduce outsourced decryption to further
alleviate the computational load of underwater sensors.
© 2024 Published by Elsevier B.V. on behalf of The Korean Institute of Communications and Information Sciences. This is an open access article

under the CC BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/).
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1. Introduction

As the ocean covers more than 70% of Earth’s surface,
underwater networks have received a lot of attention as well
as terrestrial networks [1]. In particular, underwater wireless
sensor networks (UWSN) are one of the major issues in the
research field. In those networks, the underwater sensor nodes
are deployed to the seabed for various applications such as
environmental monitoring and military surveillance [2].

In order to support efficient and secure communication
between underwater devices, not only the security but also
the high reliability and low latency need to be satisfied. How-
ever, due to the characteristics of underwater environments,
some challenges have appeared in UWSN for satisfying those
requirements. Firstly, the underwater sensor nodes have low
computational capacity, so it is hard to perform the expensive
operations with low latency. Secondly, underwater sensors can
move to another region to perform missions such as military
surveillance. Moreover, their positions may change due to
currents or turbulence.
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To overcome the above challenges, some recent works de-
signed protocols for secure communications in UWSN. Since
these works aim to achieve low latency in one-to-one com-
munication, these works propose a secure communication
protocol and authentication method that only achieves basic
security requirements such as confidentiality and integrity
[3-7], and some work additionally achieves user anonymity
[8]. However, in the large networks such as the UWSN,
multiple sensors are distributed to collect data for various
purposes. In those networks, the efficient and secure one-to-
many communications need to be supported, while the above
prior works only can support one-to-one communications.

Fine-grained access control, which allows or denies access
to data based on multiple conditions, is a promising solution
for supporting efficient and secure one-to-many communi-
cations. Specifically, it is used to prevent data from being
exposed to malicious devices or legitimate but unauthorized
devices, and the attribute-based encryption (ABE) is widely
adopted to achieve this [9,10]. Recently, ABE is adopted
to design secure communications for managing internet of
underwater things (IoUT) environments [11]. By dealing with
ciphertext-policy ABE (CP-ABE)-based protocol, they achieved
the fine-grained access control in the underwater environ-
ments. Nevertheless, the proposed system is not suitable for
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UWSN because it takes more than 20 s to encrypt messages
due to the low computational capacity of the underwater
device.

From the above limitations, this paper proposes the
outsourcing-assisted secure underwater communication proto-
col with fine-grained access control (OA-SUC), which can
support one-to-many communication and fine-grained access
control within a reasonable latency in UWSN. The contribu-
tions of this paper are as follows:

e We adopt outsourcing-enabled and enhanced privacy-
preserving ABE (OEEP-ABE) [12], a lightweight ABE,
to simultaneously achieve fine-grained access control and
low latency, and newly present outsourced decryption
to further improve computational efficiency. In addition,
we propose OA-SUC, which utilizes this to achieve
basic security requirements as well as fine-grained ac-
cess control, policy and attribute privacy. Additionally,
considering the mobility of underwater units, OA-SUC
includes an efficient handover authentication protocol.
We demonstrate the security of our work through the
security analysis of newly presented outsourced decryp-
tion and OA-SUC, and demonstrate the effectiveness of
OA-SUC through performance evaluations.

2. System and attack models

2.1. System model

As shown in Fig. 1, UWSN consist of underwater sen-
sors, autonomous underwater vehicles (AUVs), surface sta-
tions (SSs), and a terrestrial base station (TBS).

e Underwater sensor: It collects a variety of information
and transmits them to other sensors, AUVs, and SSs.
Since it is resource-constrained, cannot perform com-
plex tasks within low latency. In addition, it possesses
mobility.

Autonomous underwater vehicle (AUV): The AUV can
perform some cryptographic operations outsourced by
sensors. The entity that plays this role is called a security
agent (SA) [13].

Surface station (SS): This receives data from underwater
sensors and AUVs and transmits it to the terrestrial area.
Additionally, it installs an encryption material on each
sensor before activation.

Terrestrial base station (TBS): This acts as a system
administrator responsible for management of UWSN and
system member registration.

We consider all communication channels for long-term key
sharing to be secure. On the other hand, communication chan-
nels for data sharing and handover authentication can be
vulnerable to various attacks.
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Fig. 1. Overview of system model.

2.2. Attack model and security requirements

In our system model, the SA (i.e., AUV) is the only entity
that can learn the sensitive data of the sensor due to the
outsourcing procedure. Therefore, we consider the SA as an
honest but curious adversary who honestly follows the protocol
but may try to expose any information. Additionally, every
system member has its own assigned attributes and can encrypt
messages according to specified policies and then send them
to the desired receivers. All compromised entities are assumed
to be malicious entities, and AUV and SS are assumed not to
be colluding. In response to these system and attack models,
the security requirements are as follows.

o Confidentiality: Messages broadcasted on UWSN must
be hidden from all attackers.

e Mutual authentication: All legal entities in the system
must be able to identify whether the other party ex-
changing messages is legitimate or not, and to verify the
freshness of each message.

e Fine-grained access control: To prevent security
breaches and data leaks, legal but unauthorized entities
must be prevented from accessing sensitive data.

e Policy and attribute privacy: To prevent potential anal-
ysis or attacks, the policies of the ciphertext and the
attributes of the receiver should not be exposed during
encryption and decryption.

3. Outsourcing-Enabled and Enhanced
Privacy-Preserving ABE (OEEP-ABE)

3.1. Intuition

The OEEP-ABE is an ABE proposed in [12] as a variant of
PEAPOD [10] and EABEHP [14]. Compared with traditional
ABE, the OEEP-ABE additionally supports outsourced en-
cryption algorithms. Different from [12], in this work, not only
the outsourced encryption, but also the outsourced decryption
is used to improve the decryption efficiency.
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3.2. Construction

The OEEP-ABE with decryption outsourcing consists of
multiple algorithms. Among them, the same algorithms, used
in [12], can be used here as well, including Setup, KeyGen,
Encrypt, Out.Encryptl, Out.Encrypt2, Select.Policy, and
Decrypt. Here, we describe the newly introduced algorithms
for outsourced decryption in the following.

e TransformKey(SKy, )': This algorithm takes SKy, as
an input. It randomly selects + € Z, and produces
transformed secret key 7 Ky, as

TKU,Y] = SKU,y] +t, TKU,;g = SI(UK2 +t. (1)

Out.Decryptl(C, T Ky, )*: This algorithm takes C and
T Ky, as inputs, and produces sC as

TKUr,Z

sC=A"" x D 2)

Out.Decrypt2(sC, t, I,)*: This algorithm takes sC, ¢,
and I, as inputs, and produces M as

M= HB,» x sC/(A - D).

iel,

(€)

4. Outsourcing-Assisted Secure Underwater
Communications with fine-grained access control
(OA-SUC)

The OA-SUC consists of two phases, which are explained
in the following subsections.*

4.1. System initialization and key management

This section describes how TBS generates and distributes
system parameters and keys for each entity. It also explains
how SS generates and distributes encryption material to each
Sensor. TBS generates (MPK,MSK) through
OEEP-ABE.Setup, publishes the master public key M PK,
and keeps the master secret key MSK. User secret key
SKy is generated by OEEP-ABE.KeyGen and securely dis-
tributed for each member of the system. Additionally, long-
term symmetric keys Kays and Kgss between AUV and
sensor and between SS and sensor, respectively, are generated
and securely distributed. Finally, TBS generates and securely
distributes the private key skay and public key pkay of each
AUV. In addition, long-term symmetric keys Ktgs ss, KBS AU>

LY ¢ v, is the user secret key output from KeyGen algorithm with MSK,
ID,, and I, as input, where M SK is master secret key generated by Setup
algorithm, ID, is identity of user r, and I, is set of attributes indices of
user r.

2 Cis the ciphertext output from Encrypt or Select.Policy algorithm with
MPK, T, and M as input, where M PK is master public key generated by
Setup algorithm, 7 is policy set, and M is message. In addition, A and D
are ¢ and g% generated with r € Zg4 randomly selected by encryptor and
MPK, respectively.

3 B is pi(g®)" generated with r randomly selected by encryptor, g%,
elements of MPK, and p;, where p; is message tuple.

4 In the underwater environment, the network coverage is quite wide,
as the message is delivered through acoustic communication, and thus, key
distribution and data sharing can be performed without any issue.
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®

C, || o
2 4
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Extract unused EM from the encryption material set {EMp}pEp

pC = Out.Encrypt2(MPK, MO, EM)
Data sharing key K € Z, C = Select. Policy(pC, T, K)
Cy = Ex(M || ID1;), 05; = H(C || K || IDyy)

IDy; |1 C 11 Cu Il 05 1
® teL,

TransformKey (SKUll.) = TKUU ‘
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IDay, [ Ny || o7
Verify o,

SEK; = HKAuz.szj(lDZJ' |[N3j + 1| Ny+ 1)
C3j = Esgi;(IDau, | 1D25 [| TKy, ;1| N3;)
Ogj = HKAUzsz,(C” Il IDAU1 Il TKulj)
© sek; = Hicuuys,, (D27 || Naj + 11| Ny + 1)
Dsex,(Cs;) = 1Dau, |1 1D2; || TKy, ; || N3j
Verify ag; , sC = Out. Decrypt1(C, TKUU.)
Cy= ESEK]'(IDAUZ Il lDz;‘ |I'sC || Ny)
] = HKAUszzj(C4 Il Day, |IsC)

Dsgx,(Ca) = IDau, | 1Dz |1 SC || Ny

Verify gq

K = Out. Decrypt2(sC, t,I;;)
Dg(Cy) =M || IDy;

Csj = Exj1p,;(IDy; || ID2;)
o10j = HK || Cs)

@ verify 0105, D) IDzj(CSj) =1Dy; || IDy;

Fig. 2. Attribute-based data sharing (ABDS) protocol between underwater
Sensors.

and Krps s are distributed between TBS and each SS, AUV,
and sensor, respectively.

Before the sensor performs underwater activities, SS uses
Kss.s to securely install the encryption material EM, which
is used for attribute-based data sharing, into the sensor. Here,
the number of encryption materials can be properly determined
considering the sensor’s storage space and update period.

4.2. Attribute-based data sharing (ABDS)

The ABDS protocol is a protocol used to share data be-
tween system members in UWSN. Resource-constrained de-
vices (e.g., sensors) should use outsourced encryption and
decryption, while high-performance devices can use normal
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AUV, Sensory;
DN, EZg, Gy = EKAULSM.(TEKAUZ,SH [ Ny)
01 = Hipy,s,,(Co [ IDau, [| TEK AU, s,,)
1Dy, 11Dy 11y 110y 11 Ny |-
@ Verify 01, Dy, 5, (C1) = TEKau, s, || Ny, Noy € Zg
02i = Hregpy,s,,(ID1i |1 1Dau, |1 1Dav, || Nai || TEKau, s,,)
1Dy 11D, 111D v, 11 N I 93¢ 11 Redana
i BN ez,
| 03 = Signsiy, (IDy; || IDau, || Day, [ N3)
sy, |1 1Dy, [[1D5; [ N3 [ 03 |—————
Verify o3 (using pkay,) , Na € L
C2 = Epipy, (TEKpu, 5,4 11 Na)
04 = Signgy,, (IDy; || IDpy, | 1Dy, || N3)

IDpy, || DA, || IDyi|| Na |l C2 || 04 >

AUV,

@

® Verify g, (using pkAUl)

Dsk,w2 () = TEKAU2,SH || Ny

3 Verify a5;, N5 € Zq
o5 = HreKay, s, (ID1i |1 1Dau, |1 IDau, ”. Ns)

s~ IDau, 1 1Day, 111Dy [ Ns 1l 05—

@ Verify a5, Temporary symmetric key
between Sensor,; and AUV, : TEKpy, s,,

Fig. 3. Handover authentication protocol.

encryption and decryption. To emphasize the purpose of our
work, in the proposed protocol, both the message sender and
receiver are sensors, and the AUV plays the role of SA. The
ABDS protocol consists of 11 steps, as shown in Fig. 2. Due
to page limit, we omit the description of the ABDS protocol
and the handover authentication protocol, and we only provide
a summary of these protocols.

The ABDS protocol can be summarized as follows. Note
that the step number in the following is referring to the number
in Fig. 2. The Sensor;; and AUV, perform the mutual authen-
tication process (steps 1 to 3); the AUV, generates a partial
ciphertext M O through Out.Encryptl (step 4); the Sensory;
generates a preliminary ciphertext pC and final ciphertext C
through Out.Encrypt2 and Select.Policy, respectively (step
5); the Sensor;; transforms its secret key through Trans-
formKey (step 6); the Sensor;; and AUV, perform the mutual
authentication (steps 6 to 8); the AUV, generates a partially
decrypted ciphertext sC through Out.Decryptl (step 9); and
the Sensor,; decrypts a partially decrypted ciphertext sC to
obtain key K through Out.Decrypt2 and sends ack message
to Sensory; (steps 10 and 11).

4.3. Handover authentication

The handover authentication protocol is executed when a
sensor moves from the coverage of a source AUV to that of
another target AUV. The sensor can securely exchange tem-
porary symmetric keys with the target AUV with the help of
the source AUV. The resource-constrained sensor can securely
perform handover authentication with low computational cost.
The handover authentication protocol consists of 6 steps, as
shown in Fig. 3. As the ABDS protocol, the description of the
handover authentication protocol is omitted.

The handover authentication protocol can be summarized as
follows. Note that the step number in the following is referring
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to the number in Fig. 3. The AUV, generates temporary
symmetric key between Sensor;; and AUV, T E Ky, s,; (step
1); the Sensor; requests a handover from AUV, (step 2); the
AUV, and AUV, perform the mutual authentication process
with public key cryptography (steps 3 to 5); the AUV, sends
TEK\u,,s,; to the AUV, (step 4); and the AUV, and Sensory;
perform the mutual authentication process using T E Ky, s,;
(steps 5 and 6).

5. Security analysis

In this section, we prove the security of OEEP-ABE and
OA-SUC. Since the security of OEEP-ABE was already proven
in [12], it is sufficient that we prove the security of the
newly introduced outsourced decryption procedure. Finally, we
compare the security features with related works [4,7,8,11].

5.1. Security analysis of outsourced decryption introduced in
OEEP-ABE

We prove the security of the outsourced decryption pro-
cedures, TransformKey, Out.Decryptl, and Out.Decrypt2,
which are not introduced in OEEP-ABE. For outsourced de-
cryption, the user selects a random value ¢, and adds it to their
private key SKy to generate a transformed user key 7T Ky .
Afterwards, it is transmitted to the SA. The only information
that SA can obtain through T Ky is SKy, — SKy,, and there
is no knowledge that SA can obtain through this information.
Additionally, SA can generate sC through Out.Decryptl, and
since sC includes g"* and g¢" due to ¢ randomly selected by
the user, SA cannot infer the message M and attributes of
the user through sC. Therefore, SA does not know the user’s
secret key S Ky and the user’s attribute set /, so the outsourced
decryption with OEEP-ABE achieves attribute privacy.

5.2. Security analysis of OA-SUC

This subsection shows that the proposed OA-SUC achieves
all the security features proposed in Section 2.2.

e Confidentiality: The OA-SUC guarantees confidentiality
using OEEP-ABE and symmetric key encryption. In the
ABDS protocol, AUV and sensor generate a session key
SEK using the long-term symmetric key Kays. The
two devices share data using this SEK as a symmetric
key. Attackers cannot obtain these SEK's because only
AUVs and sensors that hold long-term symmetric keys
can generate them. Additionally, the sensor uses OEEP-
ABE to encrypt the symmetric key K that will be used
when encrypting the message, and uses K to encrypt
the data to be transmitted. Since OEEP-ABE’s security
has been proven in [12] and Section 5.1, only devices
satisfying the policy assigned to the ciphertext can obtain
the correct data.

Mutual authentication: As with confidentiality, the AUV
and sensor authenticate each other by generating a sig-
nature o through HMAC using the long-term symmetric
key Kau.s. Therefore, other devices and attackers cannot
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Table 1
Security comparison with related works.

(4]

OA-SUC

Confidentiality

Mutual authentication

Efficient one-to-many communication
Replay attack

X X X €&
RSN N
R NE G

Fine-grained access control
Policy and attribute privacy

LA

generate o, that is, they cannot impersonate AUVs and
sensors. Additionally, the HMAC generated by each de-
vice during this process includes a nonce N, preventing
the reuse of previous signatures.

Fine-grained access control: In OA-SUC, sensors use
ABE to encrypt and share data. The ciphertext of ABE
is assigned to a policy, and only devices with a set of at-
tributes that satisfy this policy can decrypt the ciphertext
and obtain the correct data. Therefore, devices that are
legitimate but do not satisfy the policy cannot obtain the
correct data.

Policy and attribute privacy: OA-SUC uses OEEP-
ABE, which is a cryptosystem in which a policy is as-
signed to the ciphertext and a set of attributes is assigned
to the secret key. Exposure of policies and attributes
enables potential analysis and attacks. The policy privacy
of OEEP-ABE is proven in [12], and the attribute pri-
vacy is proven to be achieved in Section 5.1. Therefore,
OA-SUC achieves policy and attribute privacy.

Finally, the overall security comparison between OA-SUC
and related works [4,7,8,11] is shown in Table 1. As can be
seen in Table 1, the proposed protocol can guarantee more
security features than related works.

6. Performance evaluations

In this section, we compare the computational cost and
execution time of the OA-SUC with related works. Our ex-
perimental testbed consists of a desktop and a microcomputer.
The desktop is with an Intel® Core™ i5-11500 @ 2.7 GHz 6
cores processor and 16 GB RAM. The microcomputer utilizes
a Raspberry Pi 3 B+ with a 1.4 GHz 64-bit quad-core ARM
Cortex-A53 CPU and 1 GB RAM. We use the desktop as the
AUYV, acting as the SA, and the microcomputer as the sensor.

Table 2
Performance comparison with related works.

ICT Express 10 (2024) 851-856

In the “OEEP-ABE supporting outsourced decryption” used
in this work and the OEEP-ABE proposed in [12], the de-
cryption costs allocated to the receiver are Tgxp + (N, +2)Tm
and 2Tgxp + (N, + 1) Ty, respectively. Thus, the computational
burden on the receiver is reduced by about 50%. In addition,
Table 2 is a comparison table of computational cost and time
for OA-SUC and related works [4,7,8,11]. Here, we set I =
Ny, =16, Ip =N, =8.

As shown in Table 2, [4,7], and [8] have significantly lower
computation times compared to [11] and OA-SUC. Since they
are designed with a focus on one-to-one communication, and
as shown in Table 1, they do not support efficient one-to-many
communication, achieve only basic security requirements, and
thus only consist of operations with low complexity. In particu-
lar, they do not guarantee fine-grained access control, resulting
in low computation time but a relatively low security level and
efficiency.

In contrast, [11] and OA-SUC support efficient one-to-
many communication and achieve fine-grained access control,
as shown in Table 1. However, this inevitably results in high
computational cost, and therefore [11] has high computational
cost and time. On the other hand, the proposed OA-SUC
can significantly reduce the cost and time by using “OEEP-
ABE supporting outsourced decryption” to outsource resource-
intensive operations such as exponential operation and pairing
operation to the high-performance devices.

In conclusion, the OA-SUC is expected to be a suitable se-
curity solution for UWSN as it can execute one-to-many com-
munication and fine-grained access control within reasonable
latency compared to related works.

7. Conclusions

In this work, we propose an outsourcing-assisted secure un-
derwater communication (OA-SUC) with fine-grained access
control. We adopt the OEEP-ABE [12], an ABE that supports
outsourced encryption for achieving fine-grained access con-
trol and solving resource issues. Additionally, we introduce
an outsourced decryption for further improved computational
efficiency. Moreover, considering the mobility of underwater
units, OA-SUC includes an efficient handover authentication
protocol. From the security analysis and performance evalua-
tion, we show that the proposed OA-SUC can achieve a high

[4] (7]

[8]

[11] OA-SUC

Computation ATy +4Tp, + 4TsE 8Ty
cost (Sensor)

Computation - 5Tu
cost (AUV)

Computation 0.42 ms 0.08 ms
time

16Ty + 4Tcp +2TsEg
11Ty + 3TCp =+ ZTSE

0.48 ms

QIg+1p+6)Tgyp+
Q2Ip + DTp + 2Ty

TExp + (Ns + Ny +
3)TM + 12Ty + STSE

(NS + 4)TExp +
Ty + 9Ty + 3TsE
11.18 ms

467.54 ms

Ty : hash function cost, Tsg :

symmetric encryption cost, Tcp, : Chebyshev polynomial cost, T, : bivariate polynomials cost, Tgyp :

exponential operation

cost, Tp: pairing operation cost, Ty : multiplication operation cost, /g : number of attributes used in encryption, /p : number of attributes used in decryption,

Nj; : size of the attribute universe, N, : number of the user’s attributes.
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security level within a reasonable latency even in underwa-
ter communication between resource-constrained underwater
sensors. Moreover, cryptosystems and security protocols can
still be effective not only in underwater environments but
also in other settings (IoT networks, vehicular networks). In
future work, we will derive more practical results, including
propagation latency and computation time based on real device
performance rather than a campus environment.
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