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The integration of Cyber-Physical Systems (CPS) and AI presents both opportunities and challenges. Al
operates on the principle that “good things happen probabilistically,” while CPS adheres to the principle that
“all bad things must not happen,” requiring uncertainty-awareness. Furthermore, the difference between AI's
resource accessibility assumption and CPS’s resource limitations highlights the need for resource-awareness.
We introduce Cyber-Physical Al (CPAI), an interdisciplinary sub-field of Al and CPS research, to address these
constraints. To the best of our knowledge, CPAI is the first research domain on CPS-Al integration. We propose
a 3D classification schema of CPAI: Constraint (C), Purpose (P), and Approach (A). We also systematize the
CPS-Al integration process into three phases and nine steps. By analyzing 104 studies, we highlight nine key
challenges and insights from a CPAI perspective. CPAI aims to unify fragmented studies and provide guidance
for reliable and resource-efficient integration of Al as a component of CPS.
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1 Introduction

The advancement of Internet of Things (IoT) technology and the development of communication
and computing technologies have widely utilized Cyber-Physical Systems (CPS), ranging from
personal devices to large-scale engineering systems. CPS represents a paradigm shift rather than
merely a technology application. CPS refers to systems where cyber systems, represented by
computing resources, interact with physical and engineering systems through a network to perform
monitoring, control, and adjustment tasks [1]. Examples of CPS include smart factories, autonomous
robots, smart cities, and more.

The increasing connectivity and complexity within CPS pose challenges to traditional operations,
while the significant amount of data generated by CPS provides opportunities for the application
of Al [2, 3]. This leads to efforts to integrate Al as a component of CPS, aiming for operational
methods that surpass traditional approaches. However, CPS inherently requires adaptability to
uncertainty and resource-awareness.

Al is fundamentally based on statistics, operating under the premise that “good things happen
probabilistically,” while CPS evolves from a domain that is theoretically well-defined, adhering to the
principle that “all bad things must not happen” [4]. In the domain of Al systems like large language
models, such as ChatGPT, illustrate AI’s probabilistic nature by occasionally generating inaccurate
outputs, with users advised to verify crucial information due to the expected margin of error [5].
This poses a major challenge of AI-CPS integration, where much more stringent requirements
must be met, such as autonomous robots and smart factories [6]. In such CPS contexts, even minor
errors can have severe consequences, leading to system failure or physical harm. Especially due
to the complexity of interactions among components that make CPS prone to accidents [7], the
integration with Al can encounter increased resistance.

Within the domain of Al, it’s commonly assumed that “resources are always accessible and
intended for AT” [8]. On the other hand, in the CPS principle, “resources are a shared commodity,
therefore inherently limited” [9, 10]. As the complexity of components and processes in CPS
increases, resource-efficient design in CPS is becoming increasingly important [11]. However, the
mainstream of Al research is biased toward achieving higher accuracy rather than considering
resource efficiency [12], and consideration of resources is also focused primarily on the performance
of Al (mainly, training speed) [13]. In other words, mainstream Al research does not assume that
Al has to share resources with other components as one of the components of CPS nor does it
consider that there may be tasks more critical than the Al task. This oversight presents significant
challenges for CPS-Al integration.

The majority of research on CPS-AI integration focuses on adapting Al to fit the constraints of
CPS or modifying CPS to accommodate Al While there has been extensive research on the CPS-AI
integration, most survey research on this integration has focused on investigating specific technical
fields [14-16] or particular application areas [17, 18]. They mainly categorize and discuss specific Al
technologies used, but do not address the constraints of Al integration. To the best of our knowledge,
there has not yet been a comprehensive survey or review that focuses specifically on the CPS-AI
integration process. In order to promote the CPS-Al integration, it is critical to establish a systematic
research domain that focuses on integration itself. In this context, we introduce a novel concept
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Fig. 1. Overview of CPAI.

called Cyber-Physical AI (CPAI), which encompasses research that arises during the CPS-AI
integration process, focusing on the constraints. Our article makes the following contributions:

— We clearly define the research domain, CPAJ, and present a classification schema.
— We systematically outline the entire CPS-AI integration process.

— We analyze existing studies and summarize nine key challenges.

— We categorize 104 studies and provide unique insights from a CPAI perspective.

The rest of this article is organized as follows: Section 2 clearly describes the definition and
scope of CPAI, presents the classification schema of CPAI research. Section 3 systematizes the
entire process of CPS-Al integration, dividing it into three phases, each consisting of three detailed
steps. Section 4 introduces the key challenges that arise during the CPS-AI integration process and
categorizes studies from the CPAI perspective. Section 5 concludes the article.

2 CPAI

In Section 2, we introduce a new concept, CPAIL Furthermore, we present “Three Dimensions of
CPAI a framework for systematically categorizing CPAI research.

2.1 Definition of CPAI

CPAl is an interdisciplinary research domain that considers the challenges that arise during CPS-AI
integration. CPAI represents a sub-field within Al research, encompassing various technologies
and methodologies studied for the purpose of integrating Al into CPS. Figure 1 illustrates an
overview of CPAL In the CPS-AI integration, the primary focus of CPAI is not on the performance
achieved through the integration, but on addressing the challenges that arise during the integration
process. Thus, CPAI research must involve the modification of Al technologies or other CPS
components to address specific constraints. We emphasize that simply applying Al to CPS without
any modifications to CPS and Al does not fall within the scope of CPAL

2.2 Three Dimensions of CPAI

The global problem of CPAI is to address the challenges arising from the CPS-AI integration.
Consequently, CPAI can be broadly categorized into three fundamental sub-problems: What causes
these challenges? Why must they be resolved? How can they be overcome? In this context, we
introduce “Three Dimensions of CPAI” as a schema for categorizing CPAI research. As illustrated
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in Figure 2, CPAI research encompasses three distinct aspects, reflecting the acronym: Constraint
(C), Purpose (P), and Approach (A).

The Constraint dimension represents the underlying constraints that cause challenges in CPS-AI
integration. The Purpose dimension represents the purpose of the Al component in the CPS-
Al integration. Constraints can be strengthened or weakened based on the purpose of the Al
component. The Approach dimension emphasizes methodologies on how to overcome the challenges
of integration under these constraints and purposes. Detailed explanations for each dimension can
be found in Sections 2.3-2.5.

2.3 Constraint Dimension

CPAI research aims to address the challenges that arise during CPS-Al integration. These challenges
are inherent to the constraints of CPS and Al Thus, constraints serve as a motivation for pursuing
CPAI research. If a study does not consider any constraints, it is merely applying Al and does not
fall under the CPAI domain. While taxonomies for constraint aspects may include ethics, scalability,
and economics, these factors are fundamentally governed by uncertainty and resource constraints.
Therefore, we categorize the constraints in CPAI research into two main categories: Uncertainty
and Resource.

2.3.1 Uncertainty. Al and CPS have been studied from fundamentally different perspectives.
In CPS, most processes demand deterministic behavior within strict boundaries. Conversely, Al
has evolved from statistical principles and inherently embraces statistical indeterminacy [4]. This
fundamental difference is one of the key constraints that make CPS-AI integration a complex
challenge. Additionally, CPS environments possess inherent uncertainties due to their physical
systems and networks. In this context, we define uncertainty-aware research.

— Uncertainty-awareness refers to the consideration of uncertainties, broadly categorized into
four types: model, data, network, and physical. Model uncertainty includes inherent uncer-
tainty in the Al model due to stochastic processes and limitations in algorithmic design. Data
uncertainty pertains to the reliability of Al, which heavily depends on the quality and quantity
of the training data. Network uncertainty involves variability and unreliability in network
performance, such as latency and bandwidth fluctuations. Physical uncertainty encompasses
variations and unpredictability in the physical components and environment of the CPS.

— Uncertainty-unawareness refers to the lack of consideration for uncertainty constraints. These
studies often assume sufficient data, fixed conditions, and predictable environments.

2.3.2  Resource. Mainstream Al research focuses on achieving higher accuracy and faster train-
ing speeds, without assuming Al as one component of a larger system that shares resources.
Consequently, the resource demands of Al are exponentially increasing, often overshadowing
considerations of resource efficiency [8]. For successful CPS-AI integration, it’s essential to clearly
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recognize the substantial resource consumption by Al when integrated into CPS. In this context,
we define resource-aware research.

— Resource-awareness refers to the consideration of resources, broadly divided into four types:
computing, network, sensor, and human. Network resources are required to send and receive
data, ensuring data transfer efficiency. Computing resources are needed for Al training and
inference, impacting processing capability and speed. Sensor resources installed in the CPS
are crucial for data acquisition. Human resources involve experts and operators, essential for
the CPS-AI integration process.

— Resource-unawareness refers to the lack of consideration of resource constraints. These studies
often assume high-performance networks, computing environments or sufficient physical
resources.

2.4 Purpose Dimension

Even within the same domain, the impact and extent of constraints can vary depending on the
purpose of the Al component.

The purpose dimension can be classified based on factors such as the application domain
(e.g., healthcare, manufacturing, energy) or the values being pursued (e.g., efficiency, safety, sus-
tainability). However, the timeliness of inference and the level of AI’s responsibility most directly
influence the relevant constraints. For example, Al applications requiring real-time inference may
impose strict resource constraints, while automation tasks such as control or allocation demand
significant attention to uncertainties. Therefore, we classify the purpose in CPAI research into two
main categories: Timeliness and Responsibility.

2.4.1 Timeliness of Inference. Al predominantly encompasses two phases: training and infer-
ence. Depending on the purpose of application, the temporal requirements for inference differ
significantly. Such requirements impose stricter resource constraints to the system. We categorize
CPAI research into two categories based on the temporal requirements of Al:

— Real-time refers to Al applications where inference requires real-time processing. This involves
dynamically updating models with new data and making immediate inferences through real-
time data. It can demand higher levels of resource constraints.

— Non-real-time refers to Al inference without temporal requirements. Studies with no mention
of temporal requirements are categorized as non-real-time. In this application, resource
constraints can be comparatively less severe.

2.4.2  Responsibility of Al. The responsibility of the AI component within the CPS is a critical
factor. Al can either make direct decisions, or it provides information indirectly. Automating the
CPS with direct Al decision-making increases the responsibility of Al within the CPS. We categorize
CPAI research into two categories based on the responsibility of Al

— Automation refers to Al making independent decisions within CPS and executing them to
directly control or operate the system. Such applications can significantly enhance the system’s
efficiency and autonomy. However, relying on AI's decisions increases the risk associated
with uncertainties.

— Augmentation refers to Al supporting the function of CPS with the information it provides.
This includes detection and prediction tasks. Such applications can reduce the risks associated
with uncertainty constraints, but its efficiency is significantly influenced by the existing
components.
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2.5 Approach Dimension

CPALI research proposes new approaches to address the constraints that arise from CPS-AI in-
tegration used for specific purposes. The approaches correspond directly to the methodologies
of the studies. These approaches can be categorized based on the algorithms used (e.g., machine
learning, optimization theory) and the methods of verification (e.g., mathematical proofs, sim-
ulations, real-world testing). However, various algorithms and verification techniques are now
frequently combined. To ensure clarity in classifying the methodologies of each study, we classify
the approaches of CPAI research into two main categories: Specificity and Scope.

2.5.1 Specificity of Domain. CPS is applied across various domains, including smart factories,
cities, agriculture, healthcare, and military. Therefore, CPAI research sometimes utilizes domain
knowledge or is inspired by the characteristics of the domain. The domain specificity of CPAI
research assists in evaluating the generality of the study. We categorize CPAI research into two
categories based on the domain specificity:

— Domain-dependent approach refers to studies whose main ideas are specific to a particular
domain. These studies are developed through a deep understanding of the unique characteris-
tics and problems of that domain. They can offer more precise and efficient solutions, but this
often results in a limited scope of application.

— Domain-independent approach refers to studies in which the main ideas are independent of the
target domain. These studies are developed using domain-agnostic solutions such as additional
Al methods. While they have high applicability, they may have limitations in addressing the
unique requirements of specific domains.

2.5.2  Scope of Change. CPS involves the interaction of diverse components across cyber systems,
physical systems, and networks. To address constraints, approaches can either modify specific
components or transform processes, which refers to the interaction of multiple components. We
categorize CPAI research into two categories based on the scope of change the research brings to
CPS:

— Process-level approach refers to studies that aim for fundamental transformations in the
processes of CPS. These studies include altering existing processes or introducing new ones.
These approaches can be difficult to apply, as they sometimes require architectural changes or
additional resources.

— Component-level approach refers to studies that focus on modifying a single component within
CPS. Such studies do not necessitate changes to other components or processes. They can
be applied more easily within existing CPS systems, but their potential for improvement is
limited.

3 Process of CPS-Al Integration

In Section 3, we systematize the entire process of CPS-Al integration. Figure 3 provides an overview
of the integration process. We represent the integration process using the waterfall model, com-
monly used in traditional software development [19]. We categorize the process into three distinct
phases: design, development, and deployment. Each phase consists of three detailed steps.

3.1 Design Phase

The design phase is the initial process in the CPS-AI Integration. This phase includes planning
for the integration, acquiring, and processing data necessary for the development of Al Projects
involving AI-CPS integration often fail due to deficiencies in the design phase, such as data quality
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Fig. 3. Process of CPS-Al integration.

issues [20] and the cost of data processing. To preempt integration failures, it is crucial to clearly
understand the constraints of the integration during the design process.

3.1.1  Planning. The planning step is about understanding the necessity and feasibility of CPS-AI
integration and establishing a clear plan for the subsequent eight steps. These plans can progress
in a forward direction, from data acquisition to continuous improvement, or in reverse. A crucial
element in the planning step is the clear recognition of the target system’s constraints and the
integration’s forms. Depending on the forms of the integration, the requirements for integration
may vary. Similarly, the system’s constraints dictate the considerations that must be addressed.

3.1.2  Acquiring. The acquiring step involves collecting datasets essential for Al training. A
pivotal aspect of this step is striking a balance between the data quality demanded by the Al and
the cost of data collection from the CPS. The AI's requirements dictate the minimum data quality
necessary, while the constraints of the target system significantly influence the cost of CPS data
acquisition. In general, the acquisition of higher-quality data mitigates the uncertainty constraints
of the Al but necessitates greater expenditure.

3.1.3  Processing. The processing step refers to the process of transforming the data collected
during the acquisition step into meaningful features and formats suitable for Al The data collected
from the CPS can be unbalanced, noisy, high-dimensional, heterogeneous, and sometimes unlabeled.
Physical uncertainties in the CPS can amplify data uncertainty, making it essential to conduct data
processing that takes into account these physical uncertainties.

3.2 Development Phase

The development phase is the intermediate process in CPS-AI integration. In this phase, the
appropriate Al methods, training, and validation are selected based on the plans and data prepared
during the design phase. The development phase has been a primary focus of traditional Al research.
However, most research on the development phase has overlooked the constraints inherent to
the design and deployment phases. It is imperative that CPAI research on the development phase
should be integrated with the constraints related to the other phases.

3.2.1 Modeling. The modeling step involves designing an Al model that takes into account
system specifications and processed data. A crucial element of this step is the acknowledgment
that “highest performance does not necessarily equate to the most suitable choice” Even if an Al
model consistently demonstrates superior performance, it may not be conducive to integration if it
lacks robustness against uncertainties or demands excessive resources. It is therefore imperative to
undertake Al modeling from the perspective of CPAI

3.22 Training. The training step refers to the process of training the Al model designed during
the modeling step. Depending on the purpose of integration, training can be conducted using offline
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learning, which utilizes a fixed dataset, or online learning, where data are generated in real-time.
During the training step, it is critical to consider the impact of CPS uncertainties and the resource
demands of training.

3.2.3 Validating. The validating step involves evaluating the trained Al model using a validation
dataset. Traditional Al research has focused on validation in terms of classification or prediction
accuracy, focusing on average inference performance. However, this approach often overlooks
critical issues such as reliability and real-time performance. In the context of CPAI, validation
should assess robustness to environmental changes or adversarial attacks, along with response
time and resource utilization.

3.3 Deployment Phase

The deployment phase presents the final process in CPS-AI integration. During this phase, the
Al model is embedded, maintained, and enhanced within the CPS. This phase is influenced by
practical challenges rather than theoretical limitations. Research on the deployment phase has
been relatively neglected [21] as integrating Al into real systems and maintaining them long-term
pose significant challenges at the laboratory level. However, it is crucial for successful CPS-AI
integration.

3.3.1 Embedding. The embedding step involves integrating the Al into the actual components of
the CPS. Successful embedding means that the AI’s capabilities, from data collection to inference,
align with the integration goals. In addition, the embedding should minimize resource consumption
and mitigate any negative impact on existing CPS processes. These considerations are more critical
for real-time applications and may require process changes in the CPS.

3.3.2 Maintaining. The maintenance step refers to preserving the functionality of the Al in-
tegrated into the CPS and ensuring its continued performance. Maintaining Al—not using Al
for maintenance—is critical to the commercial success of Al applications [21]. Maintaining Al
fundamentally requires addressing the complexity and uncertainty of Al systems, which are often
considered “black boxes,” and it must be feasible from a resource perspective.

3.3.3  Enhancing. The enhancing step involves modifying or creating Al systems based on envi-
ronmental changes or additional requirements. While maintaining addresses temporary changes,
enhancing focuses on adapting to permanent changes. The enhancing step allows Al systems to
respond quickly to environmental changes and is more resource-efficient than a completely new
CPS-Al integration process.

4 Challenges of CPAI

In Section 4, we introduce the nine major CPAI challenges that act as obstacles to CPS-Al integration.
Figure 4 depicts the CPAI challenges encountered during CPS-AI integration. In the design phase,
where data are collected and processed in the CPS, Al faces challenges such as data imbalance, data
scarcity, and insufficient labels. In the development phase, where Al is trained and validated, it must
be prepared for issues like drift, data loss, and unreliable inference. Finally, in the deployment phase,
where the developed Al is embedded and operated in the CPS, compute and network limitations
and adversarial attacks are important considerations.

As previously mentioned, CPAI is an interdisciplinary field, bridging CPS and Al While these
challenges emerge in other domains that apply Al, their solutions may not directly translate to CPS.
In CPS environments, the same challenges can become more pronounced due to unique constraints.
In this section, we highlight approaches to address these challenges, and examine the relationships
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among constraints, purposes, and approaches. To achieve this, we review 104 studies focusing on
these CPAI challenges and map them to the three dimensions of CPAL

Figure 5 summarizes the challenges and solutions in the design phase from the perspective
of constraints and CPS-AI integration. To address the issue of data imbalance, data can be col-
lected through a Digital Twin (DT) that imitates the physical systems of CPS. Furthermore,
the data augmentation process may be utilized to generate new data from the collected data,
thereby achieving balance. Another solution is the utilization of Al models that are specifically
designed to handle imbalanced data. To address the issue of data scarcity, it is possible to esti-
mate the unavailable data from existing indirect data or to utilize transfer learning models that
have been developed with data from other domains. In the event of insufficient labels, potential
solutions include the application of Active Learning (AL) during the processing step to perform
minimal labeling or using semi-supervised learning models that combine unsupervised and su-
pervised learning. Details of the challenges and solutions in the design phase can be found in
Sections 4.1-4.3.

4.1 Data Imbalance

As is the case with CPS-Al integration, data play a pivotal role in other domains as well. This is due
to the fact that the performance of Al models is dependent upon the quality and quantity of the
training data. Successful integration requires large volumes of data with consistent distribution.
However, certain events such as failures, intrusions, and malfunctions in physical systems are much
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rarer compared to normal conditions. As a result, the data collected in CPS can exhibit extreme
class distributions. This extreme “data imbalance” between classes can make Al training impossible
or lead to model overfitting.

4.1.1 DT One method to address the data imbalance problem is the use of DT. A DT is a virtual
and computerized counterpart within a cyber system that corresponds to a physical system [22].
While DTs are primarily used for real-time monitoring of sensor data and synchronization of system
changes, they can also be used to generate data for Al training. There are significant costs and risks
associated with inducing attacks or failures in an actual physical system, while the costs and risks
are significantly lower in a virtual DT environment. By simulating abnormal situations that could
affect the physical system, DTs can help collect data on these scenarios, thereby addressing the
data imbalance problem.

Castellani et al. [23] suggest employing a DT to generate normal and abnormal operational
data to mitigate the issue of rare data samples being misclassified as anomalous in unsupervised
machine anomaly detection. Liebert et al. [24] and Markovic et al. [25] propose a technique to
generate abnormal situation data through a DT of a modular cyber-physical production system by
independently modeling and combining each system component. Xu et al. [26] increase the volume
of anomalous data in train control using knowledge distillation based on autoencoders and DT.
Galvan et al. [27] use a DT integrating the Gazebo simulator, QGround Control, and PX4 Autopilot
software to collect abnormal data for Unmanned Aerial Vehicle (UAV) anomaly detection.

4.1.2  Data Augmentation. While DT addresses the data imbalance problem during the acquiring
step, data augmentation serves as a solution during the processing step. Data augmentation involves
generating additional training data by applying transformations to the original samples while
preserving their labels [28]. Numerous studies on data augmentation have been conducted in
the computer vision domain, focusing on image and video data [29]. In CPS, not only image and
video data are generated but also physical sensor data such as sound, temperature, velocity, and
pressure, and operational data such as network and control information. As a result, existing data
augmentation methods may not always be applicable, creating opportunities for the development
of augmentation techniques tailored to specific domains.

A Generative Adversarial Network (GAN) is a technique that generates realistic new data
through the competition between two neural networks: the generator, which generates fake data,
and the discriminator, which distinguishes between the generated data and the real data. This
method is widely used for data augmentation. In [30], GAN-based data augmentation is used to
detect defects in images of metal manufacturing parts. In [31], GAN-based data augmentation
is used to detect water leaks in water pipes. In [32], GAN-based data augmentation is applied
to defect data consisting of 590 sensor measurements from a semiconductor wafer production
line. Sometimes, domain-specific augmentation methods are required. In [33], audio-specific data
augmentation methods such as pitch shift, white noise injection, and frequency masking are applied
to sound data related to machine defects. Vo et al. [34] propose data augmentation techniques
specifically designed for UAV network traffic flow. The data are divided into sets that are easy or
difficult to classify based on labels, with the easy set compressed and the difficult set expanded to
generate new data.

4.1.3 Imbalance-Aware Learning. In the modeling step, the solution involves accepting data
imbalance and designing Al models tailored to the data. A common example of imbalance-aware
learning is One-class Classification (OC). OC is used in scenarios where the training data contains
a single dominant class, with other classes being sparse or poorly defined. In [35], a Deep Neural
Network (DNN)-Long Short-Term Memory (LSTM)-based OC model is proposed to detect
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errors in the time series data of temperature and pressure from the die casting process. Yang et al.
[36] propose a broad learning system-based OC classifier to detect intrusions in complex network
traffic data. Another solution is to use expert domain knowledge. Ye et al. [37] propose a weighted
random forest that provides stable predictions despite data imbalance by extracting 16 technical
parameters and 7 electrical parameters that affect defects in the continuous casting process based
on expert domain knowledge.

4.2 Data Scarcity

When integrating CPS-Al, data scarcity may arise when the training data is insufficient. This may
result from high costs, physical constraints of sensor installation, or insufficient time for sensing.
Data scarcity describes the lack of sufficient data across all classes, which can make Al model
training infeasible. To address this challenge, similar to dealing with data imbalance, DT methods
can be employed. In [38], image data are generated by a DT consisting of 3D models created by
CAD software, virtual cameras, and virtual robots. In [39], a DT is constructed by reconstructing
the system model using the Remaining Useful Life (RUL) of the machine and simulating physical
sensor data for CNC machines.

4.2.1 Transfer Learning. A common solution to data scarcity is Al modeling based on transfer
learning. In transfer learning, the parameters and structure of a model trained on existing domain
data are used as initial values for learning in a new domain. By freezing or fine-tuning some
layers of the existing model to adapt to the new domain, an efficient model can be achieved with
limited data. In CPS, data scarcity is common, making the application of transfer learning a widely
researched topic.

An example of a transfer learning application is real-time production progress prediction in
manufacturing systems. For current orders, there is often no historical data available, leading to
data scarcity problems. Therefore, transfer learning strategies that extract domain features from the
production data of other orders and adapt to the specific characteristics of the data of the current
order are used. In [40], a deep auto encoder is used to extract domain features and a deep belief
network is used to design a predictor. Liu et al. [41] use Convolution Neural Networks (CNN)
to extract domain features and proposes a predictor combined with LSTM.

In CPS, heterogeneous systems sometimes require common applications. In such cases, data
collected from a single system may not be sufficient and transfer learning can be used to solve this
problem. In [42], CNN-based transfer learning with non-manufacturing data is used to build a fault
detection system for rolling bearings in environments where it is difficult to obtain consistent data
for each machine due to process characteristics. Wang et al. [43] propose a ResNet-based transfer
learning strategy to overcome the lack of attack samples in the design of a network attack detector
for CPS, using open data with a large number of attack samples. Conversely, there are cases where
different applications are required within the same system. In [44], a federated transfer learning
framework is introduced to effectively solve the data scarcity problem in smart manufacturing
applications. When a new application is created, a similar model from existing applications is
selected at the central server to perform transfer learning.

4.2.2 Indirect Estimation. Another interesting strategy is to use indirect data, such as data
from neighboring machines or operational data, when it is not possible to collect data directly
from a machine. Putnik et al. [45] propose a strategy for learning the state of a machine using
indirect data. This includes metrics such as production uptime, batch size, cycle count, shift change
frequency, setup count, and time lost. This approach is used in scenarios where the infrastructure
to collect direct state data (e.g., vibration and temperature) is not available. Kim et al. [46] present a
data-driven strategy for estimating mean time to repair and mean time between failures using data
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from adjacent machines. This strategy is used when direct data collection from a specific machine
is not feasible.

4.3 Insufficient Label

Many Al approaches require labeled datasets. In particular, commonly used deep learning methods
require a large number of labeled samples. In CPS, labeling can sometimes be automated, but in
most cases, it requires manual labeling by experts. Therefore, despite having sufficient data, there is
often a shortage of labeled data due to limited human resources. This labeling shortage problem can
be addressed by transfer learning, as mentioned above. To address the labeling shortage in rolling
bearing fault detection, [47] propose a processing technique to generate auxiliary samples for the
target domain using LSTM on data from the source domain, which has abundant labeling. Qin
et al. [48] introduce a new transfer learning model for fault detection in industrial data, called the
parameter sharing adversarial domain adaptation network. This model combines the fault classifier
and the domain classifier through parameter sharing, which reduces the complexity of the network
and minimizes the training cost.

4.3.1 AL. AL is a method to address the need for large amounts of labeled data by intelligently
querying labels during learning, thereby reducing the need for labeled data [49]. AL is applicable
when there is an opportunity to engage in the collection and selection of data, following a strategy
that repeatedly selects the most informative samples for labeling. Bayesian Active Learning
by Disagreement (BALD) is a prominent AL method that selects data points to label based
on the maximum expected reduction in model uncertainty by exploiting disagreement among
multiple model predictions. Shim et al. [50] employ an AL strategy using BALD for wafer map
anomaly detection in semiconductor manufacturing processes. Todic et al. [51] propose a hybrid
BatchBALD strategy for energy analysis in power systems, combining a pool-based strategy (tar-
geting large static samples) with a stream-based strategy (targeting real-time transmitted samples).
There are other AL approaches as well. For example, [52] introduce an active anomaly detection
strategy in printed circuit board manufacturing environments that propagates sample representa-
tiveness through a graph structure while empirically combining uncertainty and representativeness
strategies.

4.3.2  Semi-Supervised Learning. Methods that use both labeled and unlabeled data are classified
as semi-supervised learning. For more detailed studies on semi-supervised learning, see [53]. Cyber
attack detection is a typical example of labeling constraints in CPS. Huda et al. [54] propose a
semi-supervised approach that combines unsupervised clustering to extract information about
unknown cyber attacks and integrates this with supervised learning classifiers such as support
vector machine and random forest. This method improves attack detection accuracy without
requiring expert effort to update the detection engine’s database. Wang et al. [55] introduce a deep
semi-supervised learning framework for CPS to identify false fault data. It uses distance-based
clustering for labeled data and an isolation forest for unlabeled data, incorporating a pseudo-labeling
strategy. Pseudo-labeling uses predicted labels for unlabeled data to proceed with learning.

Table 1 maps the studies presented in Sections 4.1-4.3 to the three dimensions of CPAIL

The three main challenges arising during the design phase have all been studied in the context of
AT augmentation. This is due to the significant risks posed by implementing Al-based automation
in environments with insufficient data and labeling.

Among the approaches to addressing data imbalance, data augmentation is the most accessible.
Augmentation requires changes to only certain components of data processing and offers a variety
of domain-independent techniques. However, training imbalance-aware models is less accessible as
it is often limited to specific situations (e.g., where only OC classification is required) or relies on
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Table 1. Studies for Challenges of Design Phase

Challenge Method Ref. Constraint Approach Purpose
Uncertainty-| Resource- Scope of Specificity | Timeliness | Responsibility
Awareness | Awareness Change of Domain
[23] v Process Dependent Real-time Augmentation
[24] v Process Dependent Non-real Augmentation
DT [25] v Process Dependent Non-real Augmentation
[26] v Process Independent | Real-time Augmentation
[27] v Process Dependent Real-time Augmentation
Data [30] v Component | Independent Non-real Augmentation
Imbalance [31] v v Component | Independent Non-real Augmentation
Data -
(4.1) . [32] v Component | Independent Non-real Augmentation
Augmentation .
[33] v Component | Dependent Non-real Augmentation
[34] v v Component | Independent Real-time Augmentation
Imbalance- [35] v Component | Independent Non-real Augmentation
Aware [36] v v Component | Independent | Real-time Augmentation
Learning [37] v Component Dependent Real-time Augmentation
bT [38] v v Process Independent | Real-time Augmentation
[39] v v Process Dependent Non-real Augmentation
[40] v Component Dependent Real-time Augmentation
Data Transfer [41] v Component Dependent Real-time Augmentation
Scarcity . [42] v Component | Independent Non-real Augmentation
Learning - -
(4.2) [43] v Component Dependent Real-time Augmentation
[44] v Process Dependent Non-real Augmentation
Indirect [45] v Component | Dependent Non-real Augmentation
Estimation [46] v Component Dependent Non-real Augmentation
Transfer [47] v Component | Independent Non-real Augmentation
Learning [48] v Component | Independent Non-real Augmentation
Insufficient [50] v Process Independent Non-real Augmentation
Label AL [51] v Process Independent Non-real Augmentation
(4.3) [52] N Process Independent Non-real Augmentation
Semi- [54] v Component | Independent Real-time Augmentation
Supervised [55] v Component | Independent Non-real Augmentation

domain-specific knowledge. DTs provide the most powerful approach to tackling data imbalance
and scarcity, owing to their ability to generate data in virtual environments. However, DTs typically
require domain knowledge and additional resources to design and operate DT-based architectures.

Approaches to addressing data scarcity, including DTs, are predominantly domain-dependent.
Transfer learning, when applied in data-scarce situations, often relies on information about domain
similarity. Additionally, indirect estimation requires insight into the system model. If data from
another domain are available, transfer learning becomes a promising approach. Conversely, if the
system model is known, indirect estimation and DTs may yield the best results.

When it comes to addressing insufficient labels, an interesting observation is that all approaches
are domain-independent. This independence stems from the fact that insufficient label research
often leverages data-driven algorithms because of the availability of sufficient data despite the lack
of labels. In this context, the promise of domain-specific approaches for insufficient labels is under-
researched. Furthermore, most approaches focus on non-real-time augmentation. Implementing
real-time automation in Al applications under insufficient label conditions is a very challenging
task.

Figure 6 illustrates the challenges and solutions in the development phase of CPS-AI integration.
To address the issue of drift, where the input data distribution or the relationship between model
inputs and objectives changes, a proactive design can be implemented to anticipate potential drifts.
In addition, AI models can be designed to detect and adapt to drift, or a strategy can be employed
to periodically update the model in response to drift. To address data loss caused by network
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Fig. 6. Challenges and solutions in development phase.

uncertainties, imputation algorithms can be used to predict the missing values from both training
and real-time data. Alternatively, models can be developed to train and infer from incomplete
data. In the case of unreliable Al inferences, one solution is to develop Al models that recognize
and mitigate the risks of these inferences. In addition, methods to validate the reliability of Al or
strategies involving human intervention to prevent critical errors can be employed. The details of
the challenges and solutions in the development phase are described in Sections 4.4-4.6.

4.4 Drift

One of the fundamental challenges in CPS-AI integration is that CPS inherently has dynamic
uncertainty. In dynamically changing environments, data drift, where the distribution of input data
changes over time, can occur. In addition, concept drift, where the relationship between model
inputs and objectives changes, is also common. These drifts can occur abruptly, incrementally,
gradually, or recurrently [56]. We refer to both concept drift and data drift as “drift.” It is important
to note that one-time anomalies are not considered drift. In CPS, such drift can result from physical
system failures, parameter changes, network modifications, or external environmental changes,
which can lead to unexpected outputs from Al models and cause severe errors or failures in
the CPS.

4.4.1  Proactive Design. One way to address drift is to design for Al integration by predicting
potential changes. This approach is particularly effective with a deep understanding of the target
CPS. CPS often experiences concept drift due to frequent scenario changes in physical system
operations. Bitsch and Schweitzer [57] propose a framework that automatically selects appropriate
ML algorithms based on scenario information for Automatic-Guided Vehicle (AGV). This frame-
work defines the target parameters and execution deadlines that must be met according to the
AGV’s scenarios and identifies ML algorithms that can meet these requirements. Shen et al. [58]
address the mathematical formalization of UAV swarm movements to develop a DT. By using data
generated from the DT, they collect data for different scenarios to prevent significant performance
degradation of control algorithms when scenarios change. Understanding the sources of noise can
help anticipate and mitigate data drift. Bodo et al. [59] analyze potential sources of signal noise,
bandwidth reduction, and computational cost in pump system monitoring. Based on this analysis,
they investigate feature extraction methods that are robust to different noise scenarios.

4.4.2  Drift-Aware Learning. A well-known solution to address drift is to adopt adaptive learning,
which detects and adapts to drift. Drift-aware learning was defined a decade ago by Joao Gama
et al. [56]. A widely used approach in drift-aware learning is the ensemble method, where
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multiple models perform prediction or classification on the same data. Lin et al. [60] address
changing defect patterns in machine parts due to aging and maintenance/replacement using
a Dynamic AdaBoost-based offline ensemble learning method. Kosana et al. [61] use nine Q-
learning-based Reinforcement Learning (RL) models to effectively predict dynamically changing
wind speeds in wind energy power grids. By continuously training the models based on perfor-
mance and error metrics and selecting the optimal model in real-time, they adapt to the changing
environment.

Another approach to drift-aware learning is the hybrid method, which combines different
paradigms. Zhou et al. [62] address effective channel allocation for UAVs in scenarios where the
number and location of UAVs change dynamically in real-time by combining LSTM and Deep
Q-Network (DQN). LSTM stores past behaviors and environmental states of UAVs, and its outputs
are used as inputs to DQN, enabling rapid learning in dynamic environments. Jayaratne et al. [63]
detect concept drift in unlabeled industrial CPS data by combining online k-means clustering with
self-organizing map-based unsupervised learning, distinguishing between abrupt and recurring
drifts. Bangui et al. [64] use a hybrid model that combines classification and clustering to respond to
unexpected attacks in vehicular ad hoc networks. The classification model handles known attacks,
while clustering addresses abnormal data. Che [65] proposes a hybrid approach to effectively
predict AGV trajectories in environments with time-varying multi-sensor errors. This method uses
error sequences and position data predicted by Autoregressive Integrated Moving Average as inputs
to gradient boosting.

Recently, drift-aware model designs using the attention mechanism have been developed. The
attention mechanism, which assigns weights to important parts of the input data, allows the model
to focus on specific elements and is widely used in natural language processing. Kim et al. [66]
propose a deep network based on the attention mechanism to solve the problems of non-periodic
noise and sensitivity to input signal characteristics in sound-based machine fault diagnosis. The
proposed model effectively controls the importance of phase components and input signal strength,
making it generally applicable to various and complex types of machine sounds. Zhou et al. [67]
present an Al-based traffic flow prediction model that effectively responds to spatio-temporal
changes in data by using a CNN to extract the spatio-temporal dependencies of traffic data and
employing the attention mechanism to dynamically adjust the importance of spatial features. Moon
et al. [68] propose a graph-based Deep RL (DRL) method incorporating the attention mechanism
to address the relationship and scale changes of tasks, machines, and vehicles in AGV-based flexible
manufacturing systems.

4.4.3 Periodic Update. After an Al model is developed, it may be necessary to adapt it to drift.
If the Al model itself lacks adaptability, a strategy of periodically updating the model during the
enhancing step can be employed. Xu et al. [69] utilize GAN and DT to address new attacks or
problem scenarios in CPS anomaly detection. They update the DT with real-time data and train
the GAN based on the results predicted by the DT. The data obtained from the GAN are used to
compute cross-entropy loss, which provides a direction for addressing drift. Bachinger et al. [70]
propose an automated data versioning and model adaptation strategy for predictive models in smart
manufacturing to adapt to changing conditions. This strategy tracks and manages the association of
Al models with data versions, automatically adapting existing models to updated data versions or
training entirely new models. Maschler et al. [71] propose Real2Sim and Sim2Real transfer learning
to adapt Al-based control software to changing production requirements and system dynamics. The
Real2Sim process reconfigures the simulation models according to new production requirements,
while Sim2Real transfer learning transfers the ML algorithms trained by simulation models to the
real system, reducing trial and error in the real system.
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4.5 Data Loss

Due to its structure of interconnected cyber and physical systems through a network, CPS involves
network uncertainties. In CPS using wireless networks, noise, collisions, unreliable links, and
unexpected failures are major causes of data loss [72]. In addition, data loss can occur due to
hardware failure in the physical system, software failures in the cyber system, and human error.
Data loss during the training process can increase model bias and distortion, which ultimately
degrades Al performance. Furthermore, data loss during the inference process can increase the
data uncertainty and, depending on the conditions, lead to critical errors.

4.5.1 Offline Imputation. A common method for addressing data loss is to impute the missing
values with predicted values, thereby creating a complete dataset. Data imputation involves esti-
mating the most likely values that the actual sensors could have returned to deal with data loss
[73]. Data imputation methods can be categorized into online imputation and offline imputation
based on the timing of data processing [74]. Online imputation processes missing data as soon
as it occurs, while offline imputation processes data using global information in a non-real-time
manner. Data loss in training datasets is mainly handled during the processing step and is typically
addressed in non-real-time operations.

Conventional data imputation methods widely used in statistics and data science can be em-
ployed. Cho et al. [32] address the loss of IoT data in manufacturing systems using methods such
as KNN, linear interpolation, and multiple imputations by chained equation. The high-dimensional
and timeseries nature of CPS data limits the effectiveness of conventional imputation methods. One
way to address this is to use new Al models for data imputation. Zhou et al. [75] employ a hybrid
method combining seasonal-trend decomposition with Recurrent Neural Network (RNN) to
impute hydraulic and environmental monitoring data. Seasonal-trend decomposition is used to
decompose long time series into trend and seasonality components to model long-term character-
istics, while RNN models local patterns. Jeong et al. [76] propose a graph-based imputation method
for high-dimensional data in chemical processes by defining similarities between independent
variables, converting these similarities into a graph structure, and applying graph convolutional
networks.

4.5.2  Learning with Missing Data. It is possible to use an approach that performs Al learning
with missing data without data imputation [77]. Although learning with missing data has not
received as much attention as data imputation, it is a crucial factor in preventing CPS failures. For
this approach to be effective, it is necessary to extract important information from inputs with
missing data and to make accurate inferences. To achieve this, [78] use a strategy of adding multiple
time slices to a dynamic Bayesian network. They use an expectation-maximization optimization
based on extensive historical data to make inferences using partially missing data and to detect
machine errors.

LSTM, a type of RNN capable of retaining long-term information, is widely used. Premkumar et al.
[79] propose a cyber-attack detection model that uses a combination of CNN and Bi-LSTM to extract
important information from inputs, including missing data, and maintain model performance by
using both past and future information. Muralidhar et al. [80] apply an attention mechanism to a
bidirectional Seq2Seq architecture, a variant of LSTM, to predict the short- and long-term states of
CPS. This approach is designed to deal with frequent failures in commercial hardware that result
in periods of sparse or missing data in time series predictions for CPS. Some approaches perform
imputation and training simultaneously, rather than training a model after data imputation. Yang
et al. [81] propose a framework that jointly performs unsupervised learning and data imputation.
They apply expectation-maximization-based optimization to both tasks. This method effectively
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handles spatio-temporal dependencies between variables and demonstrates strong performance in
anomaly detection in water treatment and chemical processes.

4.5.3 Online Imputation. Once the Al model is developed, data loss occurring during real-time
inference cannot be addressed by offline imputation. Therefore, online data imputation (also known
as real-time data imputation) is necessary to meet the time constraints of CPS. Llanes-Santiago
[82] propose a framework for chemical anomaly detection using MLP with online data imputation
to handle data loss. Advanced statistical techniques such as sequential regression, singular value
decomposition, and local least squares estimation are employed for imputation. Sarda et al. [83]
introduces a GAN-based data imputation method for real-time imputation of multivariate time
series data in steel manufacturing processes. The GAN model is trained offline using collected
timeseries data, and during the online phase, the model uses real-time data, including missing data,
as input to generate imputed results.

4.6 Unreliable Inference

One of the greatest challenges to CPS-AI integration is the inherent uncertainty of Al The in-
trinsic probabilistic properties and the limitations of algorithm design make AI’s inference results
unreliable. This increases risks for safety managers responsible for software-intensive CPS, as
system malfunctions or errors can harm humans and the environment. To minimize these risks
in CPS, several methods can be employed: (1) improve the quality of data-driven components,
(2) prevent errors and clarify requirements, (3) perform integrated testing of combined systems, and
(4) integrate humans into CPS [84]. We explore research aimed at minimizing the risks associated
with the unreliable inferences of AL

4.6.1 Risk-Aware Learning. To address unreliable inference, Al must be designed to consider the
risks associated with Al inference. This approach is referred to as risk-aware learning [85, 86]. The
primary focus of risk-aware learning is not to maximize the probability of the best inference but to
avoid the worst inferences. In CPS, false positives can be critical in certain situations. Haghighi
et al. [87] propose a conservative approach using classification and regression tree-based preventive
rules. This method designs a classifier achieving a zero false-positive rate, thereby preventing the
IDS of industrial systems from restricting legitimate traffic. Gu and Easwaran [88] minimize risk by
inferring the uncertainty of the training data. They propose a strategy that partitions the feature
space into smaller sections using a feature space partitioning tree. This strategy assesses the data
distribution within each partition and, based on these evaluations, rejects inference in regions with
insufficient training data.

By leveraging knowledge of physical systems, the risks associated with inference can be mini-
mized. Zhou et al. [89] identify control actions that may pose risks in CPS, specify safe operations
considering temporal constraints and signal characteristics, and use Signal Temporal Logic formulas
to set a customized loss function that satisfies the safety context specifications. This approach
develops a response time estimator that predicts the maximum time budget for the control software
to take mitigating actions. Xu et al. [90] propose a RL training strategy that sets a Maximum
Absolute Error (MAE) threshold that indicates control system stability and removes actions with
a high bit error rate from the action space. This strategy ensures safe and fast convergence of RL
through a policy of decreasing the exploration threshold as training progresses. Park et al. [91]
propose adaptive RL learning in industrial wireless control systems to minimize the risk of packet
loss. The strategy uses packets of lower importance for exploration to estimate packet loss rates
and assigns packets of high importance for exploitation. Lyu et al. [92] propose an Al-enhancing
framework that automatically adjusts deep learning controllers to meet safety requirements. The
approach iteratively explores the control decision space to identify unsafe control actions, finds
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optimal adjustments that satisfy the safety requirements, incorporates the adjusted control inputs
and outputs into the training dataset, and retrains the deep learning controller.

4.6.2 Reliability Testing. Another way to minimize the risks of unreliable inferences is to test
the reliability of the developed Al Standard Al verification metrics such as accuracy, precision,
and MSE are insufficient to verify reliability. Catak et al. [93] propose a validation technique to
quantify uncertainty using a prediction-time dropout-based neural network and estimates the
uncertainty of deep learning inferences using a support vector machine. Instead of setting predefined
uncertainty thresholds, this approach effectively captures non-linear patterns in uncertainty through
a prediction validation model. Song et al. [94] propose a stability evaluation benchmark for Al
applied to CPS control, including goal achievement rate, MAE, safe state achievement time, and
response time to events. Kim et al. [95] address the limitations of the F1 score in detecting anomalies
from time series data, particularly its inability to indicate when an anomaly begins and ends. The
proposed metrics, TaP (timeseries aware precision) and TaR (timeseries aware recall), use thresholds
to distinguish values affected by anomalies during the return of the physical process to a normal
state.

4.6.3 Human Involvement. One solution to the inherent uncertainty of Al is to involve hu-
mans in Al judgments and decisions. This involvement falls into two broad categories. One is
the Explainable AI (XAI) paradigm, where the goal is to make Al inferences understandable to
humans, enabling them to directly decide whether to accept or reject the AIl's conclusions [96]. The
other is the Safe Fail paradigm, where, in cases of high uncertainty in Al inferences, the option to
reject the AI's inference is chosen, and traditional controllers or human operators apply backup
solutions [88].

XAI approaches are explored to make Al inferences interpretable by users. To make decisions
of DNN IDS interpretable by users, [97] use techniques such as RuleFit, which forms rule-based
models, local interpretable model-agnostic explanations, which explain the reasons for predictions
for specific inputs, and Shapley Additive Explanations, which distributes the impact of each feature
on the prediction based on game theory. Similarly, [98] use Krill Herd Optimization, an optimization
algorithm inspired by the swarming behavior of krill in nature, to improve the transparency of
industrial CPS IDS. Each krill represents a feature of the dataset, and KHO evaluates the importance
of the features, explaining which features the model considers in making predictions. Christou
et al. [99] address the black-box problem of predicting the RUL of production systems by using
quantitative association rule mining. QARMA generates rules to improve the transparency of Al
by ranking the top 100 attribute values based on support and confidence.

The Safe Fail approach involves adding a process to determine whether to accept decisions based
on uncertainty during the maintenance phase. Ramanagopal et al. [100] propose a method for
identifying failures in deep learning-based object detection for autonomous vehicles, particularly
when there is no ground truth data available. The method identifies failures of the object detector
based on temporal cues and stereo cue mechanisms that analyze the movement and position of
objects. Boursinos and Koutsoukos [101] present a system that assesses the reliability of outputs
in deep learning-based recognition. This method derives confidence and credibility values p for
each class, accepting the classification prediction if p exceeds a threshold, and involving human
intervention if it does not.

Table 2 maps the studies presented in Sections 4.4-4.6 to the Three Dimensions of CPAL

Most studies addressing challenges in the development phase primarily focus on component-level
modifications. This is because these challenges significantly impact the inputs and outputs of Al
models, leading to a prevalence of research that seeks to address them through the modification of
Al components.
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Table 2. Studies for Challenges of Development Phase

Challenge Method Ref. Constraint Approach Purpose
Uncertainty-| Resource- Scope of Specificity | Timeliness | Responsibility
Awareness | Awareness Change of Domain
P i [57] v v Process Dependent Real-time Automation
g’;‘; 1;&: [58] v Process Dependent Real-time Automation
8 [59] v v Component | Dependent Real-time Augmentation
[60] v Component | Independent Non-real Augmentation
[61] v Component | Independent Real-time Augmentation
[62] v Component | Independent Real-time Automation
. . [63] v Component | Independent Real-time Augmentation
Drift Drift-A
(42) ;learn?:lare [64] v Component | Independent Real-time Augmentation
’ & [65] v Component Dependent Real-time Augmentation
p P g
[66] v Component | Independent Non-real Augmentation
[67] v Component | Independent Non-real Augmentation
[68] v Component | Independent Non-real Automation
Periodic [69] v v Process Dependent Real-time Augmentation
Undate [70] v Process Independent Real-time Augmentation
P [71] v Process Dependent Real-time Automation
Offline [32] v Component | Independent Non-real Augmentation
. [75] v Component | Independent Non-real Augmentation
Imputation P p g
pu 76 v Component | Independent Non-real Augmentation
p p g
Data Loss Learning [78] v Component Dependent Real-time Augmentation
@5) with [79] N v Component | Independent Non-real Augmentation
- Missin, 80 v Component Dependent Non-real Augmentation
g p P g
Data [81] v Component Dependent Non-real Augmentation
Online [82] v v Component | Independent | Real-time Augmentation
Imputation [83] v v Component | Independent Real-time Augmentation
[87] v Component | Independent Non-real Augmentation
p P g
[88] v Component | Independent Non-real Augmentation
p P g
Risk-Aware [89] v v Component | Independent Real-time Automation
Learning [90] v v Component Dependent Real-time Automation
91 v Component Dependent Real-time Automation
p P
Unreliable [92] v v Component | Independent | Real-time Automation
Lo [93] v Component | Independent Non-real Augmentation
g
Inference Reliability -
6) Testin, [94] v Process Independent Non-real Augmentation
’ s [95] v Component | Independent Real-time Automation
[97] v Component | Independent Real-time Automation
p P
98 v Component | Independent Real-time Automation
Human p P
[99] v Component | Independent Real-time Augmentation
Involvement
[100] v Component Dependent Real-time Augmentation
p P g
101 v Component Dependent Non-real Augmentation
p P g

Solutions to drift have been extensively studied in the context of real-time applications, where
drift is particularly critical. Designing drift-aware Al models is a common solution to the drift
problem. This approach emphasizes the creation of AI models that recognize and adapt to drift
based on data, making it domain-independent. In addition, it requires modifications only to Al
components, which minimizes implementation constraints. In contrast, proactive design anticipates
drift based on information about the system, making it domain-dependent. However, it does not
require the design of new Al models and is relatively more robust to drift compared to drift-aware
strategies. Periodic updates have the advantage of being applicable even after the Al model is
embedded in the system. However, unlike other methods, this approach requires process-level
changes, such as the use of DTs, simulators, or data management systems, which involve additional
resources.

A common solution to data loss is to incorporate an imputation function into the data processing
component. Offline imputation is performed using collected data and is thus suited for non-real-time
applications. In contrast, online imputation is required for real-time applications, as it addresses
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Fig. 7. Challenges and solutions in deployment phase.

data loss using real-time series data. Additionally, the learning with missing data approach involves
redesigning Al models and often requires domain knowledge, as it focuses on extracting critical
features from timeseries data. We found no studies addressing data loss in applications aimed at
automation. Addressing the data loss challenge in the context of automation would be an intriguing
area for future research.

Unreliable inference has been addressed more extensively in real-time automation applications
compared to other challenges. This is because uncertain inference poses one of the most critical
threats to the responsibility of Al systems. Risk-aware learning involves designing Al models to
avoid the worst-case inference scenarios. It can utilize domain-independent rejection strategies
or domain-specific inference formulation strategies. However, such approaches do not guarantee
optimal performance. Human involvement approaches rely on human intervention when inference
fails. While these approaches preserve Al performance better than risk-aware learning, their
application is limited due to their dependency on human input. Reliability testing, on the other
hand, focuses on conducting additional validation for trained AI models. This method does not
require designing new models but is not a fundamental solution to the problem. Furthermore,
the testing process may involve additional procedures, such as evaluating invalidated models
within CPS.

Figure 7 illustrates the challenges and solutions in the deployment phase of CPS-AI integration.
To address computing resource limits, reducing the dimensionality of the high-dimensional data of
the CPS can be a solution. In addition, resource-aware learning, which adapts Al model structures
or training methods to CPS resources, and resource-aware frameworks, which transform CPS
frameworks to accommodate Al, are being explored. Similarly, to tackle network resource limits,
designing the network architecture of the environment where Al is embedded is studied. In addition,
federated learning strategies can reduce data transmission, and the scheduling of data transmission
at the edge can be optimized. Finally, similar to other components of CPS, Al may be subject to
adversarial attacks. To counter this, examples of such attacks can be included in the training step,
or blockchain mechanisms can be integrated into the Al operational processes. The details of the
challenges and solutions in the deployment phase are described in Sections 4.7-4.9.

4.7 Computing Limits

In CPS, computing resource constraints must be considered due to the limited computing power
available. In particular, Al, with its complex model structures, large datasets, and high computational
demands, consumes significantly more computing resources than traditional methods. In CPS-AI
integration, these limited computing resources can make Al training infeasible or result in excessive
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time and energy consumption, negatively impacting other CPS processes. Computing limits can be
addressed through two main approaches: process-level changes that adapt the CPS architecture
to the resources of the Al and component-level changes that adapt the data and Al models to the
resources of the CPS.

4.7.1 Resource-Aware Framework. Designing a resource-aware framework that adapts the CPS
architecture to the resource consumption of the Al is one of the solutions to computing limits. First,
the framework can be designed by analyzing the resources consumed by the AI Trihinas et al.
[102] propose a framework to monitor the energy usage of UAVs with ML applications to prevent
errors caused by energy overhead. This framework measures the energy associated with flight,
computation, and communication based on on-board drone data and then generates an energy
model formulated through equations. Dhuheir et al. [103] define constraints on computational load
and maximum memory usage for UAV swarms to eliminate decision delays caused by resource
constraints in on-board image classification ML. This approach prevents ML applications from
causing resource exhaustion. Agyeman and Rinner [104] address local resource constraints where
the resource requirements of ML are significantly exceed the resources of smart cameras. They
propose resource-appropriate data input/output, data volume, data compression methods, and
distributed processing methods.

To overcome the limits of on-board computing resources, approaches using DTs are also be-
ing explored. Lei et al. [105] address the difficulty of directly utilizing ML in UAV swarms due
to computational and storage constraints by using intelligent centers. In this approach, DTs are
constructed at the intelligent centers for data collection and model training, and then the trained
models are embedded in the UAVs to supplement their limited computational and storage capa-
bilities. Similarly, [106] use a task allocation algorithm with DQN in UAV swarms by conducting
pre-training through DTs on an airship equipped with a high-performance computer. Subsequently,
real-time interactions between the UAVs and the DT ensure the validity of the pre-training results
by adjusting the operational and state spaces in real-time.

4.7.2  Dimensionality Reduction. The high dimensionality of data used in Al complicates models
and increases computational requirements. In the processing step, dimensionality reduction of data
generated by CPS is one way to address the constraints on computing limits. Common methods
such as Principal Component Analysis (PCA) and Kernel PCA are often ineffective for complex
CPS data. Therefore, new feature selection or extraction algorithms suitable for CPS data need to
be used. Bodo et al. [59] propose a strategy that ranks the features based on industrial constraints
such as environmental conditions, sensor types, and the computation time of feature extraction
algorithms. Tertytchny and Michael [107] also suggest data reduction through feature evaluation
and ranking based on information gain. Tutsoy et al. [108] apply RL to humanoid robots, reducing
the dimensionality of the state space by using symbolic inverse kinematics. They derive explicit
equations for each joint to reduce the dimensionality of the state space.

Recently, there have been increasing attempts to use Al for dimensionality reduction. Ghahramani
et al. [109] propose a feature selection method based on genetic algorithms and Artificial Neural
Networks (ANN) to effectively recognize non-linear relationships in about 600 high-dimensional
semiconductor process data. Zhong et al. [110] employ a parameter extraction method combining
ANN and Pearson correlation coefficient to effectively capture spatio-temporal correlations in
high-dimensional UAV flight data. Mansour [111] employs a meta-heuristic algorithm, adaptive
harmony search, for feature selection in high-dimensional data of CPS IDS.

4.7.3 Resource-Aware Learning. Computing limits can be addressed by modifying the structure
or training methods of Al models to suit the computing resources of the CPS. Kiac et al. [112] reduce
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computational complexity by reducing the number of filters in convolutional layers and removing
unnecessary blocks when using Al to recognize real-time traffic conditions at intersections and
railway crossings. Li et al. [113] address the computational burden in UAV trajectory planning
using DRL by modifying the initial DRL training process. They use structured weight pruning to
retain only important connections while removing unnecessary or less important neurons and
connections, thereby reducing memory usage and increasing processing speed.

One of the representative approaches is to maximize the use of computing resources on edge
devices. Ren et al. [114] utilize an adaptive knowledge distillation algorithm to deploy a neural
network model for RUL prediction on edge devices. The knowledge distillation algorithm transfers
the knowledge from a high-performance teacher model to a lightweight student model, enabling the
smaller model to mimic the performance of the larger model. Jin et al. [115] propose an edge-based
cooperative learning system to maximize learning performance while using resources efficiently
during training at the edge. The parameter server receives local gradients to update and store model
parameters, and edge devices train the model with their data. During this process, the system
evaluates the status of each device in real-time to determine the optimal task order for network
and computational resources.

Some studies explore performing federated learning on edge devices with limited computing
resources. For more details on federated learning, see Section 4.8.1. Mills et al. [116] address the
issue of computational cost in IoT device-based federated learning by using distributed Adam
optimization and model compression methods to reduce the time required for model convergence.
Jiang et al. [117] apply federated learning to CPS with limited computing resources by using a
parameter selection method based on update direction consistency.

4.8 Network Limits

One of the key characteristics of CPS is that all data from cyber and physical systems are trans-
mitted over the network. Since network resources are not infinite, the amount of data that can be
transmitted in real-time is limited. This limitation is even more pronounced when using wireless
networks. Network limits can make Al training and inference impossible, and Al-related traffic can
interfere with the transmission of data for other processes. To address network limits, Al models or
network architectures can be modified. In addition, network scheduling can be designed with Al
in mind.

4.8.1 Federated Learning. Distributed learning improves computational efficiency but reduces
network efficiency due to the process of distributing data from a central server to each device.
Federated learning is a learning method that can address the network constraints in distributed
learning. In federated learning, models are trained on multiple local devices and then only the
learned parameters are uploaded to a central server to improve the overall system model. Since
the actual data are not transmitted over the network, this reduces network resource consump-
tion and is more secure from an information protection perspective. Recently, there have been
increasing attempts to use federated learning in CPS. [118] proposes federated feature selection
in the distributed computing of autonomous vehicles. Local feature selection is performed using
cross-entropy, and the central server iterates rounds using a Bayesian approach until the global
probability vector stabilizes.

Federated learning is most widely used in CPS cybersecurity. Jayasinghe et al. [119] propose a
federated learning-based hierarchical anomaly detection mechanism. This mechanism uses two
anomaly detectors: the first uses a relatively small database with an ML model and a local ag-
gregation server, while the second one uses a more complex ML model and a global aggregation
server for federated learning. For intrusion detection, [120] use a Gated Recurrent Unit (GRU)
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model, [121] combine CNN and GRU models, and [122] combine CNN and MLP models. These
approaches use federated learning to address security threats and network overhead associated
with transmitted data.

4.8.2 Network Architecture. Transforming the network architecture of CPS to accommodate Al
can address network limitations. Yun et al. [123] propose an importance-based intelligence-defined
networking architecture that assigns different weights to dataflows based on their importance level.
The importance of dataflows is classified through clustering, and the weights are used to quantify
the performance score of DNN models to evaluate resource allocation performance.

Network architecture is particularly noteworthy from the perspective of distributed learning,
where network efficiency is crucial. Lim et al. [124] propose a mechanism using UAVs to address
network delays and failures caused by network range limitations in federated learning of IoT
devices. After local devices perform model training, UAVs move to points with favorable channel
conditions for an efficient wireless network, collect updated model parameters and circulate them
through the network to increase network coverage. Shen [125] propose an adaptive framework
to resolve the differences in computation and transmission speed between local devices when
using distributed deep learning in heterogeneous environments. The framework evaluates the
learning time of devices, uses a hybrid of asynchronous and semi-synchronous communication,
and employs data compression strategies during learning. Zhao et al. [126] address the single-point
failure problem in IIoT federated learning by proposing a model aggregation structure with multiple
servers. The strategy minimizes the loss of the central model by considering potential failures
during data transmission and distributing the data to multiple servers.

4.8.3 Edge Scheduling. To deploy Al with limited computing resources, edge computing archi-
tectures that leverage the computational resources of edge devices are widely used. These edge
computing architectures create additional processes for assigning tasks to distributed edge devices
and transmitting data. Edge scheduling is required to address the network latency resulting from
this process. Sun et al. [127] propose a scheduling method to solve the network delay issue in
real-time IIoT by combining edge computing and cloud computing. This method distributes network
traffic between edge servers and remote cloud servers. The scheduling algorithm determines task
offloading and traffic routing based on the performance of Al and the estimated latency for each
edge server and cloud. Li et al. [128] propose a scheduling method using SDN to guarantee real-time
performance by minimizing delays in edge computing-based services for smart manufacturing.
This method evaluates the state and waiting time of edge devices to appropriately select the server
that will execute the Al model.

Thekoronye et al. [129] propose a scheduling method to minimize latency and maximize through-
put in mobile edge computing-based UAV intrusion detection. The strategy uses MEC-UAVs, which
act as gateways between the UAV swarm and the GCS, delivering control signals and offloading
high-cost computational tasks. Zhu et al. [130] use RL to minimize the energy consumption of
edge devices. DRL scheduling, which considers the energy consumption and processing latency
(including network and transmission delays) of Al tasks performed at the edge, distributes tasks to
edge devices. Khan et al. [131] formulate the federated learning process of IoT devices as an integer
linear optimization problem to achieve resource optimization. The formulated problem, considering
hardware limitations, packet error rates, and interference, is decomposed into sub-problems of
association and resource allocation, which are then solved using convex optimization techniques.

4.9 Adversarial Attack

In general, CPS have employed oracle-based mechanisms to detect abnormal attacks [132] and
have further enhanced these capabilities through the integration of Al into the oracle design [133].
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However, with the emergence of adversarial attacks aimed at deceiving Al in CPS, new strategies
are required to effectively counteract such threats. Adversarial attacks on Al involve generating
intentionally perturbed inputs to cause the Al to make incorrect decisions [134]. These adversarial
attacks can be considered as a form of data drift. Current research on these attacks remains focused
on the cyber domain, leaving the potential risks posed by adversarial examples to CPS largely
unexplored [135].

4.9.1 Adversarial Example. One approach to counter adversarial attacks is to anticipate such
attacks during the training and validation process. Pattanaik et al. [136] propose a strategy to
counteract adversarial attacks during the training step. To address adversarial attacks in the use of
RL in control systems, adversarial training is incorporated into the DRL model training process to
improve the robustness to parameter uncertainties in the DRL algorithm. Another solution is to
address adversarial attacks during the validation step. Pet et al. [137] introduce the DeepXplore
testing technique, which measures the neuron activation coverage of deep learning models in
autonomous driving by adding adversarial test inputs that induce differential behaviors to traditional
random testing. Zhou et al. [138] test the robustness of deep learning-based anomaly detection
models in CPS by incorporating Gaussian-based noise and adversarial examples generated by
neural networks during the validation process.

4.9.2  Block Chain. One solution to counter adversarial attacks is to use blockchain technology.
Blockchain is a distributed digital ledger technology that stores data in immutable blocks, each
linked to the previous one. This ensures data integrity and prevents hacking and data tampering.
CPS data and commands stored on the blockchain prevent intentional data manipulation and
facilitate the detection and tracing of attack attempts. Wang et al. [139] add a blockchain-based
process and noise injection feature during the model update process to prevent vulnerabilities
in the central server and malicious local data provisioning when using federated learning-based
crowd detection ML in UAVs. Similarly, [140] address security issues in federated learning-based
anomaly detection in IoT by applying controllable noise and blockchain to local parameters sent
to the central server. Ren et al. [141] propose an NFT-based intelligence networking system in
a sensor data collection system through automated vehicles. The roadside unit stores hashes via
blockchain that individual vehicles can download and use. Singh et al. [142] propose a decentralized
IoT architecture using blockchain. This four-layer structure, consisting of edge, base station, fog,
and cloud, connects each layer to the blockchain to run intelligent applications.

Table 3 maps the studies introduced in Sections 4.7-4.9 to the Three Dimensions of CPAI.

Most studies on deployment-phase challenges involve considering resource constraints, as these
challenges significantly affect the operational environment in which Al components run.

Computing limits have been extensively studied due to their profound impact on running Al
under real-time conditions. A common solution to computing limits is to adopt resource-aware
frameworks and apply dimensionality reduction methods. Resource-aware frameworks require
process-level changes but do not necessitate modifying the AI model itself. They offer a practical
solution by coordinating resource usage between the CPS and the Al, ensuring more efficient
utilization of available resources. In contrast, dimensionality reduction only requires modifications
at the feature level of the Al model and is generally domain-independent, making it compatible with
other approaches. However, simplifying input data can lead to some loss in performance. Resource-
aware learning represents adjusting the AI model itself to accommodate resource constraints.
This can be achieved by reducing computational overhead within a single model or by optimizing
resource usage across multiple models in distributed or federated learning scenarios. While these
approaches are domain-independent, it is important to choose the appropriate learning strategy
based on the operational environment.
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Table 3. Studies for Challenges of Deployment Phase

Challenge Method Ref. Constraint Approach Purpose
Uncertainty-| Resource- Scope of Specificity | Timeliness | Responsibility
Awareness | Awareness Change of Domain
[102] v Process Dependent Real-time Augmentation
Resource- [103] M Process Dependent Real-time Augmentation
Aware [104] v Process Independent Real-time Augmentation
Framework [105] v Process Dependent Real-time Automation
[106] v Process Dependent Real-time Automation
[59] v v Component Dependent Real-time Augmentation
Dimension- [107] v Component | Independent Non-real Augmentation
Computing ality [108] v Component Dependent Real-time Automation
Limits Reduction [109] v Component | Independent Non-real Augmentation
(4.7) [110] v Component | Independent Non-real Augmentation
[111] v Component | Independent Non-real Augmentation
[112] v Component | Independent | Real-time Augmentation
Resource- [113] v Component | Independent Real-time Automation
Aware [114] v Process Independent Non-real Augmentation
Learning [115] v Process Independent Non-real Augmentation
[116] v v Component | Independent Non-real Augmentation
[117] v v Component | Independent Non-real Augmentation
[118] v v Component | Independent Non-real Augmentation
Federated [119] v v Process Independent Non-real Augmentation
Learning [120] v v Process Independent Real-time Augmentation
[121] v v Process Dependent Non-real Augmentation
[122] v v Process Independent Non-real Augmentation
Network [123] v Process Independent | Real-time Augmentation
Limits Network [124] v Process Dependent Real-time Augmentation
8) Architecture [125] v Process Dependent Real-time Automation
[126] v Component | Independent | Real-time Automation
[127] v Process Independent Real-time Augmentation
Edge [128] v Component | Independent Real-time Automation
Scheduling [129] v Process Dependent Real-time Augmentation
[130] v Process Dependent Real-time Augmentation
[131] v Process Dependent Real-time Augmentation
Adversarial [136] v Component | Independent | Real-time Automation
Example [137] v v Component | Independent | Real-time Automation
Adversarial [138] v v Component | Dependent Non-real Augmentation
Attack [139] v v Component Dependent Non-real Augmentation
(4.9) Block Chain [140] v v Component | Independent Non-real Augmentation
[141] v v Component | Dependent Real-time Automation
[142] v v Process Independent | Real-time Augmentation

Within the context of network limits, federated learning has recently gained attention as it can
address both network constraints and adversarial uncertainties. However, implementing federated
learning may require substantial process-level changes in non-distributed operational environ-
ments. Additionally, ensuring model synchronization in real-time scenarios can be challenging.
Another strategy to address network constraints is to adjust the CPS network architecture. Such
adjustments are generally undertaken with the assumption of distributed or federated learning,
which may demand additional Al model or computational resources during the network optimiza-
tion process. Edge scheduling mitigates the additional processes introduced by federated learning
and network architecture adjustments. Although edge scheduling has been extensively studied
in real-time systems, it demands substantial domain knowledge to simultaneously consider the
unique characteristics of Al workloads and the CPS network.

The challenge of adversarial attacks remains an area that requires significant further research.
Currently, a common solution is to include adversarial examples in the training process of Al
models. While this approach is effective, it increases computational overhead and does not provide
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absolute protection. Another solution is the use of blockchain technology, which can enhance
system integrity by integrating blockchain-based processes into systems. This method is relatively
straightforward to implement but introduces additional computational and storage requirements.
We believe that risk-aware learning and drift-aware learning approaches hold promise for addressing
adversarial attack challenges. This is because adversarial attacks can be considered a form of drift
that often results in unreliable inference.

5 Conclusion

CPS-Al integration presents significant opportunities and formidable challenges. Al operates on
the premise that “good things happen probabilistically,” while CPS adheres to the principle that
“bad things must not happen.” This fundamental difference requires addressing and resolving
the uncertainties inherent in CPS-AI integration. Representative challenges include data imbal-
ance, data loss, drift, unreliable inference, and adversarial attacks. Furthermore, the clash be-
tween the Al academic perspective that “resources are always accessible and Al-centric” and the
CPS principle emphasizing that “resources are inherently limited and shared among all com-
ponents” amplifies the importance of resource-efficient design in CPS-AI integration. Typical
resource-related challenges include data and label scarcity, network limitations, and computational
constraints.

We introduce CPA], a specialized sub-field within Al research which we propose as the first of
its kind. CPAI encompasses various technologies and methodologies aimed at addressing these
constraints. To clarify the scope and definition of CPAL we provide a novel 3D classification scheme
consisting of Constraint (C), Purpose (P), and Approach (A). Additionally, we reevaluate 104 studies
from a CPAI perspective, highlighting key challenges and insights from a CPAI perspective. Through
this article, we aim to consolidate fragmented research efforts in the emerging CPAI domain,
fostering collaboration and progress among CPS and Al researchers. This integrated approach not
only facilitates the practical application of Al in CPS but also guides researchers in developing
resource-efficient and reliable Al technologies that meet the stringent requirements of CPS. By
introducing the CPAI domain, we hope to ultimately enable the reliable and resource-efficient
design, development, and deployment of Al technologies in CPS environments.
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