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Abstract

Several cryptosystems suggested for the post-quantum cryptography candidates, including Falcon, BIKE, and NTRU, are
defined in a polynomial ring. They must derive the inverse polynomial of any given polynomial for generating a public
key. This process consumes considerable processing time; therefore, reducing the time to derive the inverse polynomial
significantly improves many cryptosystems’ performance. In this paper, we primarily suggest two polynomial inversion
algorithms, combined-variable-time and combined-constant-time algorithms, based on the modification of the extended
Euclidean algorithm. The combined-variable-time algorithm shows how to calculate the inverse polynomial by introducing
the combined matrix fast, which is generated by merging several steps of the polynomial operations. In cryptosystems, to
defend against side-channel attacks, the implementation with constant running time is essential in preventing information
leakage. Thus, we propose the combined-constant-time polynomial inversion algorithm, which expends less running time
than the conventional NTRU inversion algorithm. For binary polynomial inversion, the proposed combined-variable-time
algorithm is 1.95 times faster than the variable-time algorithm used in the previous NTRU (Silverman Almost inverses and
fast NTRU key creation, NTRU Tech Report, no. 014v1, Mar. 15, 1999), and the combined-constant-time algorithms are 1.43
times faster than the reference constant-time algorithms submitted to round 3 of the NIST PQC standardization, respectively.
For ternary polynomial inversion, the proposed combined-variable-time and combined-constant-time algorithms are 1.59 and
1.29 times faster than the corresponding reference algorithms.

Keywords Key encapsulation mechanism (KEM) - Lattice-based cryptography - NTRU - Inverse polynomial - Post-quantum
cryptography (PQC) - Public key encryption - Side-channel attack

1 Introduction tems that can be secure, even in the quantum computing

era. To implement current standard public key cryptosys-

The National Institute of Standards and Technology (NIST)
recently announced the first post-quantum cryptography
(PQC) standard algorithms and then proceeded to the fourth
round of standardization of PQC for developing cryptosys-
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tems like RSA (Rivest-Shamir-Adleman), as described in
[2], modular operations involving very large numbers are
required for integer multiplication and inversion. However,
many PQC candidates are often defined on the polynomial
ring. Consequently, they frequently involve calculating the
multiplication and inversion of polynomials within a spe-
cific ring. Among them, the NTRU [3] is a key encapsulation
mechanism (KEM) cryptography that has garnered signifi-
cant attention because of its short key length and relatively
simple implementation. The most time-consuming task in the
NTRU is to derive the inverse polynomial for key generation.
In addition, the FALCON [4], one of the post-quantum digi-
tal signature schemes selected by NIST, is created based on
the NTRU polynomials and needs to find the inverse poly-
nomial. Moreover, the BIKE [5] and the NTRU Prime [6],
alternative post-quantum KEM algorithms considered in the
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third round of NIST PQC Standardization, also include the
inverse polynomial calculation process. This paper proposes
new efficient algorithms to calculate the inverse polynomial
with variable-time and constant-time versions.

For two positive integers a and b that are coprime, the
multiplicative inverse of » modulo a can be computed using
either the extended Euclidean algorithm [7-9] or Fermat’s
Little Theorem [10, 11]. In this work, we focus primarily on
the extended Euclidean algorithm, as our goal is to find the
inverse polynomial in a polynomial ring. Its direct imple-
mentation requires non-trivial division; hence, Montgomery
modular multiplication is utilized for efficient hardware
implementations [12-14]. By changing integers to polyno-
mials, the extended Euclidean algorithm can be modified to
an algorithm that determines the inverse of a polynomial
for a given modulus polynomial. Implementing hardware for
determining the inverse of the polynomial defined over the
binary field was proposed in [ 15]. Schroeppel [16] introduced
the Almost Inverse algorithm, which Silverman [1] applied
to NTRU. Additionally, several fast algorithms have been
proposed for obtaining the inverse polynomial in NTRU by
adapting the extended Euclidean algorithm [8, 17]. In [18],
a constant-time version of the Almost Inverse algorithm was
derived, and an hardware implementation was proposed to
execute instructions that can be performed simultaneously
in parallel, aiming to increase the speed of the algorithm.
One way to modify it is to utilize a cyclic matrix constructed
from the coefficients of a given polynomial. Since coeffi-
cients of the polynomial resulting from the multiplication of
two polynomials in the polynomial ring can be derived from
the convolution of their coefficients, computing the inverse
of the cyclic matrix of the polynomial makes it possible to
calculate its inverse polynomial. In [19, 20], and [21], Gaus-
sian elimination is the primary tool for deriving an inverse
matrix, and the determinant of the matrix is calculated to
check the existence of the inverse. Also, the Number Theo-
retic Transform (NTT) [22] is a powerful tool that calculates
polynomial multiplication and division in quasi-polynomial
complexity. Since the FALCON [4] satisfies the modulo con-
dition that is required by the NTT, the polynomial division
in the public key generation is implemented by the NTT.

In implementing each component of a cryptosystem, pro-
tecting the secret keys and messages from side-channel
attacks is as crucial as processing with high speed. Secret
parameters can be exposed to the attacker when the pro-
cessing time is not constant because branch operations
depend on the input data. NIST also has recommended
providing constant-time implementations of the suggested
post-quantum crypto algorithms as an elementary counter-
measure for side-channel analysis. Therefore, techniques
related to constant-time implementation have garnered atten-
tion from modular inversion of integers [23] to modular
inversion of polynomials [17]. The algorithm for determin-
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ing an inverse polynomial in NTRU is also based on the
constant-time implementation [1, 17, 24]. Because Bernstein
and Yang’s algorithm [17] is known as faster than any other
previously suggested algorithms [25, 26], the NTRU inver-
sion algorithm submitted to the NIST round 3 is implemented
with [17]. Bernstein and Yang’s algorithm [17] keeps track
of constant terms of polynomials and reduces the degree of
polynomials by applying a variant of the extended Euclidean
algorithm. They formulated the constant-time inverse poly-
nomial calculation algorithm, and the inverse polynomial was
derived from fixed 2N + 1 iterations, where N is the max-
imum degree of the polynomials. Recently, in [27], FPGA
implementations of the BIKE are proposed, and Bernstein
and Yang’s algorithm [17] is applied to the polynomial
inversion. The authors of [27] optimized the hardware to
implement the inversion algorithm efficiently and used the
same number of iterations with [17]. In addition, Drucker et
al. [28] propose an optimized method for computing inverse
polynomials in BIKE, which operates over polynomials with
binary coefficients. Their method enhances the efficiency of
an inversion technique structurally similar to the Itoh-Tsuji
Inversion (ITI) algorithm [29].

This study proposes two algorithms that improve the
efficiency of computing inverse polynomials through mod-
ifications to the extended Euclidean algorithm, with simu-
lation results demonstrated within the NTRU cryptographic
framework. The first algorithm focuses on speeding up the
algorithm in cases where the calculation time of each inverse
polynomial varies. The information leakage can be prevented
even in variable-time algorithms by carefully implementing it
without the branch operation and carrying out further dummy
operations even after the polynomial inverse calculation is
completed. The second algorithm runs in constant time and
reduces the operation time compared to the original NTRU
algorithm by simultaneously handling multiple coefficients.
We analyze how the algorithms work fast by trading-off com-
plexity and memory space.

This paper is organized as follows. In Sect. 2, basic prelim-
inaries for the subsequent discussion are presented. In Sect. 3,
we explain how to make the algorithm fast by tracking addi-
tional information and merging matrices by suggesting the
combined-variable-time algorithm. In Sect. 4, we suggest a
constant-time algorithm with N + 1 iterations, which reduces
running time effectively by combining several steps and con-
suming additional memory resources. In Sect. 5, we present
the numerical simulation results for performance of both
combined-variable-time and combined-constant-time algo-
rithms. Finally, we conclude this paper in Sect. 6.
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2 Preliminaries
2.1 Basic notations

Matrix is denoted by a boldfaced capital letter, for example,
A. The matrix multiplication is denoted by -, similar to poly-
nomial and integer multiplications. Z, means a finite subset
of integer Z, generated by the modulo p operation such as
Z,=1{0,1,2,---, p—1}.Z,[x] denotes a set of polynomi-
als with coefficients in Z,. Z,[x]/g(x) is a subset of Z[x],
and its elements are obtained by modulo g(x) operation to a
polynomial of Z,[x]. We define the degree of a polynomial
as the highest order of the term with a non-zero coefficient.
When a polynomial, f(x) = Z,N:o fi-xi e Z,(x]/g(x),has
a non-zero coefficient fy, the degree of f(x) is N, denoted
by deg f. When the degree of g(x) is NV, the degree of an ele-
mentof Z,[x]/g(x)isless than N. For the given polynomials
fir) =N ga;i-x'and fo(x) = SN by - x', addition is
represented by f1(x) + f2(x) = ZlN:O (aj +b;) - x' and mul-
tiplication is represented by f1(x)- f2(x) = Z;L() ZIN:O (a; -
b;) - x'*/ with modulo p and g(x) operations. For NTRU,
g(x)isdefined as g(x) = 14+x+...4+x". However, the pro-
posed algorithm can be generally applied to calculate inverse
polynomials when g(x) and f(x) have no common factor.

In the proposed algorithm, the ‘swap operation’ between
two polynomials f(x) and g(x) means that 7(x) <« f(x),
f(x) < g(x), and g(x) < t(x), in this order. That is, the
notations of f(x) and g(x) are exchanged after the opera-
tion. We utilize bitwise operators such as (|, &, -, @), which
denote (OR, AND, NOT, XOR) operations, respectively. For
example, when we have a = 1 and b = 0, (a | b) is one and
(a&b) is zero. Furthermore, a is zero. These operators are
applied to only the binary variables in this paper.

2.2 Variable-time inverse polynomial calculation
algorithm in NTRU

For a polynomial, f(x) € Z,[x]/g(x), if an inverse polyno-
mial of f(x) exists in the given polynomial ring, it is denoted
by f~'(x) and satisfies that

f@-f7'e) =1 mod g(x).

Silverman proposed the inverse polynomial calculation algo-
rithm as in Algorithm 1. For g(x) and f(x) in Z,[x]/g(x)

which have no common factor, we can find two polynomials
l1(x), o(x) € Zp[x]/g(x) such as

g(x)-hi(x)+ f(x)-L(x) =y mod g(x), ey

by using the polynomial version of the extended Euclidean
algorithm. Here, y‘l -I(x) correspondsto f ~1(x) mod g(x)

Algorithm 1 Variable-time modular inverse of polynomial
over Z, [1]

Require: f(x), a prime p

Ensure: b(x) = f~'(x) in Z,(x]/g(x)
1: k< 0,b(x) =0,c(x) =1

2: while fo =0 do

30 f(x) < f(x)/x,b(x) < x x b(x)
4: end while

5: while true do

6:  while go =0do

7: g(x) < gx)/x,c(x) < x xc(x), k< k+1
8:  end while

9: if deg(g) = 0 then

10: b(x) < b(x)/go (mod p)

11: b(x) < xN~*p(x) (mod g(x))
12: break

13:  else

14: if deg(g) < deg(f) then

15: swap f and g and swap b and ¢
16: end if

17:  endif

18:  u <« gOf()_l (mod p)

190 g(x) < g(x) —u x f(x) (mod p)
20:  b(x) < b(x) —u x c(x) (mod p)
21: end while

because of f(x) -y~ !l (x) =1 mod g(x). Our goal is to
find /> (x) satisfying (1), which can be done as follows [1].

LetM — (ll(x) ()
* *

g(x)> (V)

M- = , 2
(f(x) ’ @
where * denotes any polynomial in Z,[x]/g(x), and y is a

non-zero element of Z ,; then, f “1x)is equal to )/_1 -1 (x).
Thus, I2(x) can be extracted by multiplying M as

0 2 (x)
()= () ®
Then, we can notice that even if we exchange g(x) and f(x)
in (2), we can obtain the same f~!(x) by exchanging zero
and one in (3).

The role of the matrix M is to generate a polynomial of
degree zero with multiplication and addition of two given
polynomials, f(x) and g(x) as in Algorithm 1, [1, 26]. Fol-
lowing the concept of the extended Euclidean algorithm, we
are required to generate a new lower-degree polynomial from
the subtraction of two polynomials g(x) and f (x) multiplied
with proper monomials, to determine the GCD of g(x) and
f(x). This procedure can be expressed by matrix multipli-
cation, where the matrices are chosen among the following;

x~to
1 (0 1)

zero constant (Step 4 in Algorithm 1).

) be a matrix satisfying

: Reduce polynomial degree until it has a non-
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2. <(2)1 Cf): Update the first polynomial g(x) by subtract-

ing the second polynomial f(x) where c; = fop and
¢y = —go (Steps 14 and 15 in Algorithm 1).

3. (? (1)) Swap two polynomials g(x) and f(x) if

deg g(x)
< deg f(x) (Step 11 in Algorithm 1).

According to Algorithm 1, we can apply the above three
matrices depending on the degree and coefficients of two
intermediate polynomials. The matrix multiplication of prop-
erly chosen matrices generates the polynomial inversion
matrix, M = H, - ... - Hy - Hj, where each H; corresponds
to one of the above three matrices for 1 <i <r.

For example, the way of selecting H; depends on the coef-
ficients of polynomials, f1'(x) and gl'!(x), where f1il(x) =
> fj[l]-xj and gl'l(x) = Y0 g~[l.’] -x/ If deg £l (x) >
deg g[i](x), we can exchange f[i](x) and g[i](x) to each
other. First, by comparing constant terms in each polyno-
mial, we multiply the following matrices sequentially to the
polynomials, glil(x) and fli1(x), as follows:

10 ' C[li] C[2i] . g[i.](x) _ g["""l](x)

o1/ \o 1) (M)~ \sitw)
quynomial g (x) is equal to x~! -.(fo[i] - glll(x) —
il £lil(x)), where deg gl11(x) > deg gi*11(x). However,
Fli+(x) has the same degree as f1/1(x) because a non-zero

constant multiplication does not alter the degree of the poly-
nomial. If deg fUT!1(x) > degglit!(x), gl'*!(x) swaps

with fU+11(x) by multiplying the matrix (? (1)>

In this paper, we propose a new method of determining
the matrix M, which enables speeding up the calculation of
an inverse polynomial by combining several steps.

2.3 Constant-time inverse polynomial calculation
algorithm in NTRU

The NTRU inverse algorithm submitted to the third round of
the NIST PQC standardization is a constant-time algorithm,
which is based on the Bernstein and Yang’s algorithm [17].
Algorithm 2 shows how to derive the inverse polynomial
over Z3[x]/g(x) in the optimized implementation of NTRU.
The constant-time algorithm has fixed 2N 4 1 iterations and
reduces just one degree of one polynomial among two given
polynomials at each iteration. Bernstein and Yang’s paper
introduced the divstep function that reduces the given poly-
nomials, g(x) and f(x), such as

@ Springer

Algorithm 2 Constant-time inverse polynomial calculation
algorithm in NTRU[17]

Require: f(x) = Y"1 fi - x', g(x) = X [Lg g - x'
Ensure: v(x) = f~'(x) in Z3[x]/g(x)
I: v(x) = ZlN=0 vi - xi =0, wx) = Z,N=0 wi - x! =1, delta < 1
2:fori =0,i <2N —1,i < i+ 1do
3: forj=N,j>0,j«< j—1do
Uj < Uj—l
end for
vg < 0
sign<« 2 - go - fo mod 3
swap< MSB((—4) & (— /o))
9: delta < delta @ (swap &(delta @ (—delta))) + 1
10: end for
11: for j=0,j <N,j <« j+1do
12: fj < f;j @ (swap &(f; ® g;))
13:  gj < gj ® (swap &(f; D g;))
14: vj < v; @ (swap &(v; © wj))
15: wj < w; & (swap &(v; & w;))
16: end for
17:for j =0, <N,j <« j+1do
18:  fj < fj + (sign - g;) mod 3
190 wj < w; + (sign -v;) mod 3
20: end for
2l: for j =0,j <N —-1,j < j+1do
2 f; < fin
23: end for
24: fy <0
25: sign<— go

A

divstep(8, g(x), f(x))

_ A =38, f(0), (f(0) - g(x) —g(0) - f(x))/x),
(1 +36,8(x), (8(0) - f(x) = f(0)g(x))/x),

if§ > 0and £(0) #0

otherwise,

where the initial value of § is equal to one, assuming that the
degree of g(x) is not smaller than the degree of f (x). Iterative
application of the divstep function derives the matrix, M,
in (2). For example, when § > 0 and f(0) is not equal to
zero, the reduced polynomials are generated by the matrix
multiplication,

(0t —e0-5) ()
FO)-xt—g-x71) \f))"

Within 2N + 1 number of iterations, the right side matrix of

(2) becomes (g)

They compare constant terms of the given polynomials
and generate a new polynomial similar to steps 14—15 in
Algorithm 1. Unlike Algorithm 1, the constant-time algo-
rithm runs while maintaining the number of iterations even
though it obtains the inverse polynomial in the middle of
the iterations. To ensure that executing additional iterations
does not change the result, they store the information of
decremented degrees and use it to swap the polynomials.
Extending the algorithm, we suggest the fast constant-time
algorithm that runs N + 1 iterations by simultaneously pro-
cessing constant and first-order terms in one iteration.
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3 Fast variable-time inverse polynomial
calculation algorithm

This section introduces a combined matrix to calculate the
matrix M and explains how the combined-variable-time algo-
rithm achieves the fast running time. Although the proposed
algorithm spends a different amount of time calculating the
inverse polynomial depending on the given polynomial, its
running time is faster than the constant-time algorithm in
the average sense, which helps apply the side-channel attack
risk-free environment. This section comprises two parts; one
introduces the combined matrix, and the other suggests Algo-
rithm 4, which is derived by merging the combined matrices
for upgrading performance.

3.1 Combined matrix

We propose generating new polynomials with the combined
matrix from the given polynomials, which considers three
steps simultaneously. The primary concept of the proposed
algorithm is to derive a polynomial with a non-zero con-
stant term by manipulating two given polynomials. The other
polynomial is determined by the polynomial having a smaller
degree among two given polynomials. Then, it becomes nec-
essary to predict in advance the degree and coefficient of
the polynomial obtained when we follow Algorithm 1. We
describe the procedure of making the integrated multiplica-
tion matrix as follows.

0) To shift the coefficients to lower degree positions when
the polynomials have zero constant terms, we multi-
ply My with the initial input polynomials, g!%(x) and
f1%x). When we define B, and By as the lowest
degree with the non-zero coefficient of the polynomials
g[o] (x) and f 01(x), My is represented as

x7B: 0
o= (7 )

1) In Algorithm 1, we can consider three processes at the
same time if we preset some parameters derived from
the two intermediate polynomials gll(x) and flil(x).
First, we define an indicator variable n; to denote the
degree information of intermediate polynomials gl/1(x)
and fl1(x) such as

“

1, ifdegglil(x) > deg flil(x)
ni = .
0, otherwise.

When 7; is one, we swap polynomials gl*!(x) and
F1(x), which can be represented as

<l—m ni )(g[’i](x)>
ni 1—mn )\ )

2) Second, we can find B; which is the lowest order of

Fielxy — ghh £11(x) and multiply (l(])l ?) to inter-

mediate polynomials, where U; = 1/x 5.

3) By combining these processes, we can obtain a single
matrix as

Ui 0 clli]c[2i1> L—ni
01/\0 1 no 1—=mn

_ (Ui<c5”<1 — )+ 5T Uief s + S - m)))
ni 1 —n; '

M;

where cgi] isdefined by (fo[i]) 1=ni ~(—g([)i])”i and cg] isdefined
by ( fé’])”" . (—g([)’])l_’“. Then, the matrix can be simplified
as

Wy, Gl g
M, = (fo Ui =8 U’), i >0, (5)
Ul I—n

which reduces each iteration in Algorithm 1 into one matrix,
called the combined matrix. With the combined matrix, P; is
calculated as

[i4+1]
g (x) .
P = (f[i+1](x)> =M;-P;,i>0.

Multiplying M; to P; has an effect on reducing the degree
of polynomials such as deg gl'!(x) + deg flil(x) — B; >
deg g+ (x) 4 deg fli+1(x). As the step progresses, the
degrees of the resulting polynomials become smaller, and
the algorithm stops whenever the degree of gl’!(x) becomes
zero. If the inverse of f191(x) exists, the algorithm completes
with a non-zero constant y for glt!(x).

At each step, we obtain the matrix Q; with Qg = <(1)>,

by multiplying the combined matrix M;. Then, at the end of
the i-th step, we have

Qi1 =M;-M;_1---M; - My - Qo.

If the iteration stops at the i-th step, the inverse polynomial
is directly formulated from the second row polynomial of Q;
multiplied by y ~!. The overall procedure is simply explained
in Algorithm 3, which stems from Algorithm 1. Algorithm
3 itself does not seem to give many advantages in the run-
ning time compared to Algorithm 1. However, the framework
developed to represent Algorithm 3 will be the basis of deriv-
ing Algorithm 4 in the following subsection.
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Algorithm 3 Variable-time inverse polynomial calculation
algorithm

[0]
Require: My, Py = (S’f [0](();))’)’ Q = (?)

Ensure: (P;i(1, 1)~ - Q;(1, 1) = f~'(x) in Z,[x]/g(x)
1: Py =My - Py

2: Q1 =Mp - Qo

3.0« 1

4: while deg g''1(x) > 0 do

5 Update U; from f()[’Jg[i](x) — g([)'Jf[i](X)

6:  Update n; from (4)
7
8

Generate M; from (5)
Py < M;-P;

9: Qit1 < M;-Q;

10 i <i+1

11: end while

3.2 Combining multiple steps

Based on the combined matrix in Algorithm 3, we con-
sider the method of combining multiple steps and develop
Algorithm 4, combined-variable-time algorithm, in this sub-
section. We explain how Algorithm 4 runs much faster than
Algorithm 3.

First, it is possible to combine M; with M; ;| by com-
puting M; 1 - M; and apply them in a single step instead of
executing them in two separate steps. To calculate M; 1 -M;,
assuming that n; and B; are known, we need to understand
how n;41 and B,y are determined specifically. Depending
on whether n; is 0 or 1, the polynomial that needs to be
checked to calculate B;y; changes. Additionally, the poly-
nomials that need to be compared to determine 7;41 also
vary depending on the value of n;. Algorithm 4 computes the
elements of M; ;| - M; at once for odd values of i. If multi-
plying only M; at the end still results in finding the inverse,
then M; 1 becomes the identity matrix and does not affect
the final computation of the correct inverse polynomial.

When 7; is one, deg f!/(x) is lower than or equal to the
deg g[i ] (x). Then, to evaluate B, |, we should check the low-
est degree with the non-zero coefficient of the polynomial

ol g M) — g5 T f ), ©®)

because £+ (x) isequal to fI11(x). The n;4 is determined

as

1, deggl*!(x) > deg flil(x)
Nipl = 7

0, otherwise.
When 7; is zero, deg fl/(x) is higher than deg gl'l(x).

Then, to evaluate B;y1, we should check the lowest degree
with a non-zero coefficient of the polynomial

o o
g g — gy g, @®)
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because fI*11(x)isequalto gl (x). Thenn, | is determined

as

1, degglit!(x) > degglil(x)

Nit1 = ) 9
0, otherwise.

From the relation between n; and 1, +1, as explained above,
we can express M; 1 as follows:

i11—ni i1 i1
Mt = g fo Ui =gy Uit ) |
Ni+1 I —niq1
where Uj41 = )g_Bi“. Then, each element of M; 1 - M; is
derivedusingg([)’], Flil(x), g([)lH], Nis Nit1, Ui, and Upyy.
For example, the (1, 1) element of M; 1 - M; is given as

L1+

([)l] “fo Ui - Uiq1 — g([)lH] “Uit1 - ni (10)

and the (1, 2) element of M; ;1 - M; is given as

12— i i1 i+1
g1 A g Uy = T U (= ).

(11)

From (10) and (11), when n; is equal to one, g[i+2] (x) poly-
nomial can be updated as

. ) . . . .
g[’+2](x) =(f(£l] ~g['](x) _ g([)l] . fé’] . f['](x)) (12)
Ui Ui —gh - g - Ui, (13)

where g([)iH] is calculated as fo[i] . ggl_] - g([)i] . t[?ii]’

Algorithm 4 demonstrates these processes. Algorithm
4 updates g[i"’z](x) from g[i](x) according to (13), while
Algorithm 3 executes step 8 twice to update gli+!(x) and
g *21(x). More specifically, in Algorithm 3, we multiply fo[l]
to each coefficient of the first row polynomial of P; and shift
the polynomial with the amount of B;. Then, we multiply
fo[lH] to each coefficient of the first row polynomial of P;

and shift the polynomial with the amount of B, ;. However,

i11—ni i1 1+ni .
in Algorithm 4, we calculate gli" " . I/ M and multiply

it by the first row polynomial of P;. Then, shift the poly-
nomial with the amount of B; + B;; at once. The shifting
algorithm spends the same amount of time regardless of how
far it moves. Though we have additional second terms in (10)
and (11), which depend on n; value, from the above way, we
can explain how the proposed method required fewer multi-
plications and shifting operations than the previous method.
Although a few procedures are required to multiply M; to
obtain n; 41, Uj+1, and g([)”rl], some memory access time can
be saved by multiplying M; 11 - M; to P; and Q;, instead of
separate execution. Similarly, the combination of n matrices
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together is also possible. We will show that Algorithm 4 runs
much faster than Algorithm 3 through simulation results.

Second, in a parallel programmable environment, it is pos-
sible to enhance the effect of using combined matrices. After
thread-1 calculates parameters necessary for M; 4| - M;, it
passes them to thread-2 to update Q;. While thread-2 updates
Q;, thread-1 determines the next parameters. Using parallel
processing resources like in [18] allows us to speed up the
algorithm, although this comes with the trade-off of increased
complexity and additional memory usage.

Algorithm 4 Combined-variable-time inverse polynomial
calculation algorithm

[0]
Require: My, Py = (g (x))’ Qo = (?)

1)
Ensure: f~!(x)in Zp[x]/g(x)
1: P =M - Py
2: Q1 =Mp - Qo
3.0« 1

4: while deg gl'l(x) > 0& deg fl1(x) > 0 do

5. Update U; from f"gll(x) — gl flil(x)
6:  Update n; from (4)

7:  if n; = 1 then

8: Update U, from (6)

9: Update n;4 from (7)

10:  endif

11:  if n; = 0 then

12: Update U4 from (8)

13: Update 1;41 from (9)

14:  end if

15: Generate M; 41 - M;

16: Pijp <My -M;-P;

170 Qiy2 <~ Mip1-M; - Q;

18: i< i+2

19: end whi!e

20: if deg gll(x) = 0 then

21 e =@, ) QiL D
22: end if )

23: if deg fl11(x) = 0 then

24 o=@ )
25: end if

4 Combined-constant-time inverse
polynomial calculation algorithm

This section proposes a combined-constant-time inverse
polynomial calculation algorithm with N 41 iterations which
is half of 2N + 1 iterations of NTRU KEM, where N is the
degree of the modular polynomial, g(x), in the given poly-
nomial ring. In this section, we use the notation, deg £/l (x)
and deg gl!!(x), to represent the maximum possible degrees
of the polynomials instead of the actual highest orders of
them. At beginning, deg f1%(x) and deg g”'(x) are fixed by
N, and each of them can be reduced by zero, one, or two,
as the iteration step goes on. When we consider summa-

Table 1 An example for the binary case

i gll(x) Flilx) case
0 T4+ x +x24+x3 x4 1+x+x* 2-3-1
1 14+x +x24+x3 +x* 14+x 1-3
2 L+ x+x2 L+x 2-3-i
3 1+x+x2 1 1-3
4 1 1 2-3-i
5 1 0

tion of degrees of polynomials, deg f111(x) 4 deg gl'l(x), we
reduce this by two such as deg f/T1(x) + deg g1 (x) =
deg fl(x) + deg gl!!(x) — 2 through each iteration. This
is achieved by checking constant and first-order terms of
f li1(x) and g[i I(x) simultaneously in the construction of the
multiplication matrix at each iteration step. We construct
Table 1 to illustrate how the degrees of the input polyno-
mials are reduced by two in each iteration, considering the
constants and first-order coefficients of the given polynomi-
als. In the first iteration, we generate the polynomials g!'!(x)
and f1(x) according to the rule specified in case 2 — 3 — i,
which is outlined in the subsequent subsect. 4.1. Specifi-
cally, gt(x) = g!%(x) and /1) = x=2(glx) — f1%).
Then, we observe that the degree of fI!(x) is at least two
degrees lower than the degree of £1%(x). In the second itera-
tion, we assign x~2(gM(x) — M (x)) to gl (x). Therefore,
the degree of gl?!(x) is at least two degrees lower than the
degree of gl!!(x). The goal is to make gl'!(x) become one
and flil(x) become zero after performing this process five
times. The updating rule is decided by the constants, first-
order coefficients, and the degrees of polynomials. However,
our multiplication and summation operations are consistent
in each iteration without conditional statements, making the
algorithm work in constant time. In the following subsec-
tions, we explain specific algorithms for the general g-ary
coefficient case and binary coefficient case. To derive the
general form of the multiplication matrix, M;, we considered
eight sub-cases based on the conditions of the coefficients of
g'"(x) and fI!(x). In Sect. 4.1, we defined new important
parameters and detailed how the reduction procedure was
handled in each sub-case.

4.1 Q-ary case

In this subsection, we show how to determine i-th iteration’s
multiplication matrix, M;, where 0 < i < N, when the coef-
ficients of the polynomials are in Z,. In the i-th iteration,
we reduce gl'!(x) or £li1(x) by degree two to finish the algo-
rithm within N + 1 iterations, because we assume the degrees
of gl%(x) and f1%(x) both to be N. For example, without
any summation of polynomials, we can reduce the degree

@ Springer
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of glil(x)(or fli1(x)) by two after multiplying x ~2 when its
constant and first-order terms are zero. For a few cases, it
is impossible to reduce the degrees of the given polynomial
by two, where we simultaneously reduce the degree of each
polynomial by one. We keep track of the degree information
of the polynomials and define indicator variable §; as

[i] — [i]
5,»:{1’ deg g17)(x) = deg f11(x) 1

0, degglil(x) > deg flil(x).

After N + 1 iterations, the resulting polynomials have only
constant terms because degrees are reduced by two at each
step.

In each iteration, we locate the lower degree polynomial
to the second row to finish the algorithm with a non-zero
first-row polynomial, which is essential to obtain the right
inverse polynomial from (2). If the degree of the first-row
polynomial becomes smaller than the degree of the second-
row polynomial, we swap two polynomials. Then, the degree
of the first-row polynomial will always be greater than or
equal to the degree of the second-row polynomial, which
explains the condition of §;. Using §;, we decide which poly-
nomial’s degree should be reduced first.

Based on these rules, the multiplication matrix M; is
derived separately in each case. M; has a different form
depending on the value of §; because the polynomial is taken
to the next iteration and the arrangement of the polynomi-
als is affected by §;. Furthermore, constant and first-order
coefficients of g[i](x) and f li1(x) should be considered to
determine the matrix M;. We define coefficient matrix C; as

_[a0 a1
c= ().

where glil(x) = YN a;-x' and fil(x) = "N b;-x". Note
that deg g[o] (x) =deg f 01(x) = N and 8y = 1. Moreover,
we define an indicator variable u; such as

I, aopby # arby
Hi = { (15)

0, apby = ayby,

which is considered in one of the cases, where we need to
reduce the degree of the second-row polynomial with sum-
mation and ag is not zero. From the value of §;, we divide
it into two cases as 1) and 2) as below. Furthermore, from
the conditions of the coefficients, the following sub-cases are
given as follows;

1) 8; = 0:Inthis case, becausedeg gl'!(x) > deg flil(x),
if it is possible, the degree of glil(x) is reduced first
and the position of two polynomials is not altered.

@ Springer

1-1) (ap,a1) = (0,0): In this sub-case, the degree of
g'"1(x) can be reduced by two after multiplying by

x20
)

Then, the degrees of the resulting polynomials are
deg gt (x) = deg gll(x) — 2 and deg fli+!(x) =
deg £lil(x).

1-2) (ag,a1) # (0,0) and (bg, b1) = (0, 0): In this sub-
case, the degree of flil(x) can be reduced by two
multiplying by

10
Mi = <O x_2> .

Then, the degrees of the resulting polynomials are
deg gl ™(x) = deggl(x) and deg flit!l(x) =
deg flil(x) — 2. When C; = 0, we follow the sub-
case 1-1), which is the policy for convenience, and
changing the rule does not affect obtaining the correct
answer at the end of the algorithm.

1-3) (ag, ar) # (0, 0) and by # 0: In this sub-case, fli1(x)
is taken to the next iteration such as f i+l(y) =
fU1(x), and the degree of the first-row polynomial can
be reduced by two from summing of the polynomi-
als using the non-zero coefficient bg. The polynomial,
bo - gl(x) — ag - fU(x), has a zero constant term,
and its degree does not increase, compared to the
degree of glil(x) because of §; = 0. Let hlil(x) =
x 7V (bo-g!"N(x)—ap- f11(x)), which has deg hl!l (x) =
deg gl'l(x) — 1. Additionally, the degree of flil(x) is
at most deg g[i](x) — 1 because §; is zero. Then, we
generate glit1(x) such as glit(x) = x=1. (bg -
hi(x) — (a1bo — aphy) - fl1(x)), where its degree is
smaller than the degree of 4l/l(x) by one. From this
procedure, we have deg gl"t11(x) = deg gli!(x) — 2
and deg fiT1(x) = deg fll(x) and the multiplica-
tion matrix M; is derived as

0 1

box~! —agx~!
X( 0 1

_ (b(z)x2 —(a1by — aobl)x’1 — aoboxz)
= 0 ! .

-1 _ _ —1
Mi _ (box (a1b0 aobl)x )

1-4) (ap,a1) # (0,0) and by = 0 and b; # 0: This
sub-case should be separated from the sub-cases 1-
2) and 1-3) because b is not zero and bg is zero. To
reduce the degree of the first-row polynomial, the con-
stant term of the second-row polynomial should not be
zero, which is satisfied by multiplying x ! to 111 (x).
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From setting fli+1(x) = x~!. flil(x), the degree of
the second-row polynomial is reduced by one. With
fli+1(x) having a non-zero constant term, the degree
of the first-row polynomial can be reduced by one
using g1 (x) = (b1 - g (x) —ag - FUITN(x)) - x~1
We can check that the subtraction of ag- £+ (x) from
g!"1(x) does not increase the degree of the polynomial
because §; is zero. Then, from the subtraction and
multiplication of x ~!, the degree of the first-row poly-
nomial is reduced by one. The multiplication matrix
representing this procedure is given as

byx~! —aox_2
Mi = ( O _x_l .

2)

2-1)

Since we have deg fli+!(x) = deg fl/l(x) — 1 and
degg[i+1](x) = degg[i](x) — 1, two degrees are
reduced in this sub-case.

8; = 1:Inthis case, because deg gl!l (x) = deg flil(x),
if possible, the degree of flil(x) should be reduced
first. When it is inevitable to reduce the degree of
g'"(x), we swap the positions of the polynomials
to avoid the second-row polynomial having a larger
degree than the first-row polynomial.

(ap,a;) = (0,0): In this sub-case, we reduce the
degree of glil(x) by two after multiplying x 2. Then,
we exchange the first and second-row polynomials for
locating the lower degree in the second row. As we use

01
M; = (x‘z 0)’

2-2)

2-34)

we have glitH(x) = flil(x) and fliH(x) = x=2.
g (x) with deg flit!l(x) = deggl!(x) — 2 and
deg gl"*!1(x) = deg [ (x).

(ap, a1) # (0, 0) and (bg, b1) = (0, 0): This sub-case
gives us a similar multiplication matrix with the sub-
case 1-2). In a situation where the degree of f li1(x)
needs to be reduced, there is no need to move the
position of fl/l(x) regardless of §;, because fI'!(x) is
in the second row.

(bo,b1) # (0,0) and ap # 0 and u; = 0: Con-
trary to the sub-case 1-3), the sub-case 2-3) is divided
into two sub-cases depending on the value of w;.
In this sub-case, it is possible to reduce the degree
of the second-row polynomial by two because ag is
not zero and ; is zero. The polynomial, hlil(x) =
bo - g[i] (x)—agp- f[i] (x), has a zero constant term, and
the first order coefficientis bg-aj; —ag-b1, which is also
zero because j1; is zero. Then, we assign x 2 - Al (x)
to i+ (x) and take gl1(x) into gl"*+11(x). From this
procedure, we have deg gl't1(x) = deg gl!!(x) and

M, =

deg fit1(x) = deg f!!!(x) — 2, and the multiplica-
tion matrix M; can be derived as

1 0
M; = (box_2 —aox_2> ’

2-3-ii) (bg, b1) # (0,0) and ag # 0 and p; = 1: Contrary to

the above sub-case 2-3-i), it is impossible to reduce
the degree of the second-row polynomial by two
because §; and p; are one. After reducing the degree
of the second-row polynomial by one, we adopt it to
reduce the degree of the first-row polynomial by one.
FUH(x)isderivedas x ! (bg- gl (x) —ag - f1(x)),
which has deg !+ (x) = deg flil(x) — 1. Then, we
calculate g1 (x) as

U0 =x71 (a1 - by —ag - by) - g (x)

i+1
—ag- [T
Hence, the multiplication matrix M; is given as

<(alb0 — aobl)x_l —aox_1>

0
box —apx !

(a1bg — agh)x~ ! — apbox 2 a(%)c_2
box ™! —apx~!

and we have deg glit!(x) = deggll(x) — 1 and
deg fUHH(x) = deg fll(x) — 1.

2-4) (bo,b1) # (0,0) and ap = 0 and a; # 0: In this

sub-case, the degree of the first-row polynomial is
reduced by one because aq is zero. To reduce the
degree of the second-row polynomial, the constant
term of the first-row polynomial should not be zero,
which is satisfied by multiplying x ! to gli(x). From
setting glit!(x) = x~! . glil(x) having a non-zero
constant term, the degree of the first-row polynomial
is reduced by one. The degree of the second-row poly-
nomial should be reduced by one from fli+!(x) =
(bo-g" N (x)—ay- f1(x))-x~!. We can check that the
addition of bg - g 1(x) to fI{1(x) does not increase
the degree of the polynomial £1!(x) because §; is one.
And, from the summation and multiplication of x !,
the degree of the second-row polynomial is reduced
by one such as deg flit1(x) = deg flil(x) — 1. The
multiplication matrix representing this procedure is
given as

-1
X 0
M; = (box_2 —alx_l)'
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Through N + 1 iterations, the combined-constant-time
inverse polynomial calculation algorithm can be imple-
mented with M;. Each iteration comprises two steps. At first,
from (2), for given polynomials g[i I(x) and f [i1(x), the mul-
tiplication matrix M; is calculated, and we store

[i]

g (x)

LRGN

to derive M; 4 at the next iteration. From (3), we multiply

M; by the matrix M;_1 - - - M - 91) to obtain the inverse

polynomial at the end of the algorithm. Iterating this proce-
dure N + 1 times, we obtain the f~!(x) polynomial at the
first row of the matrix

0 —1
My_---Mp- <y‘1> _ (f *(X))

because we have

(&) _ (7
Myt Mo (f<x>> (0>

However, if we multiply different M; conditioned on the
coefficients and §; as calculated from the above procedure,
information leakage can cause the side channel attack; hence,
we design the combined matrix M; as

mi —l—mzx_] +m3x_2 m4—|—m5x_1 +m6x_2 (16)
mix Vb mgx™2 mo+miox ' +myx%)"

This makes it possible to implement the proposed algorithm
without a conditional statement. To clarify my, 1 <k < 11,
we define new parameters o, o1, Bo, and f; satisfying that

0, 0, bi=0
ai=:1 ﬂi={ a7

1, bi #0, i =0orl.
Then, the conditions of the sub-cases we introduced can be
expressed in Table 2.

When we analyze the (1, 1) element of M;, it is included
in {0, 1, x~ 1, byx~1, x72, b%x’z, (a1bg — apb1)x 1 — apbp
x 72}, which explains why the element is expressed as m| +
mox~! + msx~2. Then, from Table 3, m, is derived as

ai:O
a; #0,

mi = (o | a)&Po&Pr) + (8;&(Bo | B1)&ao&ir)

because the (1, 1) element of M; is one solely in the sub-
cases 1-2) and 2-3-i). Two terms comprising m| cannot be
one simultaneously, and m is one if the sub-cases happen.
Similarly, we formulate all of my, 1 < k < 11, in Table 3.
To update §;, we keep tracking the degrees of each poly-
nomial, which vary differently depending on the sub-cases.
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Table 2 The conditions of cases are expressed by the variables and
coefficients

sub-case condition(0 or 1) notation
1-1) 8i &ag&ay t
1-2) or 2-2) (a0 | a1)&Po&B1 5
1-3) 8i&(ao | a1)&Bo 13
1-4) 8i&(ao | a)&Po&Bi iy
2-1) §; &ap&ory t5
2-3-1) 3i&(Bo | Br)&ao&pi I6
2-3-ii) 3i&(Bo | B1)&ao - pi 7
2-4) 3i&(Bo | Br)&ao&a 13
Table3 my, 1 <k < 11, is derived for the g-ary case

mp value

mi 1 +1e

my by 14 + (a1bo — aoby) - t7 + 13
m3 H+ b(z) - 13 + (—aobo) - t7

my 15

ms (aoby —aibo) - 13

me (—aobo) - 13+ (—ap) - ts +al - 17
my by - 17

mg ts+bo-t6+Dbo-13

my 1+

mio ta + (—ao) - 17+ (—a1) - 13
mi (—ao) -t + 1

Table4 degg;(x) and deg f; (x) are updated regarding to each case

sub-case deg g“*”(x) deg f”*”(x)
1-1) deg glil(x) —2 deg f1(x)
1-2) or 2-2) deg g'l(x) deg flil(x) —2
1-3) deg gl'l(x) —2 deg f11(x)
1-4) deg gll(x) — 1 deg flil(x) — 1
2-1) deg f1(x) deg gl (x) —2
2-3-1) deg gl (x) deg flil(x) =2
2-3-ii) deg gll(x) — 1 deg f1(x) — 1
2-4) deg gll(x) — 1 deg flil(x) — 1

For each case, we summarize the variation of the degree in
Table 4. Then, without using a conditional statement, we
implement the updating algorithm of deg gl"+11(x) such as

deg gl !(x) =1y - deg g1 (x)
+ 1 -deg flil(x) =13 =21y,
where l| = 15,10 = 15,13 = (14 | 17 | 1g), and Ig = (1 | 13).

These [;, 1 < i < 4, are binary values, and they decide the
operation of each term. Then/; is derived by checking that the
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polynomials are swapped in the sub-case 2-1). Moreover, />
is exclusively one with /1 because either of /1 or [ should be
selected at each iteration. For /3 and /4, we combine the sub-
cases that have the patterns with the OR operation. Similarly,
the updating algorithm of deg fli+!(x) is given as

deg I (x) =I5 - deg gl(x)
+1g-deg flil(x) —1; —2 - 13,

where s = I, lg = 11,17 = [3,and I3 = (t5 | t6 | 12). Using
this algorithm, after calculating the degrees of polynomials,
we update §;.

Through this process, it is confirmed that the previous
Algorithm 2, which reduced one degree in one iteration, can
be transformed into the Algorithm 5 that reduces two degrees
in one iteration. The x 2 term in equation (16) shifts coeffi-
cients of a polynomial by two orders at once. Additionally,
the x~! term in equation (16) combines the summation of
two polynomials whose coefficients are shifted by one order
into a constant multiplication of a polynomial shifted by one
order. Since shifting coefficients by one order consumes the
same amount of time as shifting coefficients by two orders,
the algorithm of combining these two steps saves running
time in this aspect.

The primary difference between the constant-time algo-
rithm and the variable-time algorithm in Sect. 3 is that the
operation time is fixed for any chosen input polynomial
FIO1(x). As expressed in Algorithm 5, we obtain the inverse
polynomial after N 4 1 iterations, which is achieved by the
suggested matrix M; in this subsection.

Algorithm 5 Combined-constant-time inverse polynomial
calculation algorithm

[0]
Require: Py = (‘;IOJ(();))), Qo = (?)

Ensure: (Py_1(1, 1)1 Qy_1(1, 1) = f~'(x) in Z,[x]/g(x)
l:fori =0,i <N,i «<i+1do

2: & < (0orl),from(14)

ui < (0 or 1), from (15)

ag, o1, Bo, and, B; < (0 or 1), from (17)

Calculate 7;, 1 < j < 8, from Table 2

Calculate my, 1 < k < 11, from Table 3

Update M;, from (16)

Piyp < M;-P;

9: Qit1 < M;-Q;

10:  Update deg g"+'1(x) and deg f1+!1(x), from Table 4
11: end for

A A

4.2 Binary case

We introduce a few points that can be simplified when the
coefficients of polynomials are in Z.

Table5 my, 1 <k < 11, is derived for the binary case

mp value

mq h+te

my ty + (a1bg — apby) - t7 + 13
ms3 H+1t+by-ty
my Is

ms (aoby —aibo) - 13
me ap-t3+ag-t4+1t7
my by - 17

mg ts+bo-t6+Dbo-t3
mo Hh+n

nio t4+17+18

mig to +12

Initially, we are not required to calculate y ~! because y
is fixed as one in (2) for the binary case. For a non-zero ele-
ment in Z3, the y ~! is equal to y . Except for these binary and
ternary cases, the inverse calculation of y is required gener-
ally. Furthermore, we adopt a; and b; instead of defining «;
and B; because the values are equal for the binary case. Then,
m; can be simplified additionally. For example, m, has the
term by - t4, which is equal to #4, because #4 already contains
b1 condition. When these advantages are considered, values
of m;’s are calculated in Table 5.

The degree updating algorithm is similar to the g-ary case
because the indicator variables are adopted instead of using
the constant coefficients directly in the g-ary case.

5 Simulation result

We simulate the combined-variable-time in Algorithm 4 and
combined-constant-time algorithms in Algorithm 5 for the
binary and ternary coefficient cases. In addition, we com-
pare the running time of the proposed algorithms with the
variable-time algorithm in Algorithm 3 and the optimized
constant-time in Algorithm 2, which are included in the
NTRU optimized implementation in the third round of NIST
PQC Standardization. The variable-time algorithm in Algo-
rithm 3 is another form of Algorithm 1, which is used in the
previous NTRU implementation. The simulation is run on an
iMac with an M1 chip with eight cores and 16 GB memory by
compiling in debug mode. After generating 10,000 random
polynomials, we measure the average elapsed clock cycle of
obtaining the inverse polynomials. The degree of g(x) noted
by N, is chosen by NTRU parameters such as 508, 676, 820
for NTRU-HPS, and 700 for NTRU-HRSS.

From Table 6, in the binary case, we check that the
proposed combined-variable-time in Algorithm 4 outper-
forms the variable-time inverse polynomial Algorithm 3
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Table 6 Simulation results for the binary case (in clock cycles) with respect to NIST PQC NTRU parameters (N = 508, 676, 820 for NTRU-HPS,

N = 700 for NTRU-HRSS) on M1

N Algorithm 3 Algorithm 4
(variable-time) (combined-variable-time)

508 793 405(x1.96)

676 1391 707(x1.97)

700 1491 758(x1.97)

820 2046 1035(x1.98)

Algorithm 2 Algorithm 5
(NTRU constant-time) (combined-constant-time)
3015 2106(x1.43)
5326 3715(x1.43)
5726 3982(x1.43)
7835 5458(x1.44)

Table 7 Simulation results for the ternary case (in clock cycles) with respect to NIST PQC NTRU parameters (N = 508, 676, 820 for NTRU-HPS,

N = 700 for NTRU-HRSS) on M1

N Algorithm 3
(variable-time)

Algorithm 4
(combined-variable-time)

Algorithm 2
(NTRU constant-time)

Algorithm 5
(combined-constant-time)

508 2726 1714(x1.59)
676 4815 3059(x1.57)
700 5157 3277(x1.57)
820 7206 4485(x1.61)

5726 4406(x1.30)
10105 7771(x1.30)
10836 8327(x1.30)
14877 11432(x1.30)

in the execution time. The average execution time of the
proposed combined-variable-time algorithm is 51% of the
variable-time algorithm. Also, the combined-constant-time
algorithm is faster than the constant-time NTRU algorithm,
where the average execution time of the proposed combined-
constant-time algorithm is 69.8% of the constant-time NTRU
algorithm, which is achieved by reducing the iteration time
and using additional memory space for saving degree infor-
mation.

The running time of the variable-time algorithms depends
on each chosen polynomial, so itis hard to predict the average
time. As expected, we verify that the variable-time algorithms
give faster results than the constant-time algorithms. By
comparing the execution time of the proposed fast combined-
variable-time in Algorithm 4 and the constant-time NTRU
Algorithm 2, we can check that Algorithm 2 takes seven
times more execution time than Algorithm 4 to avoid the
risk of revealing information with the constant-time prop-
erty. This gap in execution time occurs from the difference of
the reducing degrees in the variable-time and constant-time
algorithms. The variable-time algorithms reduce degrees as
many as possible at once, whereas the NTRU constant-time
algorithm reduces just one degree at each iteration. The pro-
posed combined-constant-time Algorithm 5 reduces the gap
of the execution time with the variable-time algorithms by
increasing the number of degrees reduced at one iteration
while retaining the constant-time property.

For the ternary case, we verify similar results with the
binary case in Table 7. The average execution time of the
proposed combined-variable-time in Algorithm 4 is 62.8%
of the variable-time Algorithm 3. And, the average execution
time of the proposed combined-constant-time in Algorithm
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5 is 77% of the NTRU constant-time Algorithm 2. In the
ternary case, to calculate the values of my for the combined-
constant-time algorithm, we need to execute a multiplication
operation and a modular operation regarding the ternary coef-
ficients, where an additional overhead leads to an increase in
the running time compared to the binary coefficient case.

Additionally, the algorithms are simulated on the ARM
Cortex M4 platform STM32F407VG-disc, which incor-
porates the STM32F407VGT6 microcontroller featuring a
32-bit Arm Cortex-M4 with FPU core that can run at up
to 168MHz, along with 1-Mbyte flash memory and 192-
Kbyte RAM. Following the generation of 1,000 random
polynomials, the average time required to obtain the inverse
polynomials is measured in tick counts. Referring to Table 8
for the binary case and Table 9 for the ternary case, it
becomes evident that the suggested algorithms demonstrate
comparable performance enhancements to those observed
in the previous M1 simulation results. In both binary and
ternary scenarios, the performance improvement of Algo-
rithm 4 on the Cortex M4 exceeds that of the simulated results
on the M1. And, Algorithm 5 performs better on the M1
compared to its simulation results on the Cortex M4. From
Table 8, in the binary case for N = 820, we check that the
average execution time of the proposed combined-variable-
time algorithm is 47.8% of the variable-time algorithm.
Also, the combined-constant-time algorithm is faster than
the constant-time NTRU algorithm, where the average execu-
tion time of the proposed combined-constant-time algorithm
is 73.4% of the constant-time NTRU algorithm.
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Table 8 Simulation results for the binary case (in tick counts) with respect to NIST PQC NTRU parameters (N = 508, 676, 820 for NTRU-HPS,

N =700 for NTRU-HRSS) on ARM Cortex M4

N Algorithm 3 Algorithm 4
(variable-time) (combined-variable-time)

508 367 170(x2.16)

676 651 298(x2.18)

700 715 322(x2.22)

820 918 439(x2.09)

Algorithm 2 Algorithm 5
(NTRU constant-time) (combined-constant-time)
1321 1029(x1.28)
2485 1801(x1.38)
2699 1940(x1.39)
3608 2649(x1.36)

Table 9 Simulation results for the ternary case (in tick counts) concerning NIST PQC NTRU parameters (N = 508, 676, 820 for NTRU-HPS,

N = 700 for NTRU-HRSS) on ARM Cortex M4

N Algorithm 3 Algorithm 4

(variable-time) (combined-variable-time)
508 843 507(x1.66)
676 1492 897(x1.66)
700 1621 962(x1.69)
820 2259 1258(x1.80)

Algorithm 2 Algorithm 5

(NTRU constant-time) (combined-constant-time)
1746 1461(x1.20)

3238 2568(x1.26)

3524 2748(x1.28)

4715 3678(x1.28)

6 Conclusion

In this study, we proposed two polynomial inversion algo-
rithms, the combined-variable-time, and the combined-
constant-time algorithms, defined in a polynomial ring,
which can be applied in many areas. Both algorithms
exhibited improved performances from the running time per-
spective compared to the original NTRU variable-time and
constant-time algorithms, which were verified using the sim-
ulation results. Although variable-time algorithms carry a
risk of information leakage, they can be employed within
the environment to thwart side-channel attacks by lever-
aging variable execution times based on internal values,
particularly in server systems. The proposed combined-
constant-time algorithm can be optimized further by applying
2-bit two’s complement representation to perform the mul-
tiplication of the ternary coefficients, which is suggested in
[30]. In the extension of our work, we may consider com-
bining k steps for k > 2 generally. However, it is worth
noting that the derivation of elements in the higher dimen-
sional matrix M; will become more intricate. Moreover,
when the number of coefficients is not a multiple of k, the final
step may need to be divided into several cases, posing chal-
lenges in implementing a constant-time algorithm. Although
combining additional steps may yield speed improvements,
the resulting performance gains may be mitigated by the
added complexity of the process. We expect the proposed
combined-constant-time algorithm can substitute the exist-
ing NTRU constant-time algorithm because the gain from the
reduced running time is much more significant, even after
considering the increased cost from complexity and mem-
ory usage. Also, both proposed combined-variable-time and

combined-constant-time algorithms will accelerate the pre-
vious algorithms with hardware implementation. We want to
indicate that the simulation source code has been published
in [31].
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