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Abstract

This paper presents an extended investigation into deep learning-based cryptanalysis of
block ciphers by introducing and evaluating a multi-server attack environment. Building
upon our prior work in centralized settings, we explore the practicality and scalability of
deploying such attacks across multiple distributed edge servers. We assess the vulnerability
of five representative block ciphers—DES, SDES, AES-128, SAES, and SPECK32/64—under
two neural attack models: Encryption Emulation (EE) and Plaintext Recovery (PR), using
both fully connected neural networks and Recurrent Neural Networks (RNNs) based on
bidirectional Long Short-Term Memory (BiLSTM). Our experimental results show that
the proposed federated learning-based cryptanalysis framework achieves performance
nearly identical to that of centralized attacks, particularly for ciphers with low round
complexity. Even as the number of edge servers increases to 32, the attack models maintain
high accuracy in reduced-round settings. We validate our security assessments through
formal statistical significance testing using two-tailed binomial tests with 99% confidence
intervals. Additionally, our scalability analysis demonstrates that aggregation times remain
negligible (<0.01% of total training time), confirming the computational efficiency of the
federated framework. Overall, this work provides both a scalable cryptanalysis framework
and valuable insights into the design of cryptographic algorithms that are resilient to
distributed, deep learning-based threats.

Keywords: block ciphers; neural cryptanalysis; distributed learning; encryption emula-
tion (EE); plaintext recovery (PR); data encryption standard (DES); advanced encryption
standard (AES); SPECK; deep learning; federated attack environment

MSC: 68P25; 68T07

1. Introduction

Due to the increasing deployment of technologies such as the Internet of Things (IoT)
and Artificial Intelligence (Al), the significance of data has grown rapidly [1-4]. However,
as data are frequently transmitted through wireless and untrusted networks, concerns about
data privacy and protection have intensified [5,6]. Moreover, the growing sophistication of
cyberattacks—often powered by Al—has made them more difficult to detect and defend.
To mitigate these threats, cryptographic algorithms [7,8] are widely used to protect sensitive
information by transforming data into forms unintelligible to unauthorized parties.
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Nonetheless, several cryptographic algorithms have been shown to be vulnerable
to both classical and modern attack strategies. To ensure data confidentiality and trust-
worthiness, it is crucial to evaluate cryptographic algorithms for potential weaknesses.
Cryptanalysis plays this role by testing algorithms through legitimate attack strategies such
as Ciphertext Only Attack (COA), Known Plaintext Attack (KPA), Chosen Plaintext Attack
(CPA), and Chosen Ciphertext Attack (CCA), depending on what information is available to
the attacker. Additionally, methods such as linear [9,10] and differential cryptanalysis [11]
have been widely used to evaluate algorithmic resilience.

With recent breakthroughs in deep learning [12,13], neural-based techniques have
been successfully adopted in various domains, including image [14] and text analysis [15].
These advances have also enabled a new class of cryptanalytic approaches based on arti-
ficial intelligence [16-18]. Compared to traditional cryptanalysis—which often requires
extensive mathematical analysis—neural-aided and neural cryptanalysis offer the ad-
vantage of automatically learning complex, non-linear patterns in encrypted data. For
instance, deep learning models have been used to enhance differential distinguishers for
key recovery [19], and they can even capture side-channel leakage without preprocessing
steps [20-22]. Moreover, deep models are capable of learning direct mappings between
plaintexts and ciphertexts, or even recovering cryptographic keys.

In our prior work [23], we demonstrated that block ciphers such as DES [11], SDES [8],
AES [24], SAES [25], and SPECK [26] can be effectively attacked using deep learning-based
methods, including Encryption Emulation (EE) and Plaintext Recovery (PR). These attacks
were conducted in a centralized single-server environment, where a deep learning model
was trained using plaintext—ciphertext pairs collected in one location. While this approach
highlighted the vulnerability of reduced-round block ciphers, it also presented a practical
limitation: deploying and managing such centralized cryptanalysis in real-world scenarios
may not be feasible due to computational constraints or network access limitations.

To address the limitations of centralized cryptanalysis, this study extends our previ-
ous framework by introducing a decentralized attack paradigm based on a multi-server
architecture. Specifically, we simulate federated deep learning-based cryptanalysis, in
which multiple distributed edge servers independently collect plaintext—ciphertext pairs
and collaboratively train a global attack model through iterative weight aggregation. This
architecture more accurately reflects realistic adversarial scenarios, where attackers may
not possess access to a single high-performance server but can instead leverage a network
of lower-capacity, geographically distributed devices.

Our empirical results demonstrate that the attack performance in the multi-server
environment closely mirrors that of the centralized single-server setting, particularly for
lightweight block ciphers such as SDES, SAES, DES, and SPECK, when configured with
reduced round complexity. Notably, even as the number of edge servers increases, the sys-
tem maintains robust performance in both training and inference, validating the scalability
and practicality of distributed neural cryptanalysis. In contrast, AES-128—characterized by
its higher number of rounds and larger key size—consistently resists both centralized and
distributed attacks, underscoring its resilience against data-driven adversaries.

To the best of our knowledge, this is the first comprehensive study to empirically
demonstrate the feasibility of deep learning-based attacks on block ciphers within a fed-
erated, multi-server environment. These findings open new directions for real-world,
automated cryptanalysis and highlight the need for cryptographic algorithm designers to
consider federated, Al-powered threat models in future security assessments and standard-
ization efforts.

The remainder of this paper is organized as follows: Section 2 reviews prior work
on neural-aided and neural cryptanalysis applied to various cryptographic algorithms.
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Section 3 outlines the methodology for implementing Encryption Emulation (EE) and Plain-
text Recovery (PR) attacks on the selected block ciphers. Section 4 presents experimental
results comparing the performance of block ciphers under single-server and multi-server
attack environments. Finally, Section 5 concludes the paper by summarizing the proposed
framework and key findings.

2. Related Works

In neural-aided cryptanalysis [27-30], deep learning has been employed to construct
differential distinguishers, which are designed to differentiate between randomly gen-
erated data and ciphertexts. The initial concept was introduced in [27] to enhance the
efficiency and accuracy of key recovery attacks on SPECK32/64 [26]. In [28], ciphertext
pairs with multiple differential patterns were input into a neural distinguisher targeting
SIMECK32/64 [31]. The work in [29] utilized Convolutional Neural Networks (CNNs) [32]
and Recurrent Neural Networks (RNNs) [33] as underlying architectures for neural distin-
guishers applied to PRIDE [34] and RC5 [35]. More recently, [30] proposed a cost-optimized
neural distinguisher with reduced parameter complexity, making it suitable for resource-
constrained environments.

In parallel, neural cryptanalysis [23,36—41] has advanced the application of deep
learning-based attack models, such as Encryption Emulation (EE), Plaintext Recovery
(PR), Key Recovery (KR), and Ciphertext Classification (CC), across a broad spectrum
of cryptographic algorithms. In [36], optical cryptographic algorithms such as Double
Random Phase Encoding (DRPE) [42] and Triple Random Phase Encoding (TRPE) [43]
were shown to be vulnerable to PR attacks, enabling the recovery of original images from
their encrypted forms. However, [37] observed that such recovery remained challenging
when real-world, complex images were used as inputs. In [38], a KR attack was performed
against classical ciphers—Caesar, Vigenere, and substitution—using a deep learning model
structured as an encoder—decoder with Long Short-Term Memory (LSTM) [44] and atten-
tion mechanisms [45]. The work in [23] provided a comprehensive evaluation of block
ciphers including DES [11], AES [24], simplified DES (SDES) [8], simplified AES (SAES) [25],
and SPECK32/64 [26], through EE, PR, KR, and CC attacks using various model architec-
tures such as fully connected neural networks, RNNs [33,44,46], and transformer-based
models [47,48], with both textual and bit-array plaintexts across different numbers of
encryption rounds.

In other studies, Harrison et al. [39] classified laptop keystrokes recorded via mobile
microphones using CNNs [32] combined with attention mechanisms [45], demonstrating
the potential of deep learning in side-channel attack scenarios. In [40], AES keys [24]
were recovered from electromagnetic traces captured at varying distances from Bluetooth
devices. Similarly, Alemerien et al. [41] detected side-channel attacks from execution traces
using CNN-based models [45].

While deep learning-based cryptanalysis has demonstrated effectiveness across optical,
classical, and symmetric block ciphers, its application to public-key cryptographic systems
has thus far relied primarily on traditional analytical techniques. In this study, we focus on
block ciphers and extend the scope of neural cryptanalysis by assessing vulnerabilities un-
der both single-server and multi-server attack environments. To the best of our knowledge,
this work represents the first systematic evaluation of block cipher security against deep
learning-based attacks conducted in a federated, multi-server cryptanalytic framework.
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3. Methods
3.1. Cryptographic Algorithms

Cryptographic algorithms are broadly classified into two categories—symmetric-key
cryptography and asymmetric-key cryptography—based on the nature of the keys used for
encryption and decryption [7,8]. In symmetric-key cryptography, the same key is shared
between the sender and the receiver for both encryption and decryption processes. While
this approach is computationally efficient, it presents significant challenges in secure key
distribution and management, as both parties must agree upon and protect the shared
secret key.

In contrast, asymmetric-key cryptography, also known as public-key cryptography,
employs a pair of mathematically related keys: a public key for encryption and a private key
for decryption. The public key can be openly distributed, allowing any sender to encrypt
messages, while only the intended receiver—who holds the private key—can decrypt the
ciphertext. This eliminates the need for secure key exchange, thereby simplifying key
management in distributed environments.

In this study, we focus on symmetric block ciphers and evaluate the security of several
representative algorithms, including the Data Encryption Standard (DES) [11], Simplified
DES (SDES) [8], Advanced Encryption Standard (AES) [24], Simplified AES (SAES) [25],
and SPECK [26]. These algorithms are analyzed under deep learning-based attacks, with
the goal of comparing their relative vulnerabilities in both single-server and multi-server
cryptanalytic environments.

3.1.1. Data Encryption Standard (DES)

The Data Encryption Standard (DES) [11] was created by IBM in the early 1970s as part
of a research project on data security and was subsequently standardized in 1977 through
collaboration with the U.S. National Bureau of Standards (now NIST) and the National
Security Agency (NSA). It emerged as one of the most significant encryption algorithms
and has underpinned numerous contemporary cryptographic systems. DES is a block
cipher utilizing a 16-round Feistel network that processes 64-bit plaintext blocks with a
64-bit key, which includes 8 parity bits. The encryption starts with an Initial Permutation
(IP), then divides the plaintext into two 32-bit halves, Ly and Ry:

IP(P) = LoRg 1)

During each round of DES, the right half of the data block, which is 32 bits, is expanded
to 48 bits using an expansion permutation box. The expanded block is then XORed with
the round’s 48-bit subkey. The result is XORed with the left half to create the new right half,
and the left half is copied from the previous right half:

Ry = f(erlr kr) ® L (2)

Ly =Ry 3)
After 16 rounds, the final output is generated by concatenating Ri4 and Li¢ and then
using the inverse permutation:

C = FP(Ryg, L16) = IP™"(Ry6, L16) (4)

Round keys are created by shifting and compressing the main key, removing the parity
bits. Simplified DES (SDES) [8] is a simplified variant that retains the Feistel structure but
uses 16-bit plaintext and 16-bit key with only four rounds. It lacks the initial and final
permutations and is primarily intended for educational or experimental use [8].
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3.1.2. Advanced Encryption Standard (AES)

The US National Institute of Standards and Technology (NIST) established the Ad-
vanced Encryption Standard (AES) [24] in 2001 following an open competition to find a
successor to DES. The chosen algorithm, Rijndael, was created by Joan Daemen and Vincent
Rijmen and has since become the global standard for symmetric encryption. AES is a
block cipher which performs on 128-bit plaintext blocks and is based on a Substitution-
Permutation Network (SPN). There are 10, 12, or 14 rounds applied, depending on the size
of the key, which can be either 128, 192, or 256 bits. Four transformations are included
in each round: SubBytes, ShiftRows, MixColumns, and AddRoundKey. The plaintext is
encrypted using a 4 x 4 byte matrix called the state.

The SubBytes step conducts non-linear substitution using an S-box that maps each byte
individually. ShiftRows cyclically shifts the state’s rows to the left: the second, third, and
fourth rows are shifted one, two, and three positions, respectively. MixColumns performs a
linear transformation by multiplying each column in the state with a fixed matrix over the
finite field GF (2%), as follows:

dl,j 02 03 01 01 CL]‘
dZ,j . 01 02 03 01 ) CZ,j (5)
dsj|  |0101 0203 | |c3;

03 01 01 02] |c;

where ¢; ; is the input byte at position (i, j) of the state, and d; ; is the output byte following
MixColumns. Add RoundKey bitwise XORs the current state with a round-specific key
obtained from the primary key. The first round contains only AddRoundKey, while the
final round skips the MixColumns stage. Each round generates keys by means of a key
expansion process comprising XOR operations, rotation, and substitution.

Operating with a 16-bit key across two rounds, a compact form of Simplified AES
(SAES) [25] represents 16-bit plaintext using a 2 X 2 matrix of 4-bit nibbles. Although
the architecture reflects AES, its smaller block size and simplified operations make it
appropriate for lightweight testing or teaching.

3.1.3. SPECK

SPECK [26] is a light block cipher that was invented by the U.S. National Security
Agency (NSA) in 2013. It is part of a family of algorithms designed for embedded systems
and the Internet of Things (IoT). Its design prioritizes software simplicity and efficiency by
utilizing basic operations such as modular addition, bitwise XOR, and rotation—collectively
known as ARX. SPECK operates on two-word blocks and supports a variety of block/key
size configurations. The SPECK32/64 version used in this study encrypts 32-bit plaintext
blocks (two 16-bit words) using a 64-bit key (four 16-bit words) in 22 rounds. The cipher
structure is based on a Feistel-style arrangement, with ARX operations performed in each
round. For a given round r, the left and right input words L,_; and R,_; are converted
as follows:

Ly=((Ly—1>r1) BR 1) ©kr (6)

Rr=(R_1< 1) ®L, 7)

where >> and << denote right and left circular rotations, @ is bitwise XOR, and H is
addition modulo 2'¢. The SPECK32/64 rotation constants are ; = 7 and r, = 2. Each
round employs a subkey k;, which is derived from the original key via a key scheduling
process that also employs the ARX structure. The combination of minimal logic and flexible
parameterization makes SPECK appealing for cryptographic applications in low-power
and memory-constrained devices.
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3.2. Deep Learning-Based Attacks

Deep learning-based neural cryptanalysis enables the evaluation of cryptographic
algorithm strength by leveraging data-driven attack models. In this study, we perform two
representative forms of such attacks—Encryption Emulation (EE) and Plaintext Recovery
(PR)—using both fully connected neural networks and Recurrent Neural Networks (RNNs)
as attack models. These attacks are conducted under two distinct operational settings: a
centralized single-server environment and a distributed multi-server environment, in order
to assess the scalability and practicality of deep learning-based cryptanalysis.

3.2.1. Attack Environments

In the single-server attack environment, all stages of the attack process—data collection,
model training, and inference—are executed on a single centralized server. Specifically,
the attacker collects plaintext—ciphertext pairs within the same session, where a fixed
encryption key is used, and subsequently trains a deep learning model through centralized
learning. As illustrated in Figure 1, this environment follows a straightforward three-
step procedure:

(1) Data Collection: The central server gathers plaintext and corresponding cipher-
text pairs;

(2) Attack Model Training: A deep learning model is trained to predict either ciphertexts
(in EE attacks) or plaintexts (in PR attacks);

(8) Attack Execution: The trained model is applied to new inputs to carry out the desig-
nated attack.

------------------- Attack Execution

é

Attack Model

H
i
i
i

v

@ = C(Central
‘n z Server

Attacker 2
Attack Model Training

Figure 1. Overview of the attack process in the single-server environment, where data collection,

model training, and attack execution are performed on a centralized server.

In contrast, the multi-server attack environment reflects a more decentralized and
scalable setting. Here, multiple edge servers simultaneously collect plaintext—ciphertext
pairs within independent sessions. These local models are trained using federated learning,
allowing collaborative model improvement without raw data sharing. As shown in Figure 2,
the multi-server framework consists of six key steps:

(1) Data Collection: Each edge server gathers its own local dataset;

(2) Global Model Distribution: The central coordinating server distributes the current
global model weights to all edge servers;

(3) Local Model Training: Each server independently trains a local model using its local
data and the received initial weights;
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(4) Model Aggregation: Trained local weights are transmitted back to the central server;

(5) Global Model Update: The central server aggregates the received local weights to
update the global model;

(6) Attack Execution: After sufficient global training rounds, the finalized global model is
used to perform the designated attack.

This federated setup simulates real-world adversarial scenarios where attackers may
not have access to a powerful centralized resource but can exploit a network of weaker
distributed devices. The full training procedure, including weight updates and aggregation
logic, is provided in Algorithm 1.

In both attack environments, we assume that all plaintext-ciphertext pairs are en-
crypted using a fixed secret key throughout the data collection and training phases. This
assumption aligns with the ‘Known Plaintext Attack (KPA) scenario in classical cryptanal-
ysis, where the adversary has access to plaintext-ciphertext pairs encrypted under the same
unknown key. While this may appear restrictive in some distributed settings, it reflects
realistic attack scenarios where

(1) Session-based encryption protocols maintain a consistent key for the duration of a
communication session (e.g., TLS session keys, VPN tunnels);

(2) IoT and edge computing deployments often employ shared group keys among multi-
ple devices for efficiency and scalability;

(3)  Security evaluation standards require assessing algorithm vulnerability under consis-
tent keying to isolate structural weaknesses from key management issues.

Moreover, the primary objective of this study is to evaluate the intrinsic cryptographic
strength of block cipher algorithms against deep learning-based attacks, rather than to
address key distribution or multi-key scenarios, which constitute orthogonal research
problems in key management and access control. By fixing the encryption key, we can
systematically measure how round complexity and federated training dynamics affect
the attack model’s ability to learn the cipher’s transformation function. This controlled
setting enables direct performance comparison between centralized and distributed attack
environments and provides insights into the fundamental resilience of cipher structures
against neural cryptanalysis.

——————————————————————————— .r\lmcl\ Execution

é]

ﬁ \9) = Central
Receiver | ‘n E===) Server
| —— Server
""""""""" ' Attacker
2)-
Edge Global Attack Model Global
Servers Weights Distribution [ Attack Model

5
Global Attack Model
Local Weights Updating

Attack Models

"
4
Local Attack Model Weights Aggregation |

|

Figure 2. Overview of the federated attack process in the multi-server environment, where distributed
edge servers collaboratively train a global model for cryptanalysis.
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Algorithm 1. Process of Training the Attack Model in the Multi-Server Environment

Inputs:
Initial weights of global attack model wg ;
Pairs of plaintext and corresponding ciphertext in edge servers
D= {Dl, D, ..., DKfl,DK}.
Parameters:
Total number of global rounds T;
Total number of edge servers K;
Weights of global attack model for ¢ global round w};
Weights of local attack model for " global round w!;
Total number of pairs of plaintext and corresponding ciphertext for all edge servers N;
Total number of pairs of plaintext and corresponding ciphertext for k edge server ny;
Total number of local epochs E, Mini-batch for k edge server by;
Learning rate 7.
Outputs:
Final weights of global attack model ng.
1: for globalround t =1,2,...,T do

2 foredgeserverk =1,2,...,K do

3 w} < LocalAttackModelTraining (wé‘l)
4 end

5 wh < i1 W}

6 end

7 return ng,

8

9: Function LocalAttackModelTraining (w§ '):
10: wh wfq’l

11: for local epoche =1,2,...,E do

12: for batch b, € Dy do

13: Compute CrossEntropyLoss L

14: wh < wh —n AL

15: end

16: end

17:  return w}

3.2.2. Attack Models

In this study, we investigate two types of deep learning-based cryptanalytic attacks:
Encryption Emulation (EE) and Plaintext Recovery (PR). The EE attack aims to generate
ciphertexts directly from given plaintexts, while the PR attack attempts to recover plaintexts
from observed ciphertexts. Accordingly, the deep learning model for EE takes plaintexts as
input and is trained to produce the corresponding ciphertexts. In contrast, the model for
PR uses ciphertexts as input and is trained to reconstruct the original plaintexts.

While EE does not directly compromise confidentiality in the traditional sense—as
it requires plaintext input and does not recover keys or decrypt messages—successful
emulation indicates that the cipher’s transformation can be reverse-engineered and repro-
duced without knowledge of the secret key. This capability poses security concerns in
scenarios where attackers can observe plaintext-ciphertext pairs and subsequently generate
valid ciphertexts for arbitrary plaintexts, potentially enabling forgery attacks or facilitating
chosen-plaintext attack strategies. In contrast, the PR approach attempts to recover plain-
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Input Bit Array

(N-bit)
l

texts from observed ciphertexts, representing a direct confidentiality breach that aligns
with classical cryptanalytic threat models.

To implement these attacks, we employ two neural architectures: the fully connected
neural network (FCNN) and the Recurrent Neural Network (RNN) [33], as illustrated in
Figure 3. Due to the inherent confusion and diffusion properties of modern block ciphers,
ciphertexts generally lack straightforward bitwise correlations. Consequently, many prior
studies in deep learning-based cryptanalysis have relied on FCNNs to capture global,
non-linear mappings between plaintext and ciphertext.

Input Bit 1 Input Bit 2

| l

Input Bit N

FC (N) + BN + ReLU

BiLSTM (256) BiLSTM (256) ]— —[ BiLSTM (256)

[

—{
1 i l

FC (2N) + BN + ReLU

I

BILSTM(256)  |—  BiLSTM(256)  }— -~ —{  BiLSTM(256)
-

I e [

BiLSTM (256) BiLSTM (256) BiLSTM (256)

[

I ‘ I

FC (M) + Sigmoid

[
(
[ FC (2N) + BN + ReLU
(

- & &5 &

)
]
)
]

2
FC (M) + Sigmoid

[

Output Bit Array

(M-bit)

(a)

I

Output Bit Array
(M-bit)

(®)

Figure 3. Architectures of the attack models used in this study: (a) fully connected neural net-
work (FCNN); (b) recurrent neural network (RNN) based on bidirectional Long Short-Term Mem-
ory (BiLSTM).

We implement an RNN-based model using Bidirectional Long Short-Term Memory
(BiLSTM) units. This model architecture includes three stacked BiLSTM layers, each with
256 hidden units, followed by a single fully connected output layer with sigmoid activation.
Unlike fully connected networks that process all input bits simultaneously through parallel
transformations, the BILSTM processes the bit array sequentially, allowing the model to
learn position-specific mappings between plaintext and ciphertext bits. The bidirectional
architecture further enables the model to incorporate information from both preceding
and succeeding bit positions when computing transformations for each bit, potentially
enhancing its ability to approximate the complex, interdependent bit-level operations
performed by block cipher round functions.

The FCNN-based model used in this work comprises four fully connected layers.
Given an input vector of size N, the first three layers have N, 2N, and 2N neurons, respec-
tively, followed by a final output layer matching the required output size (depending on
EE or PR). Each layer is followed by batch normalization and ReLU activation, except for
the final layer, which uses a sigmoid activation to enable bitwise prediction.

3.2.3. Statistical Significance Testing for Attack Performance

To rigorously determine whether observed BAP,,; values represent genuine cryptana-
lytic success or merely random guessing, we employ formal statistical hypothesis testing.
Under the null hypothesis, the attack model performs no better than random bit prediction,
yielding an expected BAP,y¢ of 0.5.

We use a two-tailed binomial test to evaluate whether the observed accuracy signif-
icantly deviates from this baseline. For each cipher configuration, we calculate the 99%
confidence interval for BAPg,e based on the number of test samples (N = 32,768) and indi-
vidual bit predictions. An attack is considered “statistically successful” if the confidence
interval does not contain 0.5 and the p-value is below 0.01. Conversely, when BAP,wg ~ 0.5
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and falls within the confidence interval around random guessing, we conclude that the
cipher resists the attack under the tested configuration.

4. Experiments
4.1. Dataset and Setup

The plaintexts used in this study were randomly generated as bit arrays, with lengths
matched to the block sizes defined by each cryptographic algorithm. These plaintexts were
produced using a custom random bit generator that accepts the desired bit length as a
parameter and outputs uniformly distributed integers of that length. Each plaintext was
then encrypted using one of the selected block cipher algorithms—Data Encryption Stan-
dard (DES), Simplified DES (SDES), Advanced Encryption Standard (AES-128), Simplified
AES (SAES), or SPECK32/64—with varying numbers of round iterations (1, 2, 3, or 4).
Representative samples of plaintext—ciphertext pairs for each cipher are summarized in
Table 1.

Table 1. Representative samples of plaintext—ciphertext pairs generated by each cryptographic
algorithm used in the experiments.

Cryptographic Algorithms Key Size Plaintext Size Plaintext Ciphertext
SDES 16-bit 16-bit 10110010 11101110 11101110 00110011
SAES 16-bit 16-bit 00100111 10001110 10110110 01001011

11111101 00100011 11111000 00100011

. . 11010010 10001010 10000110 10011110

DES 64-bit 64-bit 01101101 11010111 01101101 10000111
10010011 11100100 11000111 11110000

10111101 11010110 00111110 00110010

01000000 11111011 10101001 00010010

00000110 01100111 10110000 01011101

. . 00011010 11010001 10111010 01100011

AES-128 128-bit 128-bit 00011100 10000000 10011011 01110100
00110001 01111111 00011011 10101000

10100011 10110001 11010111 11101100

01111001 10011101 00101110 01111101

. . 11010110 00001100 11001110 10011011

SPECK32/64 64-bit 32-bit 10000100 00111110 11011110 01100001

Random plaintexts represent a conservative and rigorous testing scenario for several
reasons. First, block ciphers are explicitly designed to produce uniformly random-looking
outputs regardless of input structure, meaning that any weakness exploitable with ran-
dom inputs would equally apply to structured data. Second, random plaintexts eliminate
potential biases that could arise from structured data patterns, ensuring that observed
attack performance reflects genuine cipher weaknesses rather than artifacts of input reg-
ularity. Third, in real-world deployments, plaintexts are often compressed, encrypted in
counter mode, or otherwise preprocessed in ways that eliminate apparent structure before
encryption, making random bit sequences a reasonable approximation of actual opera-
tional conditions. The use of random inputs in this study provides a robust foundation
for evaluating cipher security under worst-case assumptions aligned with cryptographic
best practices.

To ensure consistency and fairness across experiments, the total number of plaintext—
ciphertext pairs used for training and testing was fixed at N = 220 (=1,048,576) and 2!°
(=32,768), respectively, for both the single-server and multi-server attack environments. In
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the multi-server setup, these training pairs were distributed across edge servers depending
on the total number of participating nodes K. Specifically, for K = 2! (=2), 22 (=4), 23 (=8), 2*
(=16), and 2° (=32) edge servers, each server received ny = 219 (=524,288), 218 (=262,144), 217
(=131,072), 21 (=65,536), and 21° (=32,768) training pairs, respectively, while maintaining
the overall training size constant. These configurations are summarized in Table 2.

Table 2. Summary of training and testing data volumes and the number of edge servers used in the
multi-server attack environment.

Attack Environment ]:rl;:il:fil:lml;el: of T,}rle 1\'Iumbe-r of The Number of TEIEE;?;?Z (f)(f)r
g Pairs esting Pairs Edge Servers Each Edge Server
Single-Server 220 (=1,048,576) 215 (=32,768) - -

220 (=1,048,576) 215 (=32,768) 21 (=2) 219 (=524,288)

220 (=1,048,576) 215 (=32,768) 22 (=4) 218 (=262,144)

Multi-Server 220 (=1,048,576) 215 (=32,768) 23 (=8) 217 (=131,072)

220 (=1,048,576) 215 (=32,768) 2% (=16) 216 (=65,536)

220 (=1,048,576) 215 (=32,768) 2% (=32) 215 (=32,768)

In the federated learning implementation, we employed a full client participation
strategy where all K edge servers participate in every global training round, ensuring
stable convergence and reproducibility across experiments. The model aggregation follows
the standard FedAvg algorithm as described in Algorithm 1. Since all clients possess
equal-sized local datasets (111 = np = ... = np = N/K, see Table 2), the weighted aggregation
reduces to uniform averaging across all participating edge servers.

Each global round consists of three phases: (1) broadcasting the current global model
wé‘l to all clients, (2) local training for E = 10 epochs on each client’s dataset using mini-
batch size by = 4096 and learning rate 7 = 0.0001, and (3) aggregating the updated local
weights to form the new global model. The total number of global rounds was set to
T =10, balancing convergence quality with computational cost. Client training was per-
formed sequentially rather than in parallel to ensure deterministic behavior and facilitate
reproducibility, as simultaneous multi-process encryption operations introduced process
management complexity without affecting the final model performance. This synchronous,
full-participation approach with uniform weighting represents the most straightforward
federated learning scenario and serves as a baseline for evaluating the scalability of neural
cryptanalysis in distributed environments.

All experiments were conducted on a server equipped with an Intel Xeon Silver
4214 processor and an NVIDIA RTX A5000 GPU. For both single-server and multi-server
environments, the attack models were trained using binary cross-entropy as the loss
function and the Adam optimizer.

4.2. Results and Analysis

The vulnerabilities of the cryptographic algorithms against deep learning-based at-
tacks, especially Encryption Emulation (EE) and Plaintext Recovery (PR) attacks, was
evaluated by using Bit Accuracy Probability (BAP) [49] and average BAP (BAPayg), which
can be calculated as follows:

ot = {0/ lf 0;'1 < 0.5 BAP, _ Z:71N:l XNOR("zn’gzn)

(8)

i 1, otherwise N
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YL | BAP;

BAPuvg = L (9)

where BAP; and BAP,,¢ represent BAP for the i" bit in predicted bit arrays and average
BAP for predicted bit arrays, respectively. And o and g" are the i’ bit in the n'" predicted
bit array and the i’ bit in the n'" ground truth bit array, respectively, and N is the total
number of testing pairs. And L is the output length according to the type of attack.

4.2.1. Results in Single-Server Attack Environment

Our previous study [23] evaluated the vulnerability of five representative block
ciphers—SDES, SAES, DES, AES-128, and SPECK32/64—under Encryption Emulation
(EE) and Plaintext Recovery (PR) attacks in a centralized single-server environment. The
analysis focused on two key factors: the number of round functions and the choice of attack
model architecture.

The results showed that increasing the number of rounds generally led to a decrease
in average bit-wise accuracy (BAPgy), indicating stronger resistance against deep learning-
based attacks. For instance, in both DES and SPECK32/64, BAP,,¢ values dropped signifi-
cantly from nearly 1.0 with a single round to approximately 0.5 when full-round encryption
was applied—across both EE and PR attack settings. Notably, AES-128 exhibited consis-
tently low BAP,wg values close to 0.5 regardless of the number of rounds, suggesting high
resilience even in reduced-round configurations.

Regarding model architectures, the BILSTM-based recurrent neural network slightly
outperformed the fully connected model in both attack scenarios. While the improvements
in BAPgye were modest, the RNN-based model demonstrated superior performance across
several block ciphers-—-particularly SDES, SAES, DES, and SPECK32/64. The performance
advantage of BILSTM can be attributed to its sequential processing mechanism, which
enables the model to learn position-dependent transformations for each bit location in the
plaintext and ciphertext arrays. By processing bits sequentially and incorporating bidi-
rectional context, the BILSTM architecture may better approximate the position-sensitive
substitution and permutation operations inherent in block cipher designs, particularly in
reduced-round configurations where such structural patterns remain more discernible.
This trend held even for AES-128, where BAP,,, values consistently remained low for both
model types, thereby confirming its robustness against neural cryptanalysis regardless of
the attack model architecture employed.

4.2.2. Result Comparison in Single-Server and Multi-Server Attack Environments

To assess the feasibility and effectiveness of distributed cryptanalysis, we compared the
average bit-wise accuracy (BAPgy) of Encryption Emulation (EE) and Plaintext Recovery
(PR) attacks using a Recurrent Neural Network (RNN) model across both single-server and
multi-server environments. The evaluation was conducted on five block cipher algorithms—
SDES, SAES, DES, AES-128, and SPECK32/64—using 1 to 4 rounds of encryption functions.
In the multi-server setting, the number of edge servers was varied as 2! (=2), 22 (=4), 23
(=8), 2* (=16), and 2° (=32), with each server receiving an equal fraction of the total training
data (2% pairs), as detailed in Section 4.1.

For SDES and SAES, both algorithms maintained high BAPy, values across all condi-
tions. As shown in Tables 3 and 4, the performance remained nearly perfect in EE and PR
attacks, even as the number of edge servers increased. Notably, in the case of SDES with
4 rounds and 32 edge servers, there was a slight performance decline (BAPgyg = 0.9336 for EE
and 0.9261 for PR), yet the model still achieved high prediction accuracy. SAES maintained
an average BAPgy of 1.0 under 2-round settings, regardless of the attack environment.
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Table 3. Comparison of average Bit Accuracy Probability (BAP,yg) for Encryption Emulation (EE)
and Plaintext Recovery (PR) attacks on Simplified Data Encryption Standard (SDES) across different
round configurations and attack environments. * p < 0.01 (statistically significant attack success).

Number of Encryption Emulation (EE) Plaintext Recovery (PR)
Edge Server 1 Round 2R 3R 4R (Full) 1Round 2R 3R 4R (Full)
Single-Server 1.0* 1.0* 1.0* 1.0* 1.0* 1.0* 1.0* 1.0*
21 1.0* 1.0* 1.0* 1.0* 1.0* 1.0* 1.0* 1.0*
Multi 22 1.0* 1.0* 1.0* 1.0* 1.0* 1.0* 1.0* 0.9999 *
Server 23 1.0* 1.0* 1.0*  0999%*  1.0* 1.0* 1.0*  0.9993*
24 1.0* 1.0* 1.0* 0.9851 * 1.0* 1.0* 1.0* 0.9803 *
2° 1.0* 1.0* 0.9999*  0.9336 * 1.0* 1.0* 0.9999*  0.9261*
Table 4. Comparison of average Bit Accuracy Probability (BAPgy) for Encryption Emulation (EE) and
Plaintext Recovery (PR) attacks on Simplified Advanced Encryption Standard (SAES) across different
round configurations and attack environments. * p < 0.01 (statistically significant attack success).
Encryption Emulation (EE)  Plaintext Recovery (PR)
Number of Edge Server
1 Round 2R (Full) 1 Round 2R (Full)
Single-Server 1.0* 1.0* 1.0* 1.0*
2! 1.0* 1.0% 1.0* 1.0*
Multi 22 1.0* 1.0* 1.0* 1.0*
Server 23 1.0* 1.0* 1.0* 1.0*
24 1.0* 1.0* 1.0* 1.0*
25 1.0* 1.0* 1.0* 1.0*
DES exhibited a more pronounced sensitivity to both round complexity and distri-
bution scale. As shown in Table 5, when configured with only one round, DES remained
vulnerable across both environments. However, as the number of edge servers increased, a
slight degradation in performance was observed in the multi-server setting (e.g., BAP;yq
dropped to 0.9219 in EE and 0.8622 in PR with 32 servers). Once the number of rounds
reached two or more, the BAP,, consistently converged toward 0.5, indicating that the
attack model failed to extract meaningful patterns—effectively reducing its predictive
capability to that of random guessing. These findings confirm that increasing round
complexity significantly enhances the robustness of DES, particularly under distributed
attack scenarios.
Table 5. Comparison of average Bit Accuracy Probability (BAPsy) for Encryption Emulation (EE)
and Plaintext Recovery (PR) attacks on the Data Encryption Standard (DES) across different round
configurations and attack environments. * p < 0.01 (statistically significant attack success), t p > 0.05
(statistically indistinguishable from random guessing, indicating cipher security).
Number of Edge Encryption Emulation (EE) Plaintext Recovery (PR)
Server 1 Round 2R 3R 4R 1 Round 2R 3R 4R
Single-Server 0.9998* 04998t 0.5000t 05000t  0.9997* 0.5001t 0.4998t  0.5000 t
21 0.9532*  0.5244* 04998t 05001+ 09531* 05001t 05004t 0.5001
Multi- 22 0.9529* 0499t 04999t 05001+ 09531*  0.5417* 04997t  0.4997
Se;lvelr 23 0.9549* 04999t 04993+ 05001+ 09532* 05000t 0.5000t  0.5000 t
24 0.9219* 0499t 05007t 04998+ 09295* 04995t 05001t  0.4997
2° 0.8622* 05000t 0.5000t 04998+ 0.8301* 04998t 04999t 0.5002 t
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Among all ciphers, AES-128 demonstrated the highest level of resilience. As shown
in Table 6, AES-128 consistently yielded BAP,;, values near 0.5 across all conditions—
irrespective of the number of rounds, attack type, or deployment environment. This
suggests that the attack model was unable to learn any exploitable structure in the cipher-
texts, even with powerful recurrent architecture and federated training. Compared to SAES,
which shares a similar structure but with fewer rounds and a smaller key size, AES-128’s
strong resistance is attributed to its greater algorithmic complexity and cryptographic
strength. These results reinforce the status of AES-128 as a highly secure block cipher, even
in the face of distributed, data-driven attacks.

Table 6. Comparison of average Bit Accuracy Probability (BAPgyg) for Encryption Emulation (EE)
and Plaintext Recovery (PR) attacks on Advanced Encryption Standard (AES-128) across different
round configurations and attack environments. 1 p > 0.05 (statistically indistinguishable from random
guessing, indicating cipher security).

Number of Edge Encryption Emulation (EE) Plaintext Recovery (PR)
Server 1 Round 2R 3R 4R 1 Round 2R 3R 4R

Single-Server 0.5000+ 05004+ 05003t 0.5000%+ 0.4998t+ 04998t 05002+  0.5004 t
21 04999t 049971+ 05003+ 0499t 04994t 04999+ 05001t  0.4999 t
Multi- 22 04998t 049971t 05005t 05003t 04997t 04996+ 04997t  0.4999 t
Se;lvelr 23 0.4998t+ 049991t 04997t 04998t 04998+ 04999+ 05001t  0.4996 t
24 0.5000t 05001+ 05000t 04998t 04999t 05000+ 04999t  0.4999 t
2° 04995t 04998+ 04997t 05002t 04999t 04999t 04997+  0.4999 t

SPECK32/64 showed patterns similar to DES. As indicated in Table 7, when using
only one round, attack models achieved relatively high BAPy, values, particularly in
the centralized setting. However, performance declined as the number of edge servers
increased—dropping to 0.6312 (EE) and 0.7783 (PR) with 32 servers. After two or more
rounds, BAP,,, values across all settings approached 0.5, indicating minimal predictability.
These results suggest that SPECK is vulnerable under shallow configurations but becomes
increasingly robust with higher round complexity, particularly when model coordination
becomes more challenging in distributed training.

Table 7. Comparison of average Bit Accuracy Probability (BAPyy) for Encryption Emulation (EE)
and Plaintext Recovery (PR) attacks on SPECK32/64 across different round configurations and
attack environments. * p < 0.01 (statistically significant attack success), t p > 0.05 (statistically
indistinguishable from random guessing, indicating cipher security).

Number of Edge Encryption Emulation (EE) Plaintext Recovery (PR)
Server 1 Round 2R 3R 4R 1 Round 2R 3R 4R

Single-Server 1.0* 04997+ 04999t 05008t  0.9999* 04993t 04999t  0.4991t
2! 1.0* 0.4999t 04999t 05012+ 0.9999* 05000t 04997+ 0.4995t
Multi- 22 1.0* 04996t 05002t  0.4995 1.0* 04992t 04997t  0.499%4 t
Servelr 23 0.9688* 04998t 04999t 05001+ 09999* 05007+ 05000t  0.4999 t
24 0.8001* 049951+ 0.4998t  0.5001 t 1.0* 05004+ 04999t  0.5002 t
2° 0.6312* 04991t 05007+ 05005t 0.7783* 04997t 0.50051+  0.5004 t

Collectively, these findings demonstrate that distributed neural cryptanalysis can
achieve performance comparable to centralized attacks, even when model training is
partitioned across multiple servers. This validates the scalability and practicality of the
proposed multi-server attack framework and confirms that federated, deep learning-based
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attacks represent a realistic threat, particularly for lightweight ciphers with reduced-round
configurations. Moreover, the use of local edge servers enables attackers to collect and share
a larger volume of training data from distributed environments, potentially increasing the
reach and efficiency of cryptanalysis in practice. While a slight decline in attack performance
was observed as the number of edge servers increased, this effect is likely due to challenges
in model synchronization and data heterogeneity under federated learning. Future work
will focus on mitigating these limitations through adaptive aggregation, client selection,
and communication-efficient federated strategies, further enhancing the robustness and
efficiency of distributed neural cryptanalysis.

4.2.3. Scalability Analysis: Training Efficiency and Computational Overhead

To comprehensively evaluate the scalability of the proposed federated cryptanalysis
framework, we analyzed the computational efficiency of the distributed training process
by measuring two key timing metrics: aggregation time and global round training time.
The aggregation time represents the duration required by the central server to compute the
weighted average of local model parameters received from all edge servers, as described in
Algorithm 1 (line 5). This metric reflects the computational cost of the FedAvg aggregation
step, which is a fundamental operation in federated learning. The global round training
time measures the total wall-clock time required to complete one full round of federated
training, encompassing local model training across all edge servers (executed sequentially
in our simulation), weight aggregation at the central server, and subsequent model evalua-
tion on the test dataset. These metrics provide critical insights into the practical feasibility of
deploying distributed neural cryptanalysis in real-world adversarial scenarios, particularly
in resource-constrained environments where computational efficiency is paramount.

Table 8 presents the aggregation time and global round training time for 1-round
Encryption Emulation (EE) attacks across five block ciphers—TDES, SAES, DES, AES, and
SPECK—using the BILSTM model architecture with varying numbers of edge servers (2! to
2°). The aggregation time increases slightly as the number of edge servers grows, ranging
from approximately 0.0013-0.0015 s with 2 servers to 0.0051-0.0087 s with 32 servers. This
modest increase is attributed to the linear scaling of the weighted averaging operation over
a larger number of local weight sets. However, these aggregation times remain negligible
compared to the overall training duration, accounting for less than 0.01% of the total round
time in all configurations. Notably, the global round training time varies substantially across
different ciphers, reflecting differences in model convergence behavior and the inherent
complexity of learning cryptographic transformations. Lightweight ciphers such as TDES,
SAES, and SPECK require approximately 290-320 s per round, whereas more complex
ciphers like DES and AES demand 740-750 s and 870-890 s, respectively. These findings
collectively demonstrate that the proposed federated cryptanalysis framework achieves
efficient scalability, maintaining consistent training performance even as the number of
distributed edge servers increases.

Table 8. Comparison of aggregation time (s) and global round training time (s) for 1-round Encryption
Emulation (EE) attacks across different edge server configurations in the multi-server environment.

Number of Edge Server SDES SAES DES AES-128 SPECK32/64
21 0.0013/301.35  0.0013/288.81  0.0015/741.84  0.0014/880.12  0.0014/294.42

22 0.0016/302.62  0.0021/296.61  0.0018/744.42  0.0016/874.43  0.0017/295.57

Multi-Server 23 0.0027/310.65  0.0027/301.01  0.0023/745.33  0.0021/886.80  0.0027/307.34
24 0.0034/325.96  0.0040/304.37  0.0031/752.41  0.0031/888.10  0.0034/310.97

25 0.0063/319.47  0.0063/298.44  0.0087/745.94  0.0051/869.66  0.0055/312.42
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4.2.4. Comparison of Attack Model Architectures

To further investigate the impact of model architecture on cryptanalytic effectiveness,
we conducted a direct comparison between FCNN and BiLSTM models under identical
experimental conditions. Table 9 presents the attack performance of both architectures
across five block ciphers with varying round configurations, evaluated in a federated
environment with eight (2%) edge servers. From a statistical significance perspective, both
models achieve comparable results: when either architecture attains statistically significant
attack success (p < 0.01), the alternative architecture similarly demonstrates significant per-
formance, and conversely, when one model fails to exceed random guessing thresholds, the
other exhibits equivalent limitations. This statistical parity suggests that both architectures
possess sufficient capacity to exploit vulnerabilities in reduced-round ciphers. However, a
closer examination of the raw BAP_avg values reveals a consistent performance advantage
for the BiLSTM architecture, particularly in cases where cryptanalytic attacks succeed.

Table 9. Comparison of average Bit Accuracy Probability (BAPsg) between FCNN and BiLSTM
architectures for Encryption Emulation (EE) and Plaintext Recovery (PR) attacks in the multi-server
environment with 23 edge servers. * p < 0.01 (statistically significant attack success), t+ p > 0.05
(statistically indistinguishable from random guessing, indicating cipher security).

Encryption Emulation (EE)  Plaintext Recovery (PR)

Number of Edge Server

FCNN BiLSTM FCNN BiLSTM

1R 0.9687 * 10* 0.9483 * 10*

2R 0.7478 * 1.0* 0.7478 * 1.0*

SDES 3R 0.6253 * 10* 0.6217 * 1.0*
AR 0.5940 * 0.9996 * 0.5919 * 0.9993 *

1R 0.8331 * 10* 0.8644 * 1.0*

SAES 2R 0.8433 * 1.0* 0.7497 * 1.0*

1R 0.8273 % 0.9549 * 0.8126 * 0.9532

bES 2R 05002 + 0.4999 + 05000 + 0.5000 +
3R 0.4999 + 0.4993 + 0.5000 + 0.5000 +
AR 0.4995 + 0.5001 + 0.5006 + 0.5000 +
1R 04997 + 0.4998 + 0.5000 + 0.4998 +
AES128 2R 0.4998 + 0.4999 + 0.5003 + 0.4999 +
- 3R 05001 + 0.4997 + 05002 + 05001 +
AR 0.5000 + 0.4998 + 0.4995 + 0.4996 +
1R 0.8094 * 0.9688 * 0.9239 * 0.9999 *
2R 0.4999 + 0.4998 + 0.5001 + 0.5007 +
SPECK32/64 3R 0.5000 + 0.4999 + 0.4997 + 0.5000 +
4R 0.5000 + 0.5001 + 0.5000 + 0.4999 +

The performance differences become evident when examining specific cipher config-
urations. For instance, in 1-round attacks on SDES, the BILSTM model achieves perfect
accuracy (BAP_avg = 1.0) for both EE and PR attacks, whereas the FCNN model, while
still demonstrating strong performance, attains lower accuracy values (BAP_avg = 0.9687
for EE and 0.9483 for PR). Similar patterns emerge across other vulnerable configurations:
for 1-round SPECK32/64 EE attacks, BILSTM reaches BAP_avg = 0.9688 compared to
FCNN’s 0.8094, and for 2-round DES EE attacks, BILSTM achieves 0.4999 while FCNN
obtains 0.8273. These consistent improvements demonstrate that the BILSTM’s sequen-
tial processing mechanism and bidirectional architecture enable more effective learning
of the position-dependent transformations and interdependent bit-level operations that
characterize block cipher encryption. By processing plaintext and ciphertext bit arrays
sequentially while incorporating contextual information from both directions, the BILSTM

https://doi.org/10.3390 /math14020373


https://doi.org/10.3390/math14020373

Mathematics 2026, 14, 373

17 of 20

architecture more accurately approximates the complex mappings between input and
output, particularly in reduced-round scenarios where the cipher’s structural properties
remain partially intact.

5. Conclusions

In this study, we conducted a comprehensive analysis of the vulnerability of block
cipher algorithms—SDES, SAES, DES, AES-128, and SPECK32/64—against deep learning-
based cryptanalysis in both single-server and multi-server environments. Specifically,
we implemented two neural attack strategies: Encryption Emulation (EE) and Plaintext
Recovery (PR). The EE attack models were trained to generate ciphertexts from input
plaintexts, whereas the PR models learned to recover plaintexts from ciphertexts. For
model architectures, we employed both fully connected neural networks and Recurrent
Neural Networks (RNNs) with bidirectional Long Short-Term Memory (BiLSTM) layers to
evaluate performance across varying cipher structures.

In the single-server attack environment, all data collection and model training were
centralized. In contrast, the multi-server attack framework simulated a distributed adver-
sarial scenario, where multiple edge servers collaboratively trained models using federated
learning. We further varied the number of edge servers from 2 to 32 to assess the scalability
and limitations of this distributed cryptanalysis setting.

Our experimental results revealed several key findings. First, block ciphers with
only one round function, such as SDES, SAES, DES, and SPECK32/64, exhibited high
BAPgyg values, indicating susceptibility to both EE and PR attacks—even in a distributed
environment. However, AES-128 consistently maintained low BAP,wg values (~0.5) across
all configurations, including reduced-round settings and multi-server deployments, thereby
demonstrating strong resilience to neural cryptanalysis.

Second, for DES and SPECK, the attack performance degraded substantially once the
number of encryption rounds increased to two or more, with BAP;ye values converging to-
ward 0.5. This suggests that even lightweight block ciphers can achieve practical resistance
to deep learning-based attacks through sufficient round complexity.

Third, and most notably, the cryptanalysis conducted in the multi-server environment
achieved nearly identical performance to the single-server case, especially for ciphers with
lower round complexity. This result validates the feasibility and practicality of performing
deep learning-based cryptanalysis in distributed environments—an important considera-
tion in real-world attack scenarios where access to centralized computing resources may
be limited.

Fourth, we established the statistical rigor of our security assessments by employing
formal hypothesis testing with 99% confidence intervals. This approach enables us to
distinguish genuine cryptanalytic vulnerabilities (p < 0.01) from random performance,
providing a principled basis for security claims. Furthermore, our scalability analysis
demonstrates that the federated framework maintains computational efficiency across all
tested configurations, with aggregation overhead remaining consistently below 0.01% of
total training time even when scaling to 32 edge servers.

However, we also observed a slight decline in attack performance as the number of
edge servers increased, particularly for shallow ciphers like SDES and DES. This reduc-
tion is likely due to the growing difficulty of model synchronization and generalization
under highly partitioned training data. As a promising direction for future work, we
plan to explore adaptive federated learning techniques, dynamic client weighting, and
communication-efficient model aggregation to mitigate this performance degradation.
Such approaches could further enhance the robustness and effectiveness of distributed
cryptanalysis frameworks.
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In summary, this work demonstrates that deep learning-based attacks on block ci-
phers can be effectively scaled to multi-server environments, offering critical insights into
both the capabilities of modern neural cryptanalysis and the design of resilient crypto-
graphic primitives.
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